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AMC-20 AMENDMENT 19 — CHANGE INFORMATION

EASA publishes amendments to the General Acceptable Means of Compliance for Airworthiness of Products,
Parts and Appliances (AMC-20) as consolidated documents. These documents are used for establishing the
certification basis for applications made after the date of entry into force of the applicable amendment.

Consequently, except for a note ‘[Amdt 20/19]’ under the amended paragraph, the consolidated text of the AMC
does not allow readers to see the detailed changes compared to the previous amendment. To allow readers to
see these detailed changes, this document has been created. The same format as for the publication of notices
of proposed amendments (NPAs) is used to show the changes:

— deleted text is struck-through;

— new or amended text is highlighted in blue;

— an ellipsis ‘[...]" indicates that the rest of the text is unchanged.
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Preamble

ED Decision 2020/010/R

Amendment 19

The following is a list of paragraphs affected by this Amendment:

SUBPART A — GENERAL Created

AMC 20-1 Amended (NPA 2017-09)
AMC 20-2 Amended (NPA 2017-09)
AMC 20-3 Amended (NPA 2017-09)
AMC 20-8 Amended (NPA 2016-19)
AMC 20-19 Created (NPA 2017-09)
AMC 20-152A Created (NPA 2018-09)
AMC 20-189 Created (NPA 2018-09)
SUBPART B — LIST OF AMC-20 ITEMS Created
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AMC-20

The following SUBPART A is inserted:
SUBPART A — GENERAL

AMC 20-1 is amended as follows:

1 GENERAL

The existing certification specifications (CSs) specificregulatiens for Engine, Propeller and aircraft
certification may require special interpretation for Engines and Propellers equipped with electronic
control systems. Because of the nature of this technology and because of the greater
interdependence of eEngine, pPropeller and aircraft systems, it has been found necessary to
prepare acceptable means of compliance (AMC) specifically addressing the certification of these
electronic control systems.

Fhis-AMC 20-1( ) addresses the compliance tasks relating to the certification of the installation of
propulsion systems equipped with electronic control systems. AMC 20-3( ) is dedicated to the
certification of Engine €control Ssystems but identifies some eEngine-installation-related issues;
that should be read in conjunction with this AMC 20-1( ).

Like any AMCaceeptablemeans-ofcomphance, it is issued to outline issues to be considered during
demonstration of compliance with the eertification-specificationsCSs.

2 RELEVANT SPECIFICATIONS

For aircraft certification, some of the mainrelated CSseertification-specifications are:
— Ffor aeroplanes in CS-25 (and, where applicable, CS-23):

—  Pparagraphs; 33, 581, 631, 899, 901, 903, 905, 933, 937, 939, 961, 994, 995,
1103(d), 1143 (except (d)), 1149, 1153, 1155, 1163, 1181, 1183, 1189, 1301, 1305,
1307(c), 1309, 1337, 1351(b) and (d), 1353(a) and (b), 1355(c), 1357, 1431, 1461,
1521(a), 1527}

— Ffor rotorcraft: equivalent specifications in CS-27 and CS-29.

3 SCOPE
This AMC acceptablemeansofcompliance is relevant to the CSscertification-specifications for

aircraft installation of Engines or Propellers with electronic control systems, whether using
electrical or electronic (analogue or digital) technology.

It gives guidance on the precautions to be taken for the use of electrical and electronic
technology for Engine and Propeller control, protection and monitoring, and, where applicable,
for integration of functions specific to the aircraft.

Precautions have to be adapted to the criticality of the functions. These precautions may be
affected by the degree of authority of the system, the phase of flight, and the availability of a

baeck-upbackup system.
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This document also discusses the division of compliance tasks between the applicants for
Engine, Propeller (when applicable), and aircraft type certificates. This guidance relates to issues
to be considered during aircraft certification.

It does not cover APU control systemsj; APUs, which are not used as “‘propulsion systems/~, are
addressed in the dedicated AMC 20-2( ).

4 PRECAUTIONS

(a) General
The introduction of electrical and electronic technology can entail the following:

—  A-greater interdependence of the Engine or Propeller and-e+ the aircraft owing to the

useexchange of electrical power and/or data between themsupplied—from—the
Adreraft;

— ar-increased integration of the control and the related indication functions;;

— an-hereased risk of significant fFailures that are common to more than one Engine or
Propeller of the aircraft which might, for example, occur as a result of:—

—  linsufficient protection from electromagnetic disturbance (e.g. lightning,
internal or external radiation effects);;

— linsufficient integrity of the aircraft electrical power supply;;
— linsufficient integrity of data supplied from the aircraft;

— Hhidden design faults or discrepancies contained within the design of the

propulsion system control software or eemplexairborne electronic hardware
(AEH);; or

— Qomissions or errors in the system/software/AEH specification.

SpecialAppropriate design and integration precautions should therefore be taken to
minimise these risks.

(b) Objective

The introduction of electronic control systems should provide for the aircraft at least
the equivalent level of safety, and the related reliability level, as achieved in aircraft
equipped with Engine and Propellers using hydromechanical control and protection
systems.

When possible, early ee-erdination coordination between the Engine, Propeller and
aircraft applicants is recommended in association with the-AgeneyEASA as discussed in
whderparagraphSection {5} of this AMC.

(c) Precautions relating to electrical power supply and data from the aircraft

When considering the objectives of paragraphSection 4(a) or (b), due consideration
should be given to the reliability of electrical power and data supplied to the electronic
control systems and peripheral components. The potential adverse effects on Engine
and Propeller operation of any loss of electrical power supply from the aircraft or failure
of data coming from the aircraft are assessed during the Engine and Propeller
certification.
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During aircraft certification, the assumptions made as part of the Engine and Propeller
certification on reliability of aircraft power and data should be checked for consistency
with the actual aircraft design.

Aircraft should be protected from unacceptable effects of faults due to a single cause,
simultaneously affecting more than one Engine or Propeller. In particular, the following
cases should be considered:

—  Eerroneous data received from the aircraft by the Engine/Propeller control system
if the data source is common to more than one Engine/Propeller (e.g. air data
sources, autothrottle synchronising);; and

—  Econtrol system operating faults propagating via data links between
Engine/Propellers (e.g. maintenance recording, common bus, cross-talk,
autofeathering, automatic reserve power system).

Any precautions needed may be taken either through the aircraft system architecture or
by logic internal to the electronic control system.

Local events
For Engine and Propeller certification, effects of local events should be assessed.

Whatever the local event, the behaviour of the electronic control system should not
cause a hazard to the aircraft. This will require consideration of effects such as the
control of the thrust reverser deployment, the ever-speed overspeed of the Engine,
transients effects or inadvertent Propeller pitch change under any flight condition.

When the demonstration that there is no hazard to the aircraft is based on the
assumption that there exists another function to afford the necessary protection, it
should be shown that this function is not rendered inoperative by the same local event
(including destruction of wires, ducts, power supplies).

Such assessment should be reviewed during aircraft certification.

Software and Programmable-Logic Devicesairborne electronic hardware (AEH)

The acceptability of the criticality levels and methods used for the development and
verification of software and Pregrammable-Legic-DevicesAEH which are part of the Engine
and Propeller type designs should have been agreed between the aircraft, Engine and
Propeller designers prior to the certification activity.

Note: In this AMC, the ‘criticality level’ is used to reflect either the software level of a
software item or the AEH design assurance level (or DAL) of an AEH item.

Environmental effects

The validated protection levels for the Engine and Propeller electronic control systems, as
well as their emissions of radio frequency energy, are established during the Engine and
Propeller certification and are contained in the instructions for installation. For the aircraft
certification, it should be substantiated that these levels are appropriateadeguate.

INTER-RELATIONINTERRELATION BETWEEN ENGINE, PROPELLER AND AIRCRAFT CERTIFICATION

(a)

Objective

To satisfy the aircraft certification specifications, such as CS 25.901, CS 25.903 and
CS 25.1309, an analysis of the consequences of failures of the system on the aircraft has to
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(c)
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be made. It should be ensured that the software-Jevels/AEH criticality levels and the safety
and reliability objectives for the electronic control system are consistent with these
requirements.

Interface Definition

The interface has to be identified for the hardwareAEH and software aspects between the
Engine, Propeller and the aircraft systems in the appropriate documents.

The Engine/Propeller/aircraft documents should cover in particular:—-
—  Tthe software-gualitylevel/AEH criticality level (per function if necessary);;

—  Tthereliability objectives for a loss of Engine/Propeller control or a significant change
in thrust; (including an IFSD due to a control system malfunction), or for the
transmission of faulty parameters;;

—  TFthe degree of protection against lightning or other electromagnetic effects (e.g. the
level of induced voltages that can be supported at the interfaces);;

— Engine, Propeller and aircraft interface data and characteristics;; and
— the Aaircraft power supply and its characteristics (if relevant).
Distribution of Compliance Demonstration

The certification tasks of the aircraft propulsion system equipped with electronic control
systems may be shared between the Engine, Propeller and aircraft certification. The
distribution between the different certification activities should be identified and agreed
with the-AgeneyEASA and/or the appropriate Engine and aircraft Aauthorities: (an example
is given in paragraphSection {6} ‘TABLE’).

Appropriate evidence provided for Engine and Propeller certification should be used for
aircraft certification. For example, the quality of any aircraft function software/AEH and
aircraft/Engine/Propeller interface logic already demonstrated for Engine or Propeller
certification should need no additional substantiation for aircraft certification.

Aircraft certification should deal with the specific precautions taken in respect of the
physical and functional interfaces with the Engine/Propeller.
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6. TABLE

The following is Aan example of the distribution of the tasks between the Engine certification and the
aircraft certification. (When necessary, a similar approach should be taken for Propeller applications.)-

TASK SUBSTANTIATION SUBSTANTIATION UNDER CS-25
UNDER C5-E with eEngine data with aircraft data
ENGINE CONTROL — Safety objective — Consideration of
AND PROTECTION common mode
effects
(including software
and AEH)
— Software-tevel/AEH — Reliability
criticality level — Software-level/AEH

criticality level

MONITORING

— Independence of
control and
monitoring
parameters

— Monitoring
parameter reliability

Indication system
reliability
Independence
eEngine/eEngine

AIRCRAFT DATA

— Protection of
eEngine from
aircraft data failures

— Software-evel/AEH
criticality level

Aircraft data
reliability
Independence
eEngine/eEngine

THRUST REVERSER — Software-tevel/AEH — System reliability Safety objectives
MONITORING
— Consideration of
common mode
effects (including
software and AEH)
CONTROL SYSTEM — Reliability or quality Reliability of quality

ELECTRICAL SUPPLY

Requirement of
aircraft supply, if
used

of aircraft supply, if
used

Independence
eEngine/eEngine

ENVIRONMENTAL — Equipment — Declared capability Aircraft design
CONDITIONS protection
LIGHTNING AND — Equipment — Declared capability Aircraft wiring
OTHER protection — Declared emissions protection and
ELECTROMAGNETIC | _ Electromagnetic electromagnetic
EFFECTS emissions compatibility
FIRE PROTECTION — Equipment — Declared capability Aircraft design
protection
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AMC 20-2A is amended as follows:

1

A

GENERAL

The existing certification specifications (CSs) regulations for APU and aircraft certification may require
special interpretation for essential APUs equipped with electronic control systems. Because of the nature
of this technology, it has been found necessary to prepare acceptable means of compliance (AMC)
specifically addressing the certification of these electronic control systems.

Like any AMCaeceptable-means-efcomphanee, the content of this document is not mandatory. It is issued
for guidance purposes, and to outline a method of compliance with the CSsairwerthiness—cede. In lieu of

following this method, an alternative method may be followed, provided that this is agreed by the
AgeneyEASA as an acceptable method of compliance with the CSsairwerthiness-cede.

This document discusses the compliance tasks relating to both the APU and the aircraft certification.

2

4

RELEVANTREFERENCE SPECIFICATIONS

2.1 APU €Ecertification
CS-APU
—  Book 1, paragraph 2(c);
— Book 1, Section A, paragraphs 10(b), 20, 80, 90, 210, 220, 280 and 530;
— Book 2, Section A, AMC CS-APU 20.

2.2 Aircraft Ceertification
Aeroplanes: CS-25

—  Pparagraphs 581, 899, 901, 903, 939, 1141, 1163, 1181, 1183, 1189, 1301, 1305,
1307(c), 1309, 1337, 1351(b) and (d), 1353(a) and (b), 1355(c), 1357, 1431, 1461, 1521,
1524, 1527

SCOPEThis AMCaceeptablemeans-ofcompliance provides guidance fer on electronic (analogue and
digital) essential APU control systems, and on the interpretation and means of compliance with the

relevant APU and aircraft certification requirements.

It gives guidance on the precautions to be taken for the use of electronic technology for APU
control, protection and monitoring and, where applicable, for integration of functions specific to
the aircraft.

Precautions have to be adapted to the criticality of the functions. These precautions may be
affected by:—

— Bdegree of authority of the system;;

— Pphase of flight;;

— Aavailability of back-upbackup system.

This document also discusses the division of compliance tasks between the APU and the aircraft

certification.

PRECAUTIONS
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4.1 General
The introduction of electronic technology can entail the following:

(a)  A-greater interdependence of the APU and -ea-the aircraft owing to the useexchange of electrical

power and/or data between them-supplied-from-the-aireraft;

(b)  aRrisk of significant failures which might, for example, occur as a result of;—

(i) finsufficient protection from electromagnetic disturbance (e.g. lightning, internal or
external radiation effects);;

(ii)  dinsufficient integrity of the aircraft electrical power supply;;
(iii)  Hinsufficient integrity of data supplied from the aircraft;;

(iv) Hhidden design faults or discrepancies contained within the design of the APU control
software/airborne electronic hardware (AEH);; or

(v)  ©Somissions or errors in the system specification.
SpeciatAppropriate design and integration precautions must therefore be taken to minimise these risks.
4.2 Objective

The introduction of electronic control systems should provide for the aircraft at least the equivalent level
of safety, and the related reliability level, as achieved by an essential APU equipped with
hydromechanical control and protection systems.

This objective, when defined during the aircraft/APU certification for a specific application, will be agreed

with EASAthe-Agenecy.
4.3  Precautions relateding to APU control, protection and monitoring

The software and AEH associated with the APU control, protection and monitoring functions must have
a seftwarecriticality level and architecture appropriate to their criticality of the functions performed-{see

paragraph-4-2).

For digital systems, any residual errors not activated during the software/AEH development and
certification process could cause an unacceptable failure. The latest edition of AMC 20-115/AMC 20-152
constitutes an acceptable means of compliance for software/AEH development, verification and
software/AEH aspects of certification. The APU software/AEH criticality level should be determined by
the APU and aircraft/system safety assessment process; ED-79A/ARP4754A and ARP4761 provide
guidelines on how to conduct an aircraft/APU/system safety assessment process.at—teasttevel B

o-tha ind +do man eferredin-the e edition-of-AM 0 N comessne i e

It should be noted that the software/AEH development assurance methods and disciplines described in
the latest edition of AMC 20-115/AMC 20-152 may not, in themselves, be sufficient to ensure that the
overall system safety and reliability targets have been achieved. This is particularly true for certain critical
systems, such as fully authority digital engine control (FADEC) systems. In such cases, it is accepted that
other measures, usually within the system, in addition to a high level of software/AEH development
assurance,-disciptine may be necessary to achieve these safety objectives and demonstrate that they
have been met.
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It is outside the scope of the latest edition of AMC 20-115/AMC 20-152 to suggest or specify these
measures, but in accepting that they may be necessary, it is also the intention to encourage the
development of software/AEH techniques which could support meeting the overall system safety

objectives.”

Note: In this AMC, the ‘criticality level’ is used to reflect either the software level of a software item and
the AEH design assurance level (or DAL) of an AEH item.

4.4
441

4.4.2

Precautions relateding to APU independence from the aircraft

Precautions relateding to electrical power supply and data from the aircraft

When considering the objectives of paragraphSection 4.2, due consideration must be given to
the reliability of electrical power and data supplied to the electronic controls and peripheral
components. Therefore, the potential adverse effects on APU operation of any loss of electrical
power supply from the aircraft or failure of data coming from the aircraft must be assessed
during the APU certification.

(a)

(b)

Electrical power

The use of either the aircraft electrical power network or electrical power sources
specific to the APU, or the combination of both, may meet the objectives.

If the aircraft electrical system supplies power to the APU control system at any time,
the power supply quality, including transients or failures, must not lead to a situation
identified during the APU certification which is considered during the aircraft
certification to be a hazard to the aircraft.

Data

The following cases should be considered:

(i) Eerroneous data received from the aircraft by the APU control system;; and
(i)  €control system operating faults propagating via data links.

In certain cases, defects of aircraft input data may be overcome by other data
references specific to the APU in order to meet the objectives.

Local Eevents

(a)

(b)

(c)

In designing an electronic control system to meet the objectives of paragraphSection 4.2,
special consideration needs to be given to local events.

Examples of local events include fluid leaks, mechanical disruptions, electrical problems,
fires or overheat conditions. An overheat condition results when the temperature of the
electronic control unit is greater than the maximum safe design operating temperature
declared during the APU certification. This situation can increase the failure rate of the
electronic control system.

Whatever the local event, the behaviour of the electronic control system must not cause
a hazard to the aircraft. This will require consideration of effects such as the overspeed of
the APU.

When the demonstration that there is no hazard to the aircraft is based on the assumption
that there exists another function to afford the necessary protection, it must be shown
that this function is not rendered inoperative by the same local event (including
destruction of wires, ducts, power supplies).

Specific design features or analysis methods may be used to show compliance with
respect to hazardous effects. Where this is not possible, for example due to the variability
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or the complexity of the failure sequence, then testing may be required. These tests must

be agreed with EASAthe-Ageney.

4.4.3 Lightning and other electromagnetic effects

Electronic control systems are sensitive to lightning and other electromagnetic interference. The
system design must incorporate sufficient protection in order to ensure the functional integrity
of the control system when subjected to designated levels of electric or electromagnetic
inductions, including external radiation effects.

The validated protection levels for the APU electronic control system must be detailed during
the APU certification in an approved document. For aircraft certification, it must be
substantiated that these levels are adequate.

4.5 Other functions integrated into the electronic control system

If functions other than those directly associated with the control of the APU are integrated into
the electronic control system, the APU certification should take into account the applicable
aircraft requirements.

5 INTER-RELATIONINTERRELATION BETWEEN APU CERTIFICATION AND AIRCRAFT CERTIFICATION
5.1 Objective

To satisfy the certificationcS—aireraft requirements, such as CS 25.901A9904, CS 25.903A903 and
CS 25.1309, an analysis of the consequences of failures of the system on the aircraft has to be made. It
should be ensured that the software/AEH criticality levels and the safety and reliability objectives for the
electronic control system are consistent with these requirements.

5.2 Interface definition

The interface has to be identified for the hardwareAEH and software aspects between the APU and the
aircraft systems in the appropriate documents.

The APU documents should cover in particular:—
(a)  Fthe software/AEH criticality-guality level (per function if necessary);;
(b)  Fthe reliability objectives for:—
an APU shut-dewnshutdown in flight;;
AQ tloss of APU control or a significant change in performance;j; and
the transmission of faulty parameters;;

(c)  Fthe degree of protection against lightning or other electromagnetic effects (e.g. the level of
induced voltages that can be supported at the interfaces);;

(d)  the APU and aircraft interface data and its characteristics;; and

(e)  the Aaircraft power supply and its characteristics (if relevant).
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5.3 Distribution of compliance demonstrations

The certification of the APU equipped with electronic controls and of the aircraft may be shared between
the APU certification and the aircraft certification. The distribution between the APU certification and
the aircraft certification must be identified and agreed with EASAthe-Ageney and/or the appropriate APU
and aircraft Aauthorities (an example is given in the appendix).

Appropriate evidence provided for the APU certification should be used for the aircraft certification. For
example, the quality of any aircraft function software/AEH and aircraft/APU interface logic already
demonstrated for the APU certification should need no additional substantiation for the aircraft
certification.

Aircraft certification must deal with the specific precautions taken in respect of the physical and
functional interfaces with the APU.

The following is Aan example of tasksthe distribution of the tasks between the APU certification and the

aircraft certification.

FUNCTIONS OR SUBSTANTIATION SUBSTANTIATION UNDER CS-25

INSTALLATION UNDER CS-APU

CONDITIONS

APU CONTROL AND — Safety objective — Reliability

PROTECTION — Software/AEH — Software/AEH
criticality level criticality level

MONITORING — Independence of — Monitoring Indication system
control and parameter reliability
monitoring reliability
parameters

AIRCRAFT DATA

— Protection of APU

Aircraft data

ELECTRICAL SUPPLY

from aircraft data reliability
failures
— Software/AEH
criticality level
CONTROL SYSTEM Reliability and

quality of aircraft
supply if used

ENVIRONMENTAL
CONDITIONS,
LIGHTNING AND
OTHER ELECFRO-
MAGNEHE
ELECTROMAGNETIC
EFFECTS

— Equipment
protection

— Declared capability

Aircraft design

Aircraft wiring
protection
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AMC 20-3A is amended as follows:

A

(1) PURPOSE

The existing certification specifications of CS-E for Engine certification may require specific interpretation
for Engines equipped with Electronic Engine Control Systems (EECS), with special regard to interface with
the certification of the aircraft and/or Propeller when applicable. Because of the nature of this technology,
it has been considered useful to prepare acceptable means of compliance (AMC) specifically addressing
the certification of these control systems.

Like any AMCaeceptable-means-ofcompliance, it is issued to outline issues to be considered during the
demonstration of compliance with CS-Ethe-Engine-certification-specifications.

(2) SCOPE
This AMCacceptable—means—of-compliance is relevant to Engine certification specifications for EECS,

whether they useusing electrical or electronic (analogue or digital) technology. This is in addition to other

AMCaceeptable-means-ofcompliance such as AMC E 50 or AMC E 80.

It gives guidance on the precautions to be taken for the use of electrical and electronic technology for
Engine control, protection, limiting and monitoring functions, and, where applicable, for the integration
of aircraft or Propeller functions. In these latter cases, this document is applicable to such functions
integrated into the EECS, but only to the extent that these functions affect compliance with CS-E
specifications.

The text deals mainly with the thrust and power functions of an EECS, since this is the prime function of
the Engine. However, there are many other functions, such as bleed valve control, that may be integrated
into the system for operability reasons. The principles outlined in this AMC apply to the whole

EECSsystem.

This document also discusses the division of compliance tasks for certification between the applicants for
Engine, Propeller (when applicable), and aircraft type certificates. This guidance relates to issues to be
considered during eEngine certification. AMC 20-1( )addresses issues associated with the eEngine
installation in the aircraft.

The introduction of electrical and electronic technology can entail the following:

—  agreater dependence of the Engine on the aircraft owing to the increased use of electrical power
or data supplied from the aircraft;;

— an-increased integration of control and related indication functions;;

—  an-increased risk of significant Failures that are common to more than one Engine of the aircraft
which might, for example, occur as a result of:

— linsufficient protection from electromagnetic disturbance (e.g. lightning, internal or
external radiation effects) (see CS-E 50(a)(1), CS E-80 and CS-E 170);;

— linsufficient integrity of the aircraft electrical power supply (see CS-E 50 (h));;
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— linsufficient integrity of data supplied from the aircraft (see CS-E 50(g));;

— Hhidden design Faults or discrepancies contained within the design of the propulsion
system control software or eemplexairborne electronic hardware (AEH) (see CS-E 50(f));; or

—  Oomissions or errors in the system/software/AEH specification (see CS-E 50(f)).

SpecialAppropriate design and integration precautions should therefore be taken to minimise any
adverse effects from the above.

(3) RELEVANT SPECIFICATIONS AND REFERENCE DOCUMENTS

Although compliance with many CS-E specifications might be affected by the Engine Control System, the
main paragraphs relevant to the certification of the Engine Control System itself are the following:

CS-E Specification Turbine Engines | Piston Engines

CS-E 20 (Engine configuration and interfaces)

CS-E 25 (Instructions for Continued Airworthiness);

CS-E 30 (Assumptions);

CS-E 50 (Engine Control System)

CS-E 60 (Provision for instruments)

CS-E 80 (Equipment)

CS-E 110 (Drawing and marking of parts -~— Assembly of parts)

CS-E 130 (Fire prevention)

CS-E 140 (Tests-Engine configuration)

AN NENENENENENEN

CS-E 170 (Engine systems and component verification)

CS-E 210 (Failure analysis)

CS-E 250 (Fuel System)

v
v
v
v
v
v
v
v
v
v
v
v
v

—_ | | |

CS-E 390 (Acceleration tests)

CS-E 500 (Functioning)

CS-E-510 (Safety analysis)

CS-E 560 (Fuel system)

CS-E 745 (Engine Acceleration)

ANENANENAN

CS-E 1030 (Timerlimited dispatch)

The following documents are referenced in hissAMC 20-3B:
[...]
(4) DEFINITIONS

The words defined in CS-Definitions and in CS-E 15 are identified by capital letters.

The following figure and associated definitions are provided to facilitate a clear understanding of
the terms used in this AMC.
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DEFINITIONS VISUALISED

SYSTEMS MODES

ENGINE CONTROL SYSTEM

PRIMARY MODE /

Primary Ssystem

May be one or more
tlanes (€channels)

Lanes typically have

NORMAL MODE

v

ALTERNATE MODES

v

ALTERNATE MODE 1

(6)

|

|

| hydromechanical

i €control or less capable lane
|

I

, I

. . I I

equal functionality » | ALTERNATE MODE 2 1

, I

, I

| I

[ - 1 :
: Backup Ssyst [ 1

i Baek-UpBackup Ssystem | BACKUPBACK-UP MODE 1 I

: I
' May be Hydro-mechanical > |

: ZOYD8 I BACKUPBACK-UP MODE 2 :
I

, I

| I

| I

v

GENERAL

It is recognised that the determination of compliance of the Engine Control System with the
applicable aircraft certification specifications will only be made during the aircraft certification.

In the case where the installation is unknown at the time of Engine certification, the applicant for
Engine certification should make reasonable installation and operational assumptions for the
target installation. Any installation limitations or operational issues will be noted in the
instructions for installation or operation, and/or the Type Certificate Data Sheet (TCDS) (see
CS-E 30 Assumptions).

When possible, early ee-erdinationcoordination between the Engine and the aircraft applicants is
recommended in association with the relevant authorities as discussed under

paragraphSection {15} of this AMC.

SYSTEM DESIGN AND VALIDATION

(a) Control Modes -— General

Under CS-E 50(a), the applicant should perform all necessary testing and analysis to ensure
that all Control Modes, including those which occur as a result of control Fault
Accommodation strategies, are implemented as required.

The need to provide protective functions, such as ever-speedoverspeed protection, for all
Control Modes, including any Alternate Modes, should be reviewed under the specifications
of CS-E 50-(c), (d) and (e), and CS-E 210 or CS-E 510.
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Any limitations on operations in Alternate Modes should be clearly stated in the Engine
instructions for installation and operation.

Descriptions of the functioning of the Engine Control System operating in its Primary and
any Alternate Modes should be provided in the Engine instructions for installation and
operation.

Analyses and/or testing are necessary to substantiate that operating in the Alternate Modes
has no unacceptable effect on Engine durability or endurance. Demonstration of the
durability and reliability of the control system in all modes is primarily addressed by the
component testing of CS-E 170. Performing some portion of the Engine certification testing
in the Alternate Mode(s) and during transition between modes can be used as part of the
system validation required under CS-E 50-(a).

(i) Engine Test Considerations

If the Engine certification tests defined in CS-E are performed using only the Engine
Control System’s Primary Mode in the Full-up Configuration and if approval for
dispatch in the Alternate Mode is requested by the applicant under CS-E 1030, it
should be demonstrated, by analysis and/or test, that the Engine can meet the
defined test-success criteria when operating in any Alternate mMode that is
proposed as a dispatchable configuration as required by CS-E- 1030.

Some capabilities, such as operability, blade-off, rain, hail, bird ingestion, etc., may
be lost in some control modes that are not dispatchable. These modes do not require
engine test demonstration as long as the installation and operating instructions
reflect this loss of capability.

(i)  Availability

Availability of any Back-up Mode should be established by routine testing or
monitoring to ensure that the Back-up Mode will be available when needed. The
frequency of establishing its availability should be documented in the ilnstructions
for eContinued aAirworthiness (ICA).

(b) Crew Training Modes
This AMCacceptable-means-of-comphance is not specifically intended to apply to any crew

training modes. These modes are usually installation-, and possibly operator=, specific and
need to be negotiated on a case-by-case basis. As an example, one common application of
crew training modes is for simulation of the ‘failed-fixed’ mode on a twin-engine rotorcraft.
Training modes should be described in the Engine instructions for installation and operation
as appropriate. Also, precautions should be taken in the design of the Engine Control System
and its crew interfaces to prevent inadvertent entry into any training modes. Crew training
modes, including lock-out systems, should be assessed as part of the System Safety Analysis
(SSA) of CS-E 50-(d).

(c) Non-Dispatchable Configurations and Modes

For control configurations which are not dispatchable, but for which the applicant seeks to
take credit in the system Loss of Thrust (or Power) Control (LOTC/LOPC) analysis, it may be
acceptable to have specific operating limitations. In addition, compliance with CS-E 50-(a)
does not imply strict compliance with the operability specifications of CS-E 390, CS-E 500
and CS-E 745 in these non-dispatchable configurations, if it can be demonstrated that, in
the intended installation, no likely pilot control system inputs will result in Engine surge,
stall, flame-out or unmanageable delay in power recovery. For example, in a twin-engine
rotorcraft, a rudimentary Back-up System may be adequate since frequent and rapid
changes in power setting with the Back-up System may not be necessary.
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In addition to these operability considerations, other factors which should be considered in
assessing the acceptability of such reduced-capability Back-up Modes include:

—  TFtheinstalled operating characteristics of the Back-up Mode and the differences from
the Primary Mode;-

—  Fthe likely impact of the Back-up Mode operations on pilot workload, if the aircraft
installation is known;j-

—  TFthe frequency of transfer from the Primary Mode to the Back-up Mode (i.e. the
reliability of the Primary Mode);- Ffrequencies of transfer of less than
1 per 20 000 engine flight hours have been considered acceptable.

(d) Control Transitions

The intent of CS-E 50(b) is to ensure that any control transitions, which occur as a result of
Fault Accommodation, occur in an acceptable manner.

In general, transition to Alternate Modes should be accomplished automatically by the
Engine Control System. However, systems for whichwherein pilot action is required to
engage the Back-up Mode may also be acceptable. For instance, a Fault in the Primary
System may result in a “'failed-fixed’” fuel flow and some action is required by the pilot to
engage the Back-up System in order to modulate Engine power. Care should be taken to
ensure that any reliance on manual transition is not expected to pose an unacceptable
operating characteristic, unacceptable crew workload or require exceptional skill.

The transient change in power or thrust associated with transfer to Alternate Modes should
be reviewed for compliance with CS-E 50(b). If available, input from the installer should be
considered. Although this is not to be considered a complete list, some of the items that
should be considered when reviewing the acceptability of Control Mode transitions are:

—  Thefrequency of occurrence of transfers to any Alternate Mode and the capability of
the Alternate Mode. Computed frequency-of-transfer rates should be supported with
data from endurance or reliability testing, in-service experience on similar
equipment, or other appropriate data.

—  The magnitude of the power, thrust, rotor or Propeller speed transients.

— Successful demonstration, by simulation or other means, of the ability of the Engine
Control System to control the Engine safely during the transition. In some cases,
particularly those involving rotorcraft, it may not be possible to make a determination
that the mode transition provides a safe system based solely on analytical or
simulation data. Therefore, a flight test programme to support this data will normally
be expected.

— An analysis should be provided to identify those Faults that cause Control Mode
transitions either automatically or through pilot action.

— For turboprop or turboshaft engines, the transition should not result in excessive

overspeedever-speed or underspeedunder—speed of the rotor or Propeller which
could cause emergency shutdown, loss of electrical generator power or the setting-

off of warning devices.

The thrust or power erthrust-change associated with the transition should be declared in
the instructions for installing the Engine.

(i) Time Delays

Any observable time delays associated with Control Mode, channel or system
transitions or in re-establishing the pilot’s ability to modulate Engine thrust or
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power should be identified in the Engine instructions for installation and
operation (see CS-E 50(b)). These delays should be assessed during aircraft
certification.

Annunciation to the Flight Crew

If annunciation is necessary to comply with CS-E 50(b)(3), the type of
annunciation to the flight crew should be commensurate with the nature of the
transition. For instance, reversion to an Alternate Mode of control where the
transition is automatic and the only observable changes in operation of the
Engine are different thrust control schedules, would require a very different
form of annunciation to that required if timely action by the pilot is required in
order to maintain control of the aircraft.

The intent and purpose of the cockpit annunciation should be clearly stated in
the Engine instructions for installation and operation, as appropriate.

(e) Environmental conditions

Environmental conditions include electromagnetic interference (EMI), high-intensity

radiated fields (HIRF) and lightning. The environmental conditions are addressed under
CS-E- 80 and CS-E 170. The following provides additional guidance for EMI, HIRF and

lightning.
(i)

(ii)

Declared levels

When the installation is known during the Engine type-certification programme,
the Engine Control System should be tested at levels that have been determined
and agreed by the Engine and aircraft applicants. It is assumed that, by this
agreement, the installation can meet the aircraft certification specifications.
Successful completion of the testing to the agreed levels would be accepted for
Engine type certification. This, however, may make the possibility of installing
the Engine dependent on a specific aircraft.

If the aircraft installation is not known or defined at the time of the Engine
certification, in order to determine the levels to be declared for the Engine
certification, the Engine applicant may use the external threat level defined at
the aircraft level and use assumptions on installation attenuation effects.

If none of the options defined above are available, it is recommended that the
procedures and minimum default levels for HIRF testing should be are-agreed

with EASAthe-Agency.
Test procedures
(A) General

The installed Engine Control System, including representative Engine—-aircraft
interface cables, should be the basis for certification testing.

Eleetro-Magnetic-trterference{EMI} test procedures and test levels conducted
in accordance with MIL-STD-461 or EUROCAE ED 14/D0O-160 have been

considered acceptable.

The applicant should use the HIRF test guidelines provided in EUROCAE ED
14/RTCA DO-160 or equivalent. However, it should be recognised that the tests
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defined in EUROCAE ED 14/RTCA DO-160 are applicable at a component test
level, requiring the applicant to adapt these test procedures to a system level
HIRF test to demonstrate compliance with CS-E 80 and CS-E 170.

For lightning tests, the guidelines of SAE ARP5412, 5413, 5414; and 5416, and
EUROCAE ED 14/RTCA DO-160 would be applicable.

Pin Injection Tests (PIT) are normally conducted as component tests on the EECS
unit and other system components as required. PIT levels are selected as
appropriate from the tables of EUROCAE ED 14/D0-160.

Environmental tests, such as MIL-STD-810, may be accepted in lieu of EUROCAE
ED-14/D0O-160 tests where these tests are equal to or more rigorous than those
defined in EUROCAE ED 14/D0O-160.

(B) Open-loop and Closed:loop Testing

HIRF and lightning tests should be conducted as system tests on closed:loop or
open-loop laboratory set-ups.

The closed-loop set-up is usually provided with hydraulic pressure to move
actuators to close the inner actuating loops. A simplified Engine simulation may
be used to close the outer Engine loop.

Testing should be conducted with the Engine Control System controlling at the
most sensitive operating point, as selected and detailed in the test plans by the
applicant. The system should be exposed to the HIRF and lightning
environmental threats while operating at the selected condition. There may be
a different operating point for HIRF and lightning environmental threats.

For tests in open- and closed-loop set-ups, the following factors should also be
considered:

— If a special EECS test software is used, that software should be developed
at the criticality level determined by the Engine safety assessment process

—  The Engine Control System should be tested at the criticality levels that
have been determined and agreed by the Engine and aircraft applicants.
It is assumed that by this agreement, the installation meets the aircraft
certification specifications. In some cases, the application code is
modified to include the required test code features.

— The system test set-up should be capable of monitoring both the output
drive-signals and the input signals.

— Anomalies observed during open=loop testing on inputs or outputs should
be duplicated on the Engine simulation to determine whether the
resulting power or thrust perturbations comply with the pass/failpass—fail
criteria.
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(ili)  Pass/FailPass—Fail Criteria
The pass/failpass—fail criteria of CS-E 170 for HIRF and lightning should be

ne 2mn

interpreted as ~‘no adverse effect’~ on the functionality of the system.
The following are considered adverse effects:

— Aa greater than 3 % change of Take-off Power or Thrust for a period of
more than 2twe seconds;-

— TFtransfers to aAlternate e€Channels, Back-up Systems, or Alternate
Modes;-

—  £component damage;-

—  Ffalse annunciation to the flight crew, which could cause unnecessary or
inappropriate flight crew action;-

— Eerroneous operation of protection systems, such as overspeedever-
speed or thrust reverser circuits.

HardwareAEH or Ssoftware design changes implemented after the initial

environmental testing should be evaluated for their effects with respect to the
EMI, HIRF and lightning environment.

Maintenance Actions

CS-E 25 requires that the applicant prepare Instructions for Continued Airworthiness (ICA).
These includethis-incksdes a maintenance plan. Therefore, for any protection system that
is part of the type design of the Engine Control System and is required by the system to
meet the qualified levels of EMI, HIRF and lightning, a maintenance plan should be provided
to ensure the continued airworthiness for the parts of the installed system which are
supplied by the Engine type-certificate holder.

~The maintenance actions to be considered include periodic inspections or tests for required
structural shielding, wire shields, connectors, and equipment protection components.
Inspections or tests when the part is exposed may also be considered. The applicant should
provide the engineering validation and substantiation of these maintenance actions.

Time:-Limited Dispatch (TLD) Environmental Tests

Although TLD is only an optional requirement for certification (see CS-E 1000 and CS-E
1030), EMI, HIRF and lightning tests for TLD are usually conducted together with tests
conducted for certification. Acceptable means of compliance are provided in AMC E 1030.

SOFTWARE AND AIRBORNE ELECTRONIC HARDWARE (AEH) DESIGN AND IMPLEMENTATION

Objective

For Engine Control Systems that use software/AEH, the objective of CS-E 50(f) is to prevent as far

as possible software/AEH errors that would result in an unacceptable effect on power or thrust,

or any unsafe condition.
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minimise—errers—In multiple Engine installations, the possibility of software/AEH errors that are

common to more than one Engine Control System may determine the criticality level of the
software/AEH.

Approved Methods

Methods for developing software/AEH; that are compliant with the guidelines contained in the
latest edition of AMC 20-115/AMC 20-152 are acceptable methods. Alternative methods for
developing software/AEH may be proposed by the applicant and are subject to approval by

EASAthe-Ageney.

Software/AEH which was not developed using the versions of ED-12/ED-80 referenced in the latest
edition of AMC 20-115/AMC 20-152 is referred to as legacy software/AEH. In general, changes
made to legacy software/AEH applicable to its original installation are assured in the same manner
as the original certification. When legacy software/AEH is used in a new aircraft installation that
requires the latest edition of AMC 20-115/AMC 20-152, the original approval of the legacy
software/AEH is still valid, assuming that equivalence to the required software/AEH criticality level
can be ascertained. If the software/AEH development method equivalence is acceptable to
EASAthe—Ageney, taking into account the conditions defined in the latest edition of
AMC 20-115/AMC 20-152, the legacy software/AEH can be used in the new installation—that
reguires-AME20-115-seftware. If equivalence cannot be substantiated, all the software changes
should be assured through the use of the latest edition of AMC 20-115 for software or of
AMC 20-152 for AEH.

Note: In this AMC, the ‘criticality level’ is used to reflect either the software level of a software
item or the AEH design assurance level (or DAL) of an AEH item.

Software/AEH criticality Llevel-of software design-assurance

The software/AEH criticality level is determined by the Engine safety assessment process.
ED-79A/ARP4754A and ARP4761 provide guidelines on how to conduct an aircraft/Engine/system
safety assessment process. The Engine software/AEH should be developed at the criticality levels
that have been determined and agreed by the Engine and aircraft applicants. It is assumed that by
this agreement, the aircraft certification specifications are met.
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Determination of the appropriate software/AEH criticality level may depend on the Failure modes
and consequences of those Failures. For example, it is possible that Failures resulting in significant
thrust or power increases or oscillations may be more severe than an Engine shutdown; and,
therefore, the possibility of these types of Failures should be considered when selecting a given

software/AEH criticality level.
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ENGINE, PROPELLER AND AIRCRAFT SYSTEMS INTEGRATION AND THE INTERRELATIONNTER-
RELATON BETWEEN ENGINE, PROPELLER AND AIRCRAFT CERTIFICATION ACTIVITIES

Certification activities

(i)

(ii)

(iii)

Objective

To satisfy the aircraft specifications, such as CS 25.901, CS 25.903 and CS 25.1309, an
analysis of the consequences of Failures of the Engine Control System on the aircraft has to
be made. The Engine applicant should, together with the aircraft applicant, ensure that the
software/AEH criticality levels and the safety and reliability objectives for the Engine
electronic control system are consistent with these specifications.

Interface Definition and System Responsibilities

System responsibilities as well as interface definitions should be identified for the functional
as well asand hardware and software aspects between the Engine, Propeller and the aircraft
systems in the appropriate documents.

The Engine/Propeller/aircraft documents should cover in particular:

— Functional requirements and criticality (which may be based on Engine, Propeller
and aircraft considerations);

— Fault Accommodation strategies;
—  Maintenance strategies;
—  The software/AEH criticality level (per function if necessary);;
—  The reliability objectives for:
— LOTC/LOPC events,
— Transmission of faulty parameters;

—  Theenvironmental requirements including the degree of protection against lightning
or other electromagnetic effects (e.g. level of induced voltages that can be supported
at the interfaces);

— Engine, Propeller and aircraft interface data and characteristics;
—  Aircraft power supply requirements and characteristics (if relevant).
Distribution of Compliance Tasks

The tasks for the certification of the aircraft propulsion system equipped with Electronic
Engine Control Systems (EECSs) may be shared between the Engine, Propeller and aircraft
applicants. The distribution of these tasks between the applicants should be identified and
agreed with the appropriate Engine, Propeller and aircraft authorities. For further
information, refer to AMC 20-1( ).

The aircraft certification should deal with the overall integration of the Engine and Propeller
in compliance with the applicable aircraft specifications.

Page 23 of 121



AMC-20 Amendment 19 — Change Information

The Engine certification will address the functional aspects of the Engine Control System in

compliance with the applicable Engine specifications.

Appropriate evidence provided for Engine certification should be used for aircraft

certification. For example, the quality of any aircraft function software/AEH and aircraft/—

Engine interface logic already demonstrated for Engine certification should need no

additional substantiation for aircraft certification.

Two examples are given below to illustrate this principle.

(A)

(B)

Case of an EECS performing the functions for the control of the Engine and the
functions for the control of the Propeller.

The Engine certification would address all general requirements such as
software/AEH development-guality assurance procedures, EMI, HIRF and lightning
protection levels, effects of loss of aircraft-supplied power.

The Engine certification would address the functional aspects for the Engine functions
(safety analysis, rate offer LOTC/LOPC events, effect of loss of Aaircraft-Ssupplied
Bdata, etc.). The Fault Accommodation logic affecting the control of the Engine, for
example, will be reviewed at that time.

The Propeller certification will similarly address the functional aspects for the
Propeller functions. The Fault Accommodation logic affecting the control of the
Propeller, for example, will be reviewed at that time.

In this example, the Propeller functions and characteristics defined by the Propeller
applicant, thatwhich are to be provided by the Engine Control System, would
normally need to be refined by flight test. The Propeller applicant is responsible for
ensuring that these functions and characteristics, thatwhich are provided for use
during the Engine certification programme, define an airworthy Propeller
configuration, even if they have not yet been refined by flight test.

With regard to changes in design, agreement by all parties involved should be
reached so that changes to the Engine Control System that affect the Propeller
system, or vice versa, do not lead to any inadvertent effects on the other system.

Case of an aircraft computer performing the functions for the control of the Engine.

The aircraft certification will address all general requirements such as software/AEH
development-guality assurance procedures, EMI, HIRF and lightning protection levels.

The aircraft certification will address the functional aspects for the aircraft functions.

The Engine certification will address the functional aspects for the Engine functions
(safety analysis, rate offer LOTC/LOPC events, effect of loss of Aaircraft-Ssupplied
Bdata, etc.) The Fault Accommodation logic affecting the control of the Engine, for
example, will be reviewed at that time.
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5. AMC 20-8 is amended as follows:

R

1. INTENT

This AMC is interpretative material and provides guidance in order to determine when which
occurrences should be reported to EASAthe—Ageﬂey competentna&enal authorities and te—other

organlsatlons

It also describes the objective of the overall occurrence-reporting system, including internal and external

functions.

2. APPLICABILITY

(a)

(c)

This AMC enly applies to occurrence reporting by persons or/ organisations regulated-by-that are
subject to Regulatlon (—EG)—N9—1§927L2-992(EU) No 748/2012 and Regulatlon (EU) No 1321/2014-9#

In most cases, the obligation to report is on the holders of a certificate or approval, which in most
cases are organisations, but in some cases can be a naturalsingle person. In addition, some
reporting requirements are directed to persons. However, in order not to complicate the text,
only the term ‘organisation’ is used.

The AMC alse-does not appl—y—te—speaflcally address dangerous goods reporting. Fhe-definition-of

Fepem-ng—system—ﬁ—me—sepa%a%e—Thls subject is covered in specific operatlonalepepafemg

requirements and guidance, and in European Union regulations and ICAO Bdocuments, namely:

(i) Commission Regulation (EU) No 965/2012 of 5 October 2012 laying down technical
requirements and administrative procedures related to air operations pursuant to
Regulation (EC) No 216/2008 of the European Parliament and of the Council;

(ii)  ICAO Annex 18 ‘Safe Transport of Dangerous Goods by Air’; and

(iii)  ICAO Doc 9284-AN/905 ‘Technical Instructions for the Safe Transport of Dangerous Goods
by Air’.

3. OBJECTIVE OF OCCURRENCE REPORTING

(a)

The occurrencerreporting system is an essential part of the overall monitoring function. The
objective of the occurrence-reporting, collection, investigation and analysis systems described in
the applicable requirements of Regulation (EU) 2018/1139, as well as of Regulation (EU) No
376/2014 and the delegated and implementing acts adopted on the basis thereof the-operating
rotes—and—the—airworthiness—+ules—is to use the reported information to contribute to the
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improvement of aviation safety; and it should not be used to attribute blame or liability or to

establish benchmarks for safety performance.-and-net-to-atiribute-blameimpose-fines-ortake
otherenforcementactions:

The detailed objectives of the occurrencerreporting systems are to:

(i) Fo-enable the assessment of the safety implications of each occurrence to be made,
including previous similar occurrences, so that any necessary action can be initiated;- Fthis
includes determining what and-why-it-had occurred and why, and what might prevent a
similar occurrence from happening in the future;-

(ii)  Fe—ensure that knowledge of occurrences is disseminated so that other persons and
organisations may learn from them.

The occurrence-reporting system is complementary to the normal day-to-day procedures and
~“control’- systems and is not intended to duplicate or supersede any of them. The occurrence--
reporting system is a tool to identify those occasions where routine procedures have failed.

Occurrences should remain in the database when judged reportable by the person submitting the
report as the significance of such reports may only become obvious at a later date.

REPORTING TO EASATHE-AGENCY AND COMPETENTNATHONAL AUTHORITIES

(a)

(b)

ReguirementsFor organisations that have their principal place of business in a Member State,
Commission Implementing Regulation (EU) 2015/1018 provides a classification of the occurrences
in civil aviation for which reporting is mandatory. This list should not be understood as being an
exhaustive collection of all the issues that may pose a significant risk to aviation safety, and
therefore reporting should not be limited to the items listed therein and the additional items
identified in points 21.A.129(f) and 21.A.165(f) of Part 21.

For organisations that do not have their principal place of business in a Member State, such a list
is provided in Section &9.

These lists are based on the following general airworthiness requirements:

(i)t} The design rules for products, ard parts and appliances desigh—+ules—prescribe that an
occurrences that is defined as a failure, malfunction, defect or other occurrence related to
a product or part, erappliance which has resulted in-or may result in an unsafe condition,
must be reported to EASAthe-Ageney.

(ii)  The product and part production rules prescribe that products or parts released from the

production organisation with deviations from the applicable design data that could lead to
a potential unsafe condition, as identified with the holder of the type certificate (TC) or
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design approval holder (DAH), must be reported to the Agency-and-the-rationat Competent

authority.

(iii)éiv) The continuing airworthiness

defined as a

ratntepance-rules stipulate that . occurrences

must be reported to the na{-renal-_ authority.

e . o
65. REPORTING TIME — MANDATORY REPORTING — INITIAL REPORT

(a)
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(eb)

Within the overall limit of 72 hours for the submission of a report, the organisation should

determine the degree of urgency sheould-be determined-by-the level of hazard-based on the

severity of consequence judged to have resulted from the occurrence:

(i) Where an occurrence is judged to have resulted in an immediate and particularly severe
consequence-significant-hazard, EASAthe-Agency and/or the competentrational authority
expects to be notifiedadvised immediately, and by the fastest possible means (e.g.
telephone, fax, telex, e-mail) of whatever details are available at that time. This initial
notification should then be followed up by a report within 72 hours.

A typical example of severe consequences would be an uncontained Engine failure that
results in damage to the aircraft primary structure.

(ii)  Where the occurrence is judged to have resulted in a less immediate and less significant
riskhazard, the report submission may be delayed up to the maximum of 72 hours in order
to provide more details or more reliable information.

76. CONTENT OF INITIAL REPORTS

(a)

(b)

For organisations that have their principal place of business in a Member State, the content of
mandatory reports and, where possible, voluntary reports, is defined in Annex | to Regulation
(EU) No 376/2014.

For organisations that do not have their principal place of business in a Member State,
mandatory reports and, where possible, voluntary reports, should include the information
below:

(i) when: UTC date;

(ii)  where: State/area of occurrence — location of occurrence;
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Ui

89.  REPORTING AMONGBETWEEN ORGANISATIONS
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its interfaces with other organisations, and their respective safety policies and procedures, as well
as the extent of contracting or subcontracting.

Organisations may develop a customised list of occurrences to be reported among them, adapted
to their particular aircraft, operations or products, and the organisations with which they
interface. Such a customised list of occurrences to be reported among organisations is usually
included or referenced in the organisation’s expositions/handbooks/manuals. Any such lists
should, however, not be considered to be definitive or exhaustive, and it is essential for the
reporter to use their judgement of the degree of risk or potential hazard that is involved.

Reguirementsexist thataddresstheThe following provides a non-exhaustive list of reporting lines

that exist for the reporting of occurrences among organisations data relateding to unsafe or

ganon-airworthy conditions—Fhesereportingtinesare:

(i) Pproduction Qaorganisation to the organisation responsible for the design;

(i)  Mmaintenance organisation/continuing airworthiness management organisation (CAMO)
to the organisation responsible for the design;

(iii)  Mmaintenance organisation/CAMO to the operator;
(iv) Ooperator to the organisation responsible for the design; and

(v)  Pproduction organisation to another production organisation.;

{b}(d) The ‘Organisatienrespensibleforthe-designdesign approval holder’ is a general term, which can

teie)

(f)

be any one or a combination of the following natural persons or organisations:
(i) Hthe holder of a Ftype Ecertificate (TC) of an Aaircraft, Engine or Propeller;

(ii) Hthe holder of a Ssupplemental Ftype Ccertificate (STC) on an Aaircraft, Engine or
Propeller;

(iii)  Hthe holder of a European Ftechnical Sstandard ©order (ETSO) Aauthorisation; or
v —Holderof a-European-Part-ApprovaERPA}
(iv)  the holder of a repair design approval or a change to a type design approval.

If it can be determined that the occurrence has animpact on or is related to an aircraft component
which is covered by a separate design approval/authorisation (TC, STC; or ETSO-e+EPA), then the
holders of such approval/authorisation should be informed. Such information must be part of the
reporting to the ‘main’ design approval holder. If an occurrence concerns happens—en a
component which is covered by an TC, STC, repair or change design approval or an ETSO
authorisation-e~EPRA (e.g. during maintenance), then only that TC, STC, repair or change design
approval holder or ETSO Aauthorisation e~EPA-holder needs to be informed by the reporting
person or organisation that first determined the impact of the TC, STC, repair or change design or
ETSO authorisation.

Any organisation that reports to the design approval holder should actively support any
investigations that may be initiated by that organisation. Support should be provided by a timely
response to information requests, and by making available the affected components, parts or
appliances for the purpose of the investigation, subject to an agreement with the respective
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it is important is-thatl

W between the organisations to ensure that
thereisan _ exchange of information relat.i-ng to occurrencesl

Figure 1 - presents a simplified scheme of .el-l reporting lines.
Figured
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European Central

Repository

Competent Competent

Authority 1 (MS) Authority 2 (MS)

Design
Organisation

Air Operator Part-145
(AOC) Organisation

Figure 1

Page 32 of 121



AMC-20 Amendment 19 — Change Information

Page 33 of 121



AMC-20 Amendment 19 — Change Information

Page 34 of 121



AMC-20 Amendment 19 — Change Information

Page 35 of 121



AMC-20 Amendment 19 — Change Information

Page 36 of 121



AMC-20 Amendment 19 — Change Information

Page 37 of 121



AMC-20 Amendment 19 — Change Information

Page 38 of 121



AMC-20 Amendment 19 — Change Information

Page 39 of 121



AMC-20 Amendment 19 — Change Information

Page 40 of 121



AMC-20 Amendment 19 — Change Information

Page 41 of 121



AMC-20 Amendment 19 — Change Information

Page 42 of 121



AMC-20 Amendment 19 — Change Information

Page 43 of 121



AMC-20 Amendment 19 — Change Information

Page 44 of 121



AMC-20 Amendment 19 — Change Information

Page 45 of 121



AMC-20 Amendment 19 — Change Information

Page 46 of 121



AMC-20 Amendment 19 — Change Information

Page 47 of 121



AMC-20 Amendment 19 — Change Information

Page 48 of 121



AMC-20 Amendment 19 — Change Information

Page 49 of 121



6.

AMC-20 Amendment 19 — Change Information

The following AMC 20-19 is inserted:
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(o) RTCA DO-313, Certification Guidance for Installation of Non-Essential, Non-Required Aircraft Cabin
Systems and Equipment, 2 October 2008

(p)  Society of Automotive Engineers Aerospace Recommended Practice (SAE ARP) 5475, Abuse Load
Testing for In-Seat Deployable Video Systems, 20 June 2005

(q)  Aeronautical Radio, Incorporated (ARINC) 628, Cabin Equipment Interfaces, 27 December 1993
(r)  MIL-STD-1472G, Human Engineering, 11 January 2012
3.1 Abbreviations

The following abbreviations are used in this AMC:

AC advisory circular

AFM aircraft flight manual

AMC acceptable means of compliance

AMM aircraft maintenance manual

ARP aerospace recommended practice

CB circuit breaker

CcCom cabin crew operations manual

COTS commercial off-the-shelf

CRI certification review item

CSs certification specifications

DAH design approval holder

DDP declaration of design and performance
DBS direct-broadcast satellite

EASA European Union Aviation Safety Agency
ELA electrical-load analysis

EMI electromagnetic interference

ESD electrostatic discharge

ETSO European technical standard order
EWIS electrical-wiring interconnection system
FCOM flight crew operations manual

FDAL functional development assurance level
FHA functional hazard assessment

GM guidance material

GSM global system for mobile communications
GUI graphical user interface

ICA Instructions for Continued Airworthiness
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ICAO International Civil Aviation Organization
IDAL item development assurance level

IEEE Institute of Electrical and Electronics Engineers
IFE in-flight entertainment

LAN local area network

MCA mobile communications on aircraft

MMEL master minimum equipment list

MoC means of compliance

OEM original-equipment manufacturer

PA public address

PABX private automatic branch exchange

PED portable electronic device

PFIS passenger flight information system

PSS power supply system

RTCA Radio Technical Commission for Aeronautics
R/T real time; real-time (as modifier)

SAE ARP Society of Automotive Engineers Aerospace Recommended Practice
SP special condition

STC supplemental type certificate

SWPM standard wiring practices manual

TC type certificate

T-PED transmitting portable electronic device

UsB universal serial bus

VAC volts alternating-current

vDC volts direct-current

Wi-Fi wireless fidelity

WLAN wireless local area network

3.2 Definitions

The following definitions used in this AMC apply:

Term

Definition

In-flight entertainment
systems

On-board systems that provide passengers with (safety) information,
connectivity and entertainment
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APPROVAL CONSIDERATIONS (AT AIRCRAFT LEVEL)

Section 6 below provides a summary of the issues that are pertinent to the safety of the aircraft, its

occupants and maintenance personnel, which the equipment manufacturer and the installer should

consider. Since IFE system installations are typical for commercially used large aeroplanes, it is expected

that the approach to be followed for General Aviation (GA) aircraft will be different (for the purpose of
this AMC, ‘General Aviation aircraft’ are those aircraft that comply with the CS-23 specifications).
Section 6.7 below provides guidance in this regard. Some general considerations are presented below:

(a)

(b)

(c)

(d)

(e)

(f)

The applicant for the approval of an IFE system should demonstrate compliance with the
applicable aircraft certification basis. The installed IFE system should function as intended, and no
‘credit’ should be given for its performance capability. Substantiation is required to demonstrate
that the IFE system and equipment in their installations and in operation do not interfere with the
operation of other aircraft systems, or do not cause any hazard to the aircraft, to its occupants, or
to maintenance personnel.

If part of an IFE system is designed to transmit the required safety information (e.g. the passenger
briefing), the replacement system should also meet the safety objectives required for that
function. The installer should identify these safety objectives, which depend on the type of
function for which the IFE system is used.

The applicant may use existing approvals for interfacing equipment (e.g. IFE system parts mounted
in seats). However, the applicant should ensure that all the applicable airworthiness provisions
are addressed. For example, European technical standard orders (ETSOs) on seats do not contain
electrical provisions; therefore, the electrical aspects of the seats should be reviewed to ensure
that the installation of IFE system equipment does not invalidate the original ETSO for the seats.

If other aircraft system installations are affected by the installation of the equipment of the IFE
system, then the applicable requirements for these affected systems should be taken into account.

If an IFE system is designed to be available for the operating crew, EASA should approve the
related flight operation limitations.

The applicant should demonstrate that any non-essential equipment (which includes equipment
installed for the purpose of passenger entertainment), as installed:

= is not a source of danger in itself;
= does not prejudice the proper functioning of an essential service; and

- does not in any way reduce the airworthiness of the aircraft to which it is fitted, even in the
event of a failure to perform its intended functions.

For example, for large aeroplanes, compliance should be demonstrated with CS 25.1309.
A functional hazard assessment (FHA) should be performed to identify the IFE system failure
scenarios and the worst possible consequences (e.g. electrical shock) for the aircraft and its
occupants. This assessment should take into account electrical, electronic, and component faults
that may result in a short circuit and/or electrical arcing and/or the release of smoke. Particular
attention should be given to the likelihood of the following:

— accidental damage due to exposure of wiring or components in the cabin, such as wires that
are pinched in the seat track;
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(c)

(d)

(e)

(f)

(8)

6.2
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might not comply with these provisions and may need to be strengthened before being installed
in an aircraft (see Section 6.6 below on COTS equipment).

The design of IFE-system-related antennas, their location and manner of attachment should be
such that there is no adverse effect on the aircraft systems and no danger to the aircraft under
any foreseeable operating conditions.

Remark: If external antennas are installed, the applicant should address the corresponding
certification aspects, for which specific guidance is available (i.e. antennas in pressurised areas,
the installation of large and/or deployable antennas, etc.). The certification approach for such
external antenna installations should be agreed with EASA.

As far as practicable, the equipment should be positioned so that if it breaks loose, it is unlikely to
cause injury or to nullify any of the escape facilities for use after an emergency landing or after
ditching. When such positioning is not practicable, each such item of equipment should be
restrained under any load up to the prescribed ultimate inertia forces for the emergency landing
conditions. Furthermore, for each item of equipment that is subject to frequent installation and
removal, the local attachments of these items should be designed to withstand 1.33 times the
specified loads (see CS 25.561(c)(2)). Compliance with CS 25.365(g) should also be considered.

Note 1: The structural provisions applicable to equipment can vary depending upon the type
and size of the aircraft in which the equipment is installed; if the equipment is designed
to be installed in any aircraft, then the applicant should consult all the relevant
airworthiness CSs and create an envelope of conditions for design purposes.

Note 2: If an STC holder installs the equipment, they may need to consult the TC holder to obtain
data on the vertical-acceleration factors (resulting from gusts and aircraft manoeuvres)
that are applicable to a given aircraft type and to the proposed location of the
equipment.

If the IFE system is installed in a seat or in a monument adjacent to a seat, the installation may
need to be reapproved for structural integrity and, if appropriate, for the emergency-landing
dynamic conditions, including the occupant injury criteria. For large aeroplanes, for example, to
avoid head injuries (CS 25.562(b) and CS 25.562(c), as referenced in CS 25.785) caused by
seat-back-mounted IFE equipment, compliance with CS 25.562(c)(5) should be shown for a fully
equipped seat back in the take-off and landing position.

Weight and stress assessments should be made in cases of already embodied shelves that need
to be relocated.

Glass surfaces may be part of IFE system components, e.g. in display units. The potential hazard
for the occupants in case of breakage of large sheets of glass should be considered. The approach
that the applicant should follow should be agreed with EASA based on CS 25.788 (b). Compliance
with CS.25.365(g) should also be considered.

Electrical systems — aspects

6.2.1 Power supplies

The IFE system equipment should be powered by an electrical busbar that does not supply power to the
aircraft systems that are necessary for continued safe flight and landing.
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The IFE system should be designed to provide circuit protection from overloads and short circuits by
means of suitable protective devices.

(a)

(b)

()

(d)

(e)

(f)

The method of connection of the equipment to the aircraft electrical system and the operation of
the equipment should not adversely affect the reliability or integrity of the electrical system or
any other electrical unit or system that is essential for the safe operation of the aircraft.

If applicable, the aircraft electrical system should be protected from any unacceptable EMI caused
by a connected PED.

The flight/cabin crew should be provided with a clearly labelled and conspicuous means to
disconnect an IFE system from its source of power at any time, and that means should be as close
as practically possible to the source of power. The disabling/deactivating of component outputs
should not be considered to be an acceptable means to cut off power, i.e. the
disabling/deactivating of the output of a power supply unit, seat electronic box, etc., as opposed
to cutting off the input power of the system. Moreover, pulling system circuit breakers (CBs) as
the sole means to cut off the IFE system power is not considered to be acceptable. This is because
CBs are not normally designed to be used as switches. The pulling and resetting of CBs over a
period of time may degrade their trip characteristics, and then the CBs might not trip when
required.

An electrical-load analysis (ELA) should be carried out, taking into account the maximum load that
the IFE system may utilise, to substantiate that the aircraft electrical-power generating system has
sufficient capacity to safely provide the maximum amount of power required by the IFE system to
operate properly. The applicant should base the IFE system ELA on an ELA that accurately reflects
the aircraft’s electrical loads prior to the installation of the IFE system. If this is not available, the
applicant should make measurements of the aircraft’s condition prior to the installation of the IFE
system, and use these measurements for the ELA of the IFE system.

The potential cumulative effect of the installation of multiple IFE units on the harmonic content
of the electrical-power supply should be considered. There have been cases in which the
installation of multiple IFE units with switched mode power supplies has changed the shape of the
alternating current (AC) voltage waveform to the extent that the operation of the aircraft electrical
power supply system (PSS) has been affected.

Where batteries are used, consideration should be given to the stored energy, and provisions
should be made for protection from short circuits and other potential failure modes.

The safety issues associated with the use in the IFE system of batteries whose technology may
pose hazards that are not covered by the current provisions should be addressed by additional
provisions to be agreed with EASA (e.g. for lithium battery technology).

6.2.2 Bonding

The electrical bonding, as well as the protection against static discharge of the installed system and
equipment, should be such as to:

(a)
(b)

prevent a dangerous accumulation of electrostatic charge; and

minimise the risk of electrical shock to the crew, passengers and maintenance personnel.
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If the whole IFE system or parts of it are to be active during the critical flight phases (i.e. take-off
and landing), particular attention should be paid to the demonstration of non-interference during
these critical flight phases.

6.2.4 Electrical shock

Occupants should be protected against the hazard of electrical shock. Therefore, the applicant should
demonstrate the means to minimise the risk of electrical shock as per CS 25.1360(a). Particular attention
should be given to high-voltage equipment. If high- or low-voltage power outlets are available for
passenger use, the aspects related to the use of PSSs for PEDs should be considered.

6.2.5 Wiring harness and routing

The electrical-wiring interconnection system (EW!IS) associated with the IFE system should be installed,
as for all other electrical systems, in accordance with the provisions of CS-25 Subpart H, or any equivalent
document accepted by EASA. In order to meet these provisions, the applicant should adhere to the
following guidelines:

— the wiring installation should be in accordance with the standard wiring practices manual (SWPM)
of the aircraft or any equivalent standard accepted by EASA;

= standard original-equipment manufacturer (OEM) wiring or compatible types of wiring should be
used;

— all the data necessary to define the design, in accordance with point 21.A.31 (Annex | (Part 21) to
Regulation (EU) No 748/2012), including the installation drawings and wiring diagrams, shall be
available; and

— where the IFE system EWIS is routed through standard aircraft wiring looms, spacers or equivalent
means of separation should be used to keep the IFE EWIS at a minimum distance from any other
electrical system in accordance with the SWPM of the aircraft.

In the absence of more specific guidelines in the SWPM of the aircraft, 230 VAC voltage power supply
wires should not be routed through standard aircraft wiring looms. As the EWIS connected to the IFE
system is present throughout the cabin (exposed in some cases), the potential for system faults is
increased by the wide exposure to varying hazards (e.g. EWIS chafing in the seat tracks, passengers
stepping on or kicking the seat electronic box, spilled liquids, etc.). Since these systems are exposed to
hazards, the potential to adversely affect other systems that are necessary for the safe operation of the
aircraft significantly increases, as well as the possibility of shock hazards to occupants. Special
consideration should be given to the protection against damage to the IFE EWIS components installed in
the seat itself: they should have appropriate protection means so that passengers cannot damage them
with their feet or access them with their hands. The engineering data that controls the installation of IFE
EWIS and equipment should contain specific and unambiguous provisions for the routing, support and
protection of all IFE EWIS and equipment, and should specify all the parts that are necessary for those
installations.

Care should be taken to ensure that any electrical IFE system equipment installed in aircraft seat
assemblies does not invalidate the seat certification (e.g. the applicable ETSO). In addition, it should be
noted that compliance alone with any applicable ETSO for seats does not cover the electrical equipment
installation aspects of the IFE system.
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The following AMC 20-152A is inserted:

AMC 20-152A Development Assurance for Airborne Electronic Hardware (AEH)

1 PURPOSE

1.1 This AMC describes an acceptable means, but not the only means, for showing compliance with
the applicable airworthiness regulations for the electronic hardware aspects of airborne systems and
equipment in product certification or ETSO authorisation. Compliance with this AMC is not mandatory,
and an applicant may elect to use an alternative means of compliance. However, the alternative means
of compliance must meet the relevant requirements, ensure an equivalent level of safety, and be
approved by EASA on a product or ETSO article basis.

1.2 This AMC recognises EUROCAE ED-80, Design Assurance Guidance for Airborne Electronic
Hardware, dated April 2000, and RTCA DO-254, Design Assurance Guidance for Airborne Electronic
Hardware, dated 19 April 2000.

13 This AMC describes when to apply EUROCAE ED-80/RTCA DO-254, and it supplements EUROCAE
ED-80/RTCA DO-254 with additional guidance and clarification for the development of custom devices,
including the use of commercial off-the-shelf (COTS) intellectual property (IP), for the use of COTS
devices and for the development of circuit board assemblies (CBAs).

The additional guidance and clarifications are provided in the form of objectives. The applicant is
expected to describe the process and activities to satisfy the objectives of this AMC.

Note: EUROCAE ED is hereafter referred to as ‘ED’; RTCA DO is hereafter referred to as ‘DO’. Where the
notation ‘ED-80/D0-254 appears in this document, the referenced documents are recognised as being
equivalent.

14 This AMC does not address the Single Event Effects (SEE) aspects or the assessment of the
hardware susceptibility to SEE. AMC SEE aspects are usually addressed through a certification review
item (CRI), and further guidance may be found in EASA CM-AS-004 Issue 01, issued 8 January 2018.

However, the Plan for Hardware Aspects of Certification may still be used to document the certification
considerations for SEE.

2 APPLICABILITY

This AMC may be used by applicants, design approval holders, and developers of airborne systems and
equipment containing airborne electronic hardware (AEH) to be installed on type-certified aircraft,
engines, and propellers. This applicability includes the developers of ETSO articles.

This AMC is applicable to AEH that contributes to hardware development assurance level (DAL) A,
DAL B, or DAL C functions.

When an objective is not applicable to a specific hardware DAL, the applicability restriction is directly
indicated within the objective text with the following convention, for instance ‘For DAL A hardware, ...’
For AEH contributing to hardware DAL C functions, only a limited set of objectives applies.

Even though there is a benefit in having a structured development process that ensures a proper flow-
down of requirements to the hardware and the fulfilment by the hardware of the intended function, the
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The requirement to capture the activities in ED-80/D0-254 Section 5.1.2 Item 4.g introduces the need
for the requirements to address signal timing characteristics under normal- and worst-case conditions.
Nevertheless, ED-80/D0-254 does not explicitly address the necessity to verify the performance of the
device under all possible (best-case and worst-case) timing conditions that could possibly occur during
the operation of the device.

The following objective clarifies the need to take into account the variation of the environmental
conditions (temperature, voltage, etc.) during the evaluation of the timing performance of the design,
as well as the semiconductor device process variations.

Objective CD-7

The applicant should verify the timing performance of the design accounting for the temperature and
power supply variations applied to the device and the semiconductor device fabrication process
variations as characterised by the manufacturer of the semiconductor device.

Note: Static timing analysis (STA) with the necessary timing constraints and conditions is one of the
possible means of compliance with this objective for the digital parts of custom devices.

5.6 Clarifications to ED-80/D0-254 ‘Robustness Aspects’

ED-80/D0-254 mentions robustness defects but does not explicitly address robustness. The robustness
of the design is defined as the expected behaviour of the design under abnormal and boundary/worst-
case operating conditions of the inputs and internal design states. These conditions are often captured
as derived requirements when they are not allocated from the upper-level process. When subjected to
these conditions, it is understood that the design may not continue to perform as it would under normal
conditions.

Objective CD-8

For DAL A or DAL B hardware, the abnormal and boundary conditions and the associated expected
behaviour of the design should be defined as requirements.

5.7 Recognition of HDL Code Coverage Method

HDL code coverage analysis is an assessment of whether the HDL code of the design has been exercised
through HDL simulations.

The HDL code coverage method provides an assessment of the coverage of the design logic structure,
giving an indication of which aspects of the logic structure are exercised and which are not.

When performed during requirements-based verification (per ED-80/D0O-254 Section 6.2), HDL code
coverage is recognised as a method to perform ED-80/D0-254 elemental analysis per Appendix B
Section 3.3.1 for digital devices. HDL code coverage supports the assessment of whether the HDL code
elements are fully covered by requirements-based simulations. As such, it does not represent an
assessment of the completeness of the requirements-based testing activities or the effectiveness of the
requirement coverage.

Objective CD-9

For hardware DAL A or DAL B, where HDL code coverage is used to perform elemental analysis
(ED-80/D0O-254 Appendix B Section 3.3.1), the applicant should define in the planning documents the
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detailed coverage criteria of the HDL code elements used in the design. The criteria should ensure
coverage over the various cases of the HDL code elements used in the design (e.qg. branches, conditions,
etc.). Any non-covered case or element should be analysed and justified.

Note: Code coverage might need to be complemented by additional analysis for any hardware items that
are identified as not covered by the code coverage analysis, in order to complete the elemental analysis
of all elements. This situation may occur in the use of some COTS IP instantiations.

5.8 Clarifications to ED-80/D0-254 ‘Tool Assessment and Qualification’

ED-80/D0-254 introduces the notion of tool assessment and qualification. ED-80/D0-254 Figure 11-1
includes a flow chart indicating the tool assessment considerations and activities, and provides guidance
for when tool qualification may be necessary. This AMC uses the flow chart and its related text as a basis
for providing further clarification, as follows:

ED-80/D0-254 — Figure 11-1 Item 1 — Identify the Tool

Information capturing the environment required for tool operation and the tool revision should be
included with the tool identification.

ED-80/D0O-254 — Figure 11-1 Item 2 — Identify the Process the Tool Supports

When identifying the design or verification process that the tool supports, it is important to also identify
what purpose or activity within the hardware development process the tool satisfies. While assessing
the tool limitations, evidence of formal assessment of the tool problem reports is not required if the tool
output has been completely and independently assessed.

ED-80/D0-254 — Figure 11-1 Item 3 — Is the Tool Output Independently Assessed?

The purpose of assessing the tool output is to completely cover, with an independent means, the
potential errors that the tool could introduce into the design or fail to detect during verification.

Objective CD-10

When the applicant intends to independently assess a tool output, the applicant should propose an
independent assessment that verifies the tool output is correct. The independent assessment should
justify that there is sufficient coverage of the tool output. The completeness of the tool assessment should
be based on the design/implementation and/or verification objectives that the tool is used to satisfy.

ED-80/D0-254 — Figure 11-1 Item 4 — Is the Tool a Level A, B or C Design Tool or a Level A or B
Verification Tool?

ED-80/D0-254 Figure 11-1 Item 4 of the tool assessment/qualification flow excludes the need for
activities for tools ‘used to assess the completion of verification testing, such as in an elemental analysis’.

The last statement is misleading regarding the intent of code coverage tools used for elemental analysis.
As stated in Section 5.7 of this document, ‘when a code coverage tool is used for elemental analysis, it
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Objective CD-12

When an applicant proposes to reuse PDH, the applicant should use ED-80/D0O-254 Section 11.1 and its
subordinate paragraphs. The applicant should perform the assessments and analyses required in
ED-80/DO-254 Section 11.1 in order to ensure that using the PDH is valid and that the compliance shown
during the previous approval was not compromised by any of the following:

1. Moadification of the PDH for the new application or for obsolescence management;

2. Change to the function, change to its use, or change to a higher failure condition classification of
the PDH in the new application; or

3. Change to the design environment of the PDH.

The results should be documented in the PHAC or any other appropriate planning document.

In the context of custom device development, any one of these three points potentially invalidates the
original development assurance credit for the PDH. In case of change or modification, the applicant
should assess these changes using ED-80/D0-254 Section 11.1 and its subordinate paragraphs. When the
original design assurance of the PDH is invalidated by one of the above points, the custom device should
be upgraded based on the assessment per ED-80/D0O-254 Section 11.1. When upgrading the hardware,
the applicant should consider the objectives of this document that are applicable per the assessment.

5.10 Clarifications to ED-80/D0-254 Appendix A
This section clarifies the life-cycle data referenced in ED-80/D0-254 Appendix A as follows.

—  The row corresponding to 10.1.6 ‘Hardware Process Assurance Plan’ in Table A-1 should also
indicate HC2 for Level C to be consistent with row 10.8.

—  Therow corresponding to 10.2.2 ‘Hardware Design Standard’ in Table A-1 should also indicate HC2
for Level C. HDL Coding Standards are part of the Hardware Design Standards.

—  The row corresponding to 10.3.2.2 ‘Detailed Design Data’ in Table A-1 should indicate HC1 for
Levels A, B and C.

—  The row corresponding to 10.4.2 ‘Hardware Review and Analysis Procedures’ in Table A-1 should
also indicate HC2 for Level C to be consistent with row 10.4.3.

—  The Top-Level Drawing referenced in ED-80/D0O-254 Appendix A corresponds to a Hardware
Configuration Index (HCI) document. The HClI document completely identifies the hardware
configuration, the embedded logic, and the development life-cycle data. To support consistent
and accurate replication of the custom device (ED-80/D0-254 Section 7.1), the Top-Level Drawing
includes the hardware life cycle environment or refers to a Hardware Environment Configuration
Index (HECI) document.

5.11 Use of COTS IP in Custom Device Development

This section addresses COTS IP that is instantiated within FPGAs/PLDs/ASICs during the development of
the custom device.

This section addresses COTS IP and its integration within custom devices and describes objectives to
support the demonstration of compliance with the applicable airworthiness regulations for the hardware
aspects of airborne systems and equipment certification.

Section 5.11.2, on ‘Applicability to COTS IP’, identifies COTS IP that are within the scope of Section 5.11.
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Objective IP-7
For COTS IP used in DAL A or DAL B hardware, the applicant should satisfy ED-80/D0O-254 Appendix B.

The applicant may choose safety-specific analysis methods to satisfy Appendix B on the COTS IP function
and its integration within the custom device functions. This safety-specific analysis should identify the
safety-sensitive portions of the COTS IP and the potential for design errors in the COTS IP that could affect
the hardware DAL A and DAL B functions in the custom device or system.

For unmitigated aspects of the safety-sensitive portions of the IP, the safety-specific analysis should
determine which additional requirements, design features, and verification activities are required for the
safe operation of the COTS IP in the custom device.

Any additional requirements, design features and/or verification activities that result from the analysis
should be fed back to the appropriate process.

6. USE OF COMMERCIAL OFF-THE-SHELF DEVICES

Applicants are increasingly using COTS electronic devices in aircraft/engines/propellers/airborne
systems, which may have safety implications for the aircraft, engines/propellers, or systems.

Section 6 addresses the use of COTS devices through objectives that support the demonstration of
compliance with the applicable airworthiness regulations for hardware aspects of airborne systems and
equipment certification when using complex COTS devices. Section 6.2 ‘Applicability to COTS devices’
enables applicants to identify the COTS devices that are within the scope of Section 6.

Note: The term ‘COTS device’ used in this document applies to a semiconductor product that is fully
encapsulated in a package. This term does not apply to circuit board assemblies (CBAs).

6.1 Background

COTS devices continue to increase in complexity and are highly configurable. COTS devices provide
‘off-the-shelf’ already developed functions, some of which are highly complex. Their development and
production processes undergo a semiconductor industry qualification based on their intended market
(consumer, automotive, telecom, etc.). Their usage by the aerospace industry provides additional
integration and higher performance capabilities than were possible in the past.

The design data for these COTS devices is usually not available to the COTS user. Since these devices are
generally not developed for airborne system purposes, assurance has not been demonstrated that the
rigour of a COTS manufacturer’s development process is commensurate with the aviation safety risks.

ED-80/D0-254 introduces a basis for the development assurance for the use of COTS devices in
Section 11.2 ‘COTS components usage’. This section states that ‘the use of COTS components will be
verified through the overall design process, including the supporting processes’.

Since ED-80/D0-254 was released in the year 2000, the number of functions embedded and integrated
in a single COTS device has significantly increased. Functions which were previously split into various
components, making the interface between those components accessible for verification, are now
embedded within a single chip. While there are clearly some benefits of integrating more functions
within a device, the increased level of integration makes it difficult for the user to verify the different
hardware functions in the device due to lack of access to the interfaces between functions. Since these
devices are more complex and highly configurable than the older separate devices, the risk is greater
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B.2.1.8.1 Clarification of Objective IP-2 on Assessment of the COTS IP Provider and COTS IP
Data

B.2.1.8.1.1 Assessment of Service Experience of COTS IP

The COTS IP should have been used in numerous application cases, and the IP errata should
be available and stable. The applicant will assess and document the relevance of the service
experience from data collected from previous or current usage of the component, and
consider the equivalence of the usage domain to ensure a certain level of maturity of the IP
for the user’s application. This data might be obtained with the support of the COTS IP
provider, but it might be difficult to demonstrate relevant service experience especially for
Soft and Firm IP. Some additional development assurance needs to be defined to address the
risk of insufficient or unrelated service experience.

B.2.1.8.1.2 Assessment of the COTS IP Provider and COTS IP data

The following paragraph provides some high-level examples of the assessment of different
source formats of COTS-IP; they are included for illustration only.

The following are two typical cases of insufficient coverage when assessing COTS IP with the
Objective IP-2 criteria:

= A Soft IP is proposed by an experienced provider, but with unknown COTS IP service
experience. The COTS IP provider offers limited support for the COTS IP, which may be
part of an FPGA provider’s catalogue.

= A new Soft IP is proposed by a new company with some documentation. The COTS IP
provider does not offer any support. There is insufficient evidence of complete
verification to make it trustworthy. The applicant may be the first user.

An example of a COTS IP assessment with the Objective IP-2 criteria that helps to define the
appropriate development assurance activity on the COTS IP is as follows:

— A communication Soft IP is proposed by an experienced provider. The COTS IP has
existed for more than 2 years and has been used in many applications by many
customers. The version of the IP is stable, and errata are available. The COTS IP is also
available as COTS hardware in an FPGA family. The Soft IP is distributed with a set of
design constraints and the associated implementation results are usable for various sets
of technology targets (which could be PLDs/FPGAs or ASICs). The test procedures used
by the COTS IP provider are not available, but a report providing results of those tests is
delivered. Moreover, compliance with the communication standard has been
established by the COTS IP provider through an external set of procedures and reports
that are also available. This assessment and availability of external sets of procedures
support the applicant in defining an acceptable verification strategy.

B.2.1.8.2 Clarification of Objective IP-4 on Verification Strategy for the COTS IP Function

The COTS IP assessment should determine the extent to which the COTS IP provider verified
their IP. This verification could vary from IP with no/little verification performed to IP that is
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%

The following AMC 20-189 is inserted:
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GUIDANCE MATERIAL

GM 20-189 The Management of Open Problem Reports

GM1 to AMC 20-189 — PR management

Typically, PR processes include the following aspects:

1.

PR Recording: a means to document problems resulting from the execution of life-cycle
processes.

PR Classification: a means to classify PRs prior to the time of approval of the product or of the
ETSO article, as early in the life cycle as practical. While early classification may be preliminary,
it will help to focus attention on PRs with a potential safety or functional effect, as well as
process PRs that may impact the development or development assurance processes.

PR Assessment: a means to assess the effect of having a PR remain open at the time of approval.
The assessment of PRs classified as ‘Significant’, ‘Functional’ or ‘Process’ would typically be
performed by a review board. The assessment of PRs classified as ‘Life-cycle data’” may be
performed within the peer-review process instead of a review board.

PR Resolution: a means to correct or mitigate PRs prior to the time of approval, as early in the
life cycle as practical. The PR resolution process may depend on the classification of the PR; for
example, shorter closure loops could be set for PRs classified as ‘Life-cycle data’.

PR Closure: a means to close PRs, which includes the review and confirmation of the resolution
of the problem, and indicated through a documented authorisation process (e.g. Change
Control Board sign-off).

GM2 to AMC 20-189 — OPR classification

The following paragraph links the classifications presented in DO-248C/ED-94C, DP #9 to those defined
in AMC 20-189, subparagraph 6.1. This paragraph highlights the clarifications made to the former
scheme (e.g. removing the overlaps between the classifications).

1.

The most important clarification compared with the former classification scheme is to give each
OPR a single classification using a given order of priority as reflected in AMC 20-189
subparagraph 6.1.2. This promotes visibility of the most relevant issues and helps to prevent
inconsistencies in classification. For example, a missing or incorrect requirement issue can be
classified as ‘Life-cycle data’ only if it is confirmed that it cannot be classified as ‘Significant’,
‘Functional’, or ‘Process’, in that order of priority.

Type ‘Significant’: this typically maps to ‘Type 0’. However, some applicants may have used
‘Type 1A’ to characterise some PRs, for instance, those linked to Major failure conditions. The
AMC 20-189 scheme clarifies that those PRs potentially causing or contributing to Catastrophic,
Hazardous or Major failure conditions belong to the class ‘Significant’.

Type ‘Functional’: this typically maps to ‘Type 1A’ or ‘Type 1B’, that is, a problem that results in
a failure with a minor or no adverse impact on safety. A PR whose consequences are a failure
that can potentially lead to a Minor failure condition could be mapped to ‘Type 1A’, and a PR
leading to a failure having No Safety Effect could be mapped to ‘Type 1B’. Two separate
subclassifications could therefore be created in the applicant’s classification scheme to ease the
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mapping: problems having a functional effect leading to a Minor failure condition could be
classified separately (e.g. ‘Functional 1’) from the ones having No Safety Effect (e.g.
‘Functional 2’). Moreover, an important clarification is that AMC 20-189 does not explicitly
consider the ‘operational’ nature of a PR in the classification scheme to avoid creating overlaps,
as a PR with operational consequences could either be classified as ‘Significant’ or ‘Functional’.
Creating an ‘Operational’ subclassification within the classification ‘Significant’ or ‘Functional’ is
nevertheless an option available to stakeholders to create a specific emphasis on operational
issues within the proposed classification scheme.

4, Type ‘Process’: this may map to ‘Type 3A’; however, not in cases where the process
non-compliance or deficiency could result in either not detecting a failure or creating a failure.
An important clarification in AMC 20-189 is the removal of the ambiguous notion of ‘significant
deviation from the plans or standards’ used in the definition of ‘Type 3A’. The ‘Process’
classification in AMC 20-189 should be used for PRs that record a process non-compliance or
deficiency, provided they cannot result in a potential safety or potential functional effect. An
example of an OPR that should not be classified as a ‘Process’ PR is one related to a requirement
that was not completely verified due to a process deficiency, because the potential safety or
functional impact remains undetermined. Considering the highest priority classification would,
in such a case, lead to a ‘Significant’ or ‘Functional’ classification, thus putting even more
emphasis on the need to resolve the shortcoming in the verification activities.

5. Type ‘Life-cycle data’: this typically maps to ‘Type 2’ or ‘Type 3B’. Since ‘Life-cycle data’ OPRs
may range widely, subclassifications may be proposed by stakeholders to distinguish the
different types of OPRs. Examples of OPRs classified as ‘Life-cycle data’ may range from issues
in @ component having no potential safety or functional impact to PRs on pure documentary
issues. Moreover, the removal of the notion of ‘non-significant deviation from the plans or
standards’ from the definition of ‘Type 3B’ helps to remove the ambiguity and overlap between
the ‘Process’ and ‘Life-cycle data’ classifications.

6. Other OPR classification: additional classifications of OPRs may be created to cover ‘Type 4’ or
any other classification not specified in AMC 20-189, paragraph 6.1.1.

GM3 to AMC 20-189 — Additional GM related to the ‘Significant’ classification

In the frame of an engine or propeller TC/STC or of an ETSO article authorisation, the definition of
‘Significant’ is based on the anticipation of a potential effect on the product, system, or equipment
function that could lead to a Catastrophic, Hazardous or Major failure condition. The goal is to identify
and enhance the visibility of OPRs that may pose potential safety risks at the aircraft installation level
(see AMC 20-189 paragraph 6.1.4).

For example, in the case of an engine TC, a partial or complete loss of thrust or power is regarded as
a Minor Engine Effect, whereas it may have a more severe effect at the aircraft level. Unless the engine
manufacturer can confirm that the effect at the installation level is no more than Minor, the OPR
would be classified as ‘Significant’. The associated assumptions or mitigations are usually recorded
through instructions for installing and operating the engine, e.g. in an engine installation manual.

In the case of an ETSO authorisation, classification of the failure condition is either based on
assumptions defined by the applicant, or mandated through the ETSO standard, and is the basis of the
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