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What can go wrong when a router fails?

In May 2016 an ISP did something wrong in one 
of its routers

Fat fingers?

Malevolent?

Whatever…

When routing is disrupted, systems and servers 
cannot communicate

one of the effects this day was the closure of the 
country’s national airspace for several hours



A short introduction on the backbone

Autonomous
System A

Autonomous
System B

Interior routing
protocol

Border Gateway Protocol
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Governance

Src:icann.org

ICANN on behalf of IANA allocates IP address 
blocks to the five Regional Internet Registries 
(RIRs) around the world. 

The RIRs then allocate smaller IP address blocks to 
ISPs and other network operators. 

From there, the ISPs and other Internet operators 
assign the addresses to the individual Internet 
connections you are probably accustomed to.

IP addresses distribution is hierarchicalIP addresses distribution is also geographical:

All european addresses are managed by the RIPE



What can possibly go wrong?

How addresses are made accessible worldwide?
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Border Gateway Protocol (BGP)

•BGP allows an AS to tell the others how to reach its networks (and vice versa).

•Huge address tables are frequently exchanged to maintain the internet global mapping. 

Upon receiving BGP information, gateway routers 
choose the best route to the destination network and 
add it to their routing tables according to 2 rules: 

•AS-Path: The shorter path (number of networks crossed to the 
destination) the better the route. 

•2) Prefix mask: The route with the more specific mask is preferred. 



What went wrong, Case 1: Youtube shut down for hours
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February 2008, Pakistanis gov decide to block 
access to youtube to its nationals because of 
offensive videos.

Pakistan Telecom announce that their AS owns IP 
address prefix allocated to Youtube. 

The address range was a bit more specific than 
what Youtube AS announce (rule 2) resulting in a 
higher route priority. 

In less than 3 minutes more than 2/3 of the interned 
learned the new  route and most of the youtube
traffic was redirected  into a cyber black hole.

Although the outage was detected after 10 minutes 
and both ends trying to fix it, it lasted more than 2h.



What went wrong. Case 2 Belarusian Traffic Diversion
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In Feb 2013, several global traffic redirection to 
Belarusian ISP GlobalOneBel taking place 
almost every day during several months. 
Victims were 

• Major financial institutions, 

• governments, 

• network service providers. 

Affected countries

• US, South Korea, Germany, the Czech Republic, Lithuania, 
Libya, and Iran



Attack frequency

Bgpstream capture 09/11/2017
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Difficulty
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//t-drive/CERT/CTEX/4 AVS/3CYBR/5-presentations_pool/_mini-BGP-Hijack.mp4
//t-drive/CERT/CTEX/4 AVS/3CYBR/5-presentations_pool/_mini-BGP-Hijack.mp4


Implications for European Aviation

EU ANSPs live in either

their own Autonomous System

DFS, SNA-F, Avinor, Austrocontrol…

The Eurocontrol Autonomous System

Be, Ne, Lux…

Commercial AS

ENAV (Telecom IT), Sweden ATM (TELIANET), …

It takes less of an hour to list all AS and prefixes of all European ANSPs. Just ask the RIPE
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//t-drive/CERT/CTEX/4 AVS/3CYBR/5-presentations_pool/_ripe-easa.mp4
//t-drive/CERT/CTEX/4 AVS/3CYBR/5-presentations_pool/_ripe-easa.mp4


Weird idea 1

reroute all or most of European ANSPs prefixes into a black hole for 
several hours
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Weird idea 2

highjack routes from ANSP X. Try to figure out when radar 
surveillance UDP/ASTERIX messages are present and if found play
with them…

Add/Remove/change 
plots?

13



PENS, SDDS and SWIM

Internet « governance »
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Conclusion

Some solutions exist

prefix filtering

Reversed incentive (you protect the rest of the internet, 
not you)

RPKI (validation of the origin)

Centralized authority…

BGPSec (validation of the Path)

Online cryptography (need updated hardware)

Effective when all AS of a path implement BGPSec (who
starts?)

https://www.internetsociety.org/deploy360/start/
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https://www.internetsociety.org/deploy360/start/


Questions?


