The Manufacturers’ view
The World is not enough — setting the scene

Krakow, 8 November 2017
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ASD Civil Aviation Cybersecurity Task Force Participants
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Our need: a comprehensive risk response plan
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Rulemaking and standardisation:

EASA: firm deadlines and

of regulations and AMCs Industry: harmonisation
of standards
O
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Appropriate
Security Objectives

Acceptable
Standards

+ EASA leadership to avoid competing standard making activities;
+ EASA commitment to contribute to standards-making activities;
= EASA needs a detailed roadmap including regular milestones
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EU Research & Innovation

e short term VS long term
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Clean Sky

Align EU
roadmaps

to link science,

Involve EASA innovation, deployment
and policy.

BAEASA

European Aviation Safety Agency

- Policy-makers must acknowledge Civil Aviation cybersecurity as a key priority
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Thank you

Position Paper of the ASD Civil Aviation

Read our Position Paper =2

April 2017

y 4 ASD

AeroSpace and Defence Industries rue Montoyer 10 | 1000 Brussels, Belgium
Association of Europe info@asd-europe.org | www.asd-europe.org


http://asd-europe.org/position-paper-of-the-asd-civil-aviation-cybersecurity-task-force

Annex 1: Proposed top level cybersecurity objectives
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Integrate Identify civil aviation critical assets
cybersecunty in Define roles, responsibilities and processes regarding X X X X X
risk management cybersecurity risk management
(for the C.I\{Il Deploy training programs and awareness sessions X X X X X
aviation critical
assets) Assess risks and regularly monitor residual risks X X X X X
Protect critical Protect Networks, Systems and data X X X X X
systems : :
Secure External networks and remote sites connection X X X X X
Ensure vulnerabilities management and mitigation X X X X X
(including COTS)
Detect cyber Deploy cybersecurity monitoring capabilities and cyber X X X X X
attacks and react incident management
Prepare cybersecurity crisis management and short X X X X X
term recovery
Maintain a cartography of systems and networks X X X X X
Define secure Establish risk-based development processes X X X X X
development and Secure deliveries and supply chain (e.g. through the X X X X X

delivery use of digital signature)
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