
An Agency of the European Union

Your safety is our mission.

21.Sep.2022

Nicolas Durandeau – Avionics systems expert

ETSO Workshop
Information security protection



2

Agenda
→ Context
→ Do I need security measure(s)? 
→ How to develop my security measure(s)?
→ Conclusion



An Agency of the European Union 3

CONTEXT
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Cybersecurity requirements and AMC

In the near future, it will also certify UAS.

Since 2006 EASA introduced criteria to certify products including information security 
aspects.
These requirements were amended and incorporated into Certification Specifications 
and Acceptable Means of Compliance (Decision 2020/006/R of 01 July 2020)

"Airplane" by viZZZual.com CC BY 2.0
"Helico" by JP Sangria CC BY-NC 2.0
"Jet Engine" by Chris Hunkeler CC BY-SA 2.0

Presenter Notes
Presentation Notes
2006 with the A350.

https://www.flickr.com/photos/22394551@N03/2274726982
https://www.flickr.com/photos/22394551@N03
https://creativecommons.org/licenses/by/2.0/?ref=ccsearch&atype=rich
https://www.flickr.com/photos/69477011@N05/24756662612
https://www.flickr.com/photos/69477011@N05
https://creativecommons.org/licenses/by-nc/2.0/?ref=ccsearch&atype=rich
https://www.flickr.com/photos/14913305@N00/8195746318
https://www.flickr.com/photos/14913305@N00
https://creativecommons.org/licenses/by-sa/2.0/?ref=ccsearch&atype=rich


5

Cybersecurity requirements and AMC
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CS ETSO and AMC 20-42
→ CS ETSO subpart A amendment 15 introduces:

→ Further clarification of EASA expectations follows…

→ AMC 20-42:

Presenter Notes
Presentation Notes
Disclaimer: far from being exhaustive on ED-203A. Some knowledge about terminology set forth in ED-203A are supposed to be known by the audience. Objective is just to give some highlights on ED-203A expectation in the context of ETSO.Long way before idenfiying that security measure with a certain SAL level is requested and adequate.
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Do I need security 
measure?
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The risk acceptability matrix
→ The need for security measure stems from the risk assessment at 

aircraft or system level:

→ Step1: Assume the applicable threat conditions AND related 
threat scenarios

→ Step2: Assume the expected level of threat 

Presenter Notes
Presentation Notes
To know if a security measure is needed, the ETSO applicant first need to identify:In which threat scenario its equipment may be involved (example for FMS able to receive ARINC615A FLS, a threat scenario would be « tampering of FLS for FMS in Dataloader » then « effective download of  tampered FLS in FMS »  The safety impact associated with the threat scenario (threat condition)  up to HAZ safety effect for the example aboveMake assumptions about the level of threat –assumptions quite difficult to make at equipment level (see later in the slides)  recommended to be as conservative as possibleAs a reminder, a threat condition is the effect on the system that could be achieved through an attack. At least one of the three security attribute is jeopardized: Confidentiality/Integrity/Availabililty As an example Loss of integrity of FMSThis Table is the one quoted in ED-203A. At aircraft level, it may be required not to tackle Major Threat condition (CS27 and future CS29). 
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Step1: Assessing the connectivity and interfaces

→ The connectivity should be understood to determine the behavior 
of the connected systems considering safety effects caused by 
intentional unauthorized electronic interaction (IUEI) occurring in 
the system under assessment. (ref ED-203A §2.2.2) 

→ Listing the connectivity features of the equipment:
→ Physical interfaces: USB plugs, SD slot, Ethernet ports…
→ Wireless interfaces 802.11 b/a/c/g/n/ac/ax, Bluetooth/cellular/NFC/RFID/Infrared
→ Logical connections: Network protocols (IP, ARINC664P7…), services (DNS, FTP, Telnet, HTTPS…)
→ Accessibility Requirements: expected location

Presenter Notes
Presentation Notes
Wired interfaces, such as USB, Serial, or Ethernet ports, that connect to PEDs, GSE, EFBs, ground systems for maintenance or test equipment, JTAGRF (Wireless) interfaces, such as radios, HF, UHF, VHF, WiFi, Bluetooth, SATCOM, GSM, ZigBee [58]Data Entry devices, such as keypads, touch screens, displaysMechanical devices, such as switches, levers, buttons that control modes of the equipment under assessment.
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Step1: Assessing the connectivity and interfaces

→ Listing the expected interfaces of the equipment inside and 
outside of the aircraft:

→ Write access through internal connections to one or more onboard systems?
→ External untrusted services connectivity (e.g. including airline operations centers, maintenance 

equipment, or wireless connections)
→ Bidirectional internal connections to other Minor or lower systems?
→ Field loadable software (FLS), Databases transmitted through the aircraft dataloading functions 

from the external interfaces that support maintenance
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Step1: Security environment and trust
→ Physical attack is out scope: no consideration of plugs, 

connectors, cables and any piece of equipment that are not 
readily accessible to unauthorized persons

→ Evaluate the trustworthiness of external entities that may be a 
threat source if untrusted (list given in §2.6 of ED-203A)

→ Type of attacks (on path attack, DoS…) along with threat sources 
(§3.1.3 from ED-203A) 

→ Security environment and trustworthiness assumptions are to 
recorded in the integrator guidance document (SSIG) 

Presenter Notes
Presentation Notes
Physical attacks shall be mitigated by aircraft operator / aircraft owners / production line physical security policies when considering the system“Not readily accessible” means: located behind structure or interior panels and/or that require removal or tampering of aircraft partsExample of trusted actors: CrewExample of untrusted actors: Ground servers not managed by the airline, DNS serversDebatable case: maintenance laptop
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Step1: Assume the threat condition
→ Given:
→ Connectivity analysis
→ Assumptions made on aircraft interfaces and security environment

→ Threat conditions and the related threat scenarios with safety 
impact can be anticipated 

Presenter Notes
Presentation Notes
Each threat condition evaluated as part of the security risk assessment can result from different threat scenarios. Likewise a security measure can be applied in several threat scenarios to protect against multiple threat conditions. The most severe of the threat conditions in the different threat scenarios should determine the security needs for the security measures in these threat scenarios.ED-203A §2.2.3Security protection is not required for systems with hazard classification of Minor or lower, whether or not they possess external connections, if they have no internal direct or indirect connectivity to systems with Major or higher hazard classification.Example of AHTMS connected to FMS through Ethernet: AHTMS only MINOR while FMS at minimum MAJOR – SM needs to be implemented in the AHTMS with a SAL2
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Step2: Assume the Level of threat
→ Difficult to evaluate without knowing mitigations put at aircraft 

level  conservatism should apply
→ Depends on a given threat scenario and various methods can be 

used (e.g. Appendix E of ED-203A):
→ Window of opportunity
→ Preparation means
→ Execution means

Presenter Notes
Presentation Notes
Can reasonably assume that some switches are installed in the cockpit to allow dataloading of equipment thereby minimzing the window of opportunity
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How to develop my 
security measure(s)?
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Security measures development
→ Develop the adequate Security measure by
→ Refining the attack path at the lowest level

→ Using state of the art technique
→ ED-203A §5
→ Ensuring independence/diversity/isolation

Presenter Notes
Presentation Notes
DiversityTwo identical firewalls with same filter set have very low diversityTwo identical firewalls with different filter rules have a higher diversity but may have common flaws in the firewall implementationTwo different firewalls with same filter set have a higher diversity but may have common flaws in the rule set
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Security assurance
→ Security measures perform as intended and that the final product 

is acceptably free of known and exploitable vulnerabilities, which 
may be introduced during development.

Presenter Notes
Presentation Notes
Level of SAL is commensurate with the severity of Threat condition
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Security assurance objectives
→ Two types of objectives:
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→ Security development assurance:

→ Security specific assurance:
→Security risk assessment
→Vulnerability/refutation testing
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Security development assurance 1/2

→ On the condition security process is integrated with DA/ SW DA 
/HW DA, some security development assurances objectives can 
be directly fulfilled.
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→ Some objectives are augmented because they have additional 
security considerations

Security development assurance 2/2

Presenter Notes
Presentation Notes
Even if compliance with similar objectives in a safety development process is achieved, it should be expected that some additional security-specific evidence may need to be established to comply with such objectives.
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→ Assurance objectives that are not related to other development 
assurance standards

→ Objectives: Security risk assessment/ Vulnerability identification/ 
Refutation/ Deployment/ continued effectiveness

Security specific assurance

Presenter Notes
Presentation Notes
Verification and refutation activities should be performed separately because they follow different concepts. Verification activities are requirements-based while refutation activities need to be performed from an attacker perspective. Separation of verification and refutation test activities - for example by different test personnel - is needed to avoid negative influences between verification and refutation activities. Completely independent test organizations are not required.
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Conclusion
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→ Benefit: Ease the integration of equipment in an information security 
airworthiness context (and maybe other contractual advantage)

→ Importance of the security assumptions (for the installer and operators)
→ DAL is not SAL (and vice et versa)
→ Importance of vulnerability management for suppliers (security specific 

assurance objectives)

Wrap up and take away



An Agency of the European Union

Your safety is our mission.easa.europa.eu/connect

Thank you for your attention!

https://www.easa.europa.eu/
https://www.easa.europa.eu/connect
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Annex
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Continuing AW
→ ED-204A and ED-206
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Typical security environment assumptions
→ Extract from ARINC ABN 035:


	ETSO Workshop�Information security protection
	Slide Number 2
	CONTEXT
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Do I need security measure?
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	How to develop my security measure(s)?
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Conclusion
	Slide Number 22
	Thank you for your attention!
	Annex
	Slide Number 25
	Slide Number 26

