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AMC-20 AMENDMENT 18 — CHANGE INFORMATION

EASA publishes amendments to General Acceptable Means of Compliance for Airworthiness of
Products, Parts and Appliances (AMC-20) as consolidated documents. These documents are used for
establishing the certification basis for applications made after the date of entry into force of the
applicable amendment.

Consequently, except for a note ‘[Amdt 20/18]’ under the amended paragraph, the consolidated text
of the AMC does not allow readers to see the detailed changes compared to the previous amendment.
To allow readers to see these detailed changes, this document has been created. The same format as
for the publication of notices of proposed amendments (NPAs) is used to show the changes:

— deleted text is struck-through;

— new or amended text is highlighted in blue;

— an ellipsis ‘[...]" indicates that the rest of the text is unchanged.
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Preamble

ED Decision 2020/006/R

Amendment 18

The following is a list of paragraphs affected by this amendment:
AMC 20-42 Created (NPA 2019/01)

The following AMC has been inserted:

AMC 20-42: Airworthiness information security risk assessment
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2. Applicability
—
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1 To address the assumptions about external factors like organisations, processes, etc., see reference in ED-202A.
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Commission Regulation (EU) No 748/2012 of 3 August 2012 laying down implementing rules for the airworthiness
and environmental certification of aircraft and related products, parts and appliances, as well as for the certification
of design and production organisations (OJ L 224, 21.8.2012, p. 1) (https://eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1574094487050&uri=CELEX:32012R0748).



https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1574094487050&uri=CELEX:32012R0748
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1574094487050&uri=CELEX:32012R0748

10.
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If information security risks that are identified during the product information security risk
assessment (PISRA) need to be mitigated, security verification should be used to evaluate the
effectiveness of the means of mitigation.

(a)  This verification should be performed by a combination of analysis, security-oriented
robustness testing, inspections, and reviews; and

(b)  When necessary, by security testing that addresses information security from the
perspective of a potential adversary.

Instructions for the continued protection of product and part information security

The applicant should identify the information security assets and protection mechanisms to be
addressed by the Instructions for Continued Airworthiness (ICA) of the product or part (for
example, physical and operational security procedures, auditing and monitoring of the security
effectiveness, key management procedures that are used as assumptions in the security
assurance process), and develop the appropriate procedures to maintain the security
effectiveness after the product or part enters into service.

When an in-service occurrence is reported, the applicant should consider the possibility that it
originated from an IUEI and should take any required corrective action accordingly. If an IUEI
has generated an unsafe condition, then information about the occurrence, the investigation
results and the recovery actions should be reported to EASA in accordance with point 21.A.3A
of Annex | (Part 21) to Regulation (EU) No 748/2012.

According to Article 2(7) of Regulation (EU) No 376/20143, an occurrence is defined as any
safety-related event which endangers, or which, if not corrected or addressed, could endanger
an aircraft, its occupants or any other person, and includes, in particular, any accident or serious
incident. Article 4 of the same Regulation requires the applicant to report to EASA any
occurrence that represents a significant risk to aviation safety.

The applicant should also assess the impact of new threats that were not foreseen during
previous product information security risk assessments (PISRAs) of the systems and parts of the
product. If the assessment identifies an unacceptable threat condition, the applicant should
notify the operators and the competent authority in a timely manner of the need and the means
to mitigate the new risk (or the absence of a risk).

Guidance on continued airworthiness can be found in EUROCAE ED-203A/RTCA DO-356A and
ED-204/RTCA DO-355.

Definitions

The terminology used in this AMC is consistent with the glossary provided in document
EUROCAE ER 013 AERONAUTICAL INFORMATION SYSTEM SECURITY GLOSSARY.’

Regulation (EU) No 376/2014 of the European Parliament and of the Council of 3 April 2014 on the reporting, analysis
and follow-up of occurrences in civil aviation, amending Regulation (EU) No 996/2010 of the European Parliament and
of the Council and repealing Directive 2003/42/EC of the European Parliament and of the Council and Commission
Regulations (EC) No 1321/2007 and (EC) No 1330/2007 (OJ L 122, 24.4.2014, p. 18) (https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32014R0376).
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