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ICAO EASA

EUROCAE

“…safety…”
“…between aviation safety,

cybersecurity and…”

“…safety…”
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SAFETY SECURITY

IntentFate
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Terminology

Threat 
ConditionVulnerability

Risk Failure 
Condition

Cybersecurity
Information

Security
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Terminology: The CIA!

Confidentiality

Integrity Availability



8

What is a vulnerability?
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Threat or Failure Condition?

→ void receiveACARS(string msg) { 

→ char localCopy[128];

→ strcpy(localCopy, msg);

→ ...

→ }

128 o space 

for message

Return 

address

STACK

OxACCARS_MESS
AGE_THAT_COUL
D_ALSO_BE_EXEC
UTABLE_CODE+N
OP+NOP+NOP+_ 
@_TO_START
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Case Study: Remote Data Loader
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Security Scope



12

Case study: Remote Data Loader

Functions

Acquisition and Transmission 

of FDAU Data

FLS Upload

Core SW Maintenance

Failures Attribute Flight Phase
Hazard 

Classification

F1 Loss of Acquisition Availability All Minor

F2 Undetected Erroneous Activation Integrity Airborne Major

F3 Undetected Errors in FDAU Data Integrity On Ground Minor

F4 Loss of FLS Upload Availability On Ground No safety effect

F5
Undetected Errors in installed 

FLS
Integrity Airborne Hazardous

F6 Loss of Maintenance Availability All No Safety Effect

Threat Condition Path Attribute
Flight 

Phase
Failure

Hazard 

Classification

TC1 DOS
Wireless 

Communication
Availability All F1,F4 Minor

TC2 Remote Activation
Wireless 

Communication
Integrity Airborne F2 Major

TC3
Upload of an 

unauthorized FLS

Maintenance 

Laptop
Integrity Airborne F5 Hazardous

TC4
Upload of an 

unauthorized FLS

Wireless 

Communication
Integrity Airborne F5 Hazardous

Failure conditions

Threat conditions
Assets

Dataloader

FLS

…..

Interfaces

WiFI

GSM

SD  Cards

Security scope
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Determining the level of threat
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Risk Acceptability

Safety

Security
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Risk Acceptability Procees

Acceptability
matrix

Security Scope
Definition

Security Risk
Assessment

Plan for Security 
Aspects of 

Certification

Communication 
of Evidences 
(Summary)

Security Effectiveness
Assurance

Security
Development

Design
Changes

Acceptable

Not Acceptable

A
rc

h
it

e
ct

u
re
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How long does it stay secure?

→ The fabulous case of the IMSI catcher

Before 2013 
100K$

In 2016
20000$

2019
450$ on Ali Baba
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How to maintain security – Reality Check

6,9 years average 

125.494 publicly known                        
cybersecurity vulnerabilities
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Milestones RMT.0648!

17.5.2016 22.2.2019 Q4/2019
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What happens after Publication?

New TC 
Application

Legacy 
Aircraft

New TC 
Application

Major 
Significant 

Change
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Specifically for STCs DOAH

Change outside 
the security 
perimeter.

New 
system/function is  
isolated from the 

a/c systems.

OEM involved
Without OEM 
involvement

Part 21.A.113

(b)(ii) specify whether the 
certification data has been or will 

be prepared completely by the 
applicant or on the basis of an 

arrangement with the owner of 
the type-certification data.

Part 21.A.115 (b)5.

(i) the type-certificate holder has indicated 
that it has no technical objection to the 
information submitted under point 21.A.93; 
and

(ii) the type-certificate holder has agreed to 
collaborate with the supplemental type 
certificate holder to ensure discharge of all 
obligations for continued airworthiness of 
the changed product
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Milestones RMT.0720!

16.01.2019 27.05.2019 Q3/2020 After Q4 2021
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Part-AISS

 Common requirements for ISMS

 Reporting of incidents which may impact safety

 Possibility to integrate ISMS into existing SMS

 Possibility to be exempted

The picture is a courtesy of ENISA.
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Wrap up!



Thank you  
Any further question?


