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Terminology

Threat
Vulnerability Condition

Failure
Condition

Information
. Cybersecurity
Security
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Terminology: The CIA!

Confidentiality

Availability
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What is a vulnerability?
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Threat or Failure Condition?

void receiveACARS(string msg) {
char localCopy[128];

strcpy(localCopy, msg);
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Case Study: Remote Data Loader

airline
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Security Scope

Security Perimeter

Asset
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Case study: Remote Data Loader

Failure conditions

. . . Hazard
Failures Attribute Flight Phase L.
Classification
F1 Loss of Acquisition Availability Al Minor
. Acquisition and Transmission
of FDAU Data F2 Undetected Erroneous Activation Integrity Airborne Major
E3 Undetected Errors in FDAU Data Integrity On Ground Minor
_ F4 Loss of FLS Upload Availability On Ground No safety effect
Core SW Maintenance
F5 phdetecd E::;rs e Integrity Airborne Hazardous
F6 Loss of Maintenance Availability All No Safety Effect
=
Threat conditions
s - Flight . Hazard
Threat Condition Path Attribute 8 Failure L.
FLS Phase Classification
Wireless e ;
. TC1 DOS G cation | Availability All F1,F4 Minor
Security scope — ommunication
TC2 Remote Activation | . = .| Integrity Airborne F2 Major
“ Upload of an Maintenance ) 3
TC3 [ ——— Laptop Integrity Airborne F5 Hazardous
“ Upload of an Wireless ) .
sn Cards TC4 unauthorized FLS | Communication Integrity Airborne F Hazardous

(
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Determining the level of threat

Effect Description I:
0 The attack can be carried out at any time.
1 The attack can be carried out during regular cruise flight. -
2 The attack vector is available while the aircraft is on the ground.
3 Maximum effectiveness for mandatory operational procedures limiting B

the window of opportunity. -
@ The attack vector is only available in a restricted time phase, e.g. on F

the ground in maintenance mode.

8 The attack can only be carried out during a very restricted time slot
independent from the flight phase (e.g. during system reboot).

points o 1] 2| 3] 4| s| 6| 7| 8| 9|10|11]12|13]14]15| 16| 17| 18 19| 20| 21| 22| 23| 24
effectiveness None Basic Moderate High
level of threat Very High High Moderate Low
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Risk Acceptability

Safety

EVERITY

({Likelihood)

Security

Severity [T Minor Major Hazardous ~Catastrophic
Level of Threat
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Risk Acceptability Procees

Plan for Security Communication
Aspects of of Evidences
Certification (Summary)
‘ Acceptable
.
s _ Acceptability
B ‘ matrix
[}
< ~
o
b :
Not Acceptable
I?}eagn Security Effectiveness Security
Changes Assurance Development
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How long does it stay secure?

— The fabulous case of the IMSI catcher e e e
no preparation no significant Significant
Equipment time preparation time preparation time

None/Standard 0 2 6
Before 2013 Special COTS 0 2 6
100KS Special na 4 6
Bespoke n/a Q 6

Expertise | Layman Proficient Expert Multiple

Equipment Expert

In 2016 None Standard 0 4 6 10

20000S Special COTS 4 6 10

Special na 6 8 12

Bespoke nva na @ 12

Alibaba com 5 " oo 2
. oo bk Products What are you looking for

Global trade

Categories ReadytoShip  TradeShows Services~  Sellon Alibaba 2019
Home > All Industries > Electronics Components, Accessories & Telecommunications > Te 450$ On AIi Baba

High cost-effec

N\

nNiceuc FOB Reference P
US$450,00
points o 1| 2| 3| 4] s| 6| 7| 8| 9|10|11]12]13| 14| 15| 16| 17| 18| 19] 20| 21| 22| 23| 24
‘ e effectiveness None Basic Moderate 1 3h
level of threat Very High High Moderate Loy
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How to maintain security — Reality Check

Vulnerability Exploit Vulnerability Vulnerability

introduced identifiedbya  made public
CERT : CVE

6,9 years average ®

125.494 publicly known
cybersecurity vulnerabilities

Vendor Patch Patch

0-day attack
available deployement
complete
Follow-on attack
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Milestones RMT.0648!

“EASA rulemaking process milestones

Start Consultation Decision
Terms of Notice of Proposed " Ce:ﬁf;lcat“i/:m Specfif(i:catiolr_ls,
cceptanle Ivieans or Compliance,
Reference Amendment Guidance Material
Today’
17.5.2016 22.2.2019 Q4/2019
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What happens after Publication?




Specifically for STCs DOAH

New
system/function is
isolated from the
a/c systems.

Change outside
the security
perimeter.

Without OEM

OEM involved .
involvement




Milestones RMT.0720!

EASA rulemaking procedure milestones

Start Consultation Proposal to Adoption by Decision
Terms of Notice of Proposed Commission Commission Certification Specifications,
Reference Amendment Opinion Implementing Rules - cuidnce Matorml

ﬂ............
Today

16.01.2019 27.05.2019 Q3/2020 After Q4 2021
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Part-AlSS

»- Common requirements for ISMS

=~ Reporting of incidents which may impact safety

- Possibility to integrate ISMS into existing SMS

- Possibility to be exempted o = e

The picture is a courtesy of ENISA.
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Wrap up!
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