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EU regulation for the management of cyber risks: time for implementation =
The importance of a coordinated approach to cybersecurity in aviation
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About us
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Main ANSP in Spain with ~4,000 employees

3 Flight Information Regions:
Madrid
Barcelona
Canaries

5 Air Navigation Regional Directorates:
Central-North - Madrid ACC
East - Barcelona ACC
South - Seville ACC
Canaries - Canaries ACC
Balearic Islands - Palma ACC

3 Terminal Control Centres
22 Control Towers

Communication, Navigation & Surveillance
provider in Spanish airspace and AENA airports

Airspace Information Services provider in Spain
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ENAIRE in the world

International stakeholders

EUROCONTROL

enaire.es 3



04/03/2020

ENAIRE in Spain

National stakeholders
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Regulation and strategies
Ongoing international initiatives
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Regulation and strategies

Ongoing international initiatives
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Regulation and strategies
Ongoing international initiatives
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Regulation and strategies
Ongoing national initiatives
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Regulation and strategies

Ongoing national initiatives
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Regulation and strategies
Ongoing national initiatives
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Regulation and strategies
Ongoing national initiatives

National Security Framework (Esquema Nacional de Seguridad — ENS) u

» Security policy regarding the use of electronic means, based on v Organizational framework:
basic principles and minimum requirements to allow
the adequate protection of the information:

systems, data, communications and services.

Policy, regulation and procedures.

v Operational framework:
Planification, control, operation,
external services, continuity,

» Security measures based on risk analysis and management, e
monitoring...

assets and information systems (75 controls).

v’ Protection measures:

Assets, facilities, infrastructures,
staff, equipment, communications,
applications, information, services...

» Based on different standards (ISO 27001, NIST...).
» 3 Categories: High, Medium, Low (according to criticality).
» 6 Maturity levels: LO (0%), L1 (10%), L2 (50%), L3 (80%), L4 (90%), L5 (100%).

» Complemented by the “National guide for cyber-incident notification
and management” (first one in the world).
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Overall picture
Benefits of convergence

It is very positive that in Europe the regulations revolve around the NIS Directive...

...as well as in Spain the main reference is the National Security Framework (ENS).
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Overall picture
Benefits of convergence

Critical Infrastructures Common ATM/ANS Requirements
Certification Scheme (Regulation 2017/373)

ENS

Royal Decree 3/2010
National Security Framework

Management of security
risks (NPA 2019-07)

Implementing Regulation

NIS

Roval Decree-law 12/2018 Directive (EU) 2016/1148

enaire.es Security of Network and Information Systems
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Next steps
Wish list

v' Formal agreement between authorities CAA - CYBER:
Regulation (EU) 2017/373 - NPA 2019-07 - NIS Directive.

v Acceptance of national regulatory frameworks in Europe...
...as long as they demonstrate to satisfy the NIS Directive.

v Do not reinvent the wheel:

Preserve the NIS spirit of a single focal point for communication and notification.
Use existing channels to improve the exchange of information (CERTS).
Use existing models / standards / references to the extent possible.

YV V V VY

Ensure that any new certification or model brings a real benefit.
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Thank you
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Bonus track
Bibliography and references

v" National Security Framework (ENS)

v" National Cybersecurity Strategy (2019)

v" Spanish approach to cybersecurity

v" National guide for cyber-incident notification and management

v CCN-STIC-817 National Security Framework cyber-incident management

v CCN-STIC-825 ENS — National Security Framework. Certifications 27001

v' Global Cybersecurity Index (GCl) 2018 — What is CGl — Spain in the CGl
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https://administracionelectronica.gob.es/dam/jcr:db9fc934-0fd5-425e-8584-bacd4bb464b3/National-Security-Framework-Spain-consoliated-EN-final.pdf
https://protect2.fireeye.com/url?k=20a67dc2-7cbd344a-20a65601-002590f45c88-2da332d030d5ad11&q=1&u=https%3A%2F%2Feur02.safelinks.protection.outlook.com%2F%3Furl%3Dhttps%253A%252F%252Fwww.dsn.gob.es%252Fes%252Ffile%252F2989%252Fdownload%253Ftoken%253DEuVy2lNr%26data%3D02%257C01%257Celettra.ronchi%2540oecd.org%257C577aeffb7f054acc0d3208d726cce7ad%257Cac41c7d41f61460db0f4fc925a2b471c%257C0%257C0%257C637020533819445640%26sdata%3Dno1yCojpQhohiYCzTHFN9I0Mh4O4Uvz5AyBnvLdsfwk%253D%26reserved%3D0
https://www.ccn.cni.es/index.php/en/docman/documentos-publicos/23-decalogue-spanish-approach-to-cybersecurity-2018/file
http://www.interior.gob.es/documents/10180/9814700/Gu%C3%ADa+Nacional+de+notificaci%C3%B3n+y+gesti%C3%B3n+de+ciberincidentes/f01d9ed6-2e14-4fb0-b585-9b0df20f2906
https://www.ccn-cert.cni.es/en/pdf/guias/series-ccn-stic/800-guia-esquema-nacional-de-seguridad/2025-ccn-stic-817-national-security-framework-cyber-incident-management/file.html
https://www.ccn-cert.cni.es/pdf/guias/series-ccn-stic/800-guia-esquema-nacional-de-seguridad/2148-ccn-stic-825-ens-national-security-framework-27001-certifications/file.html
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
https://www.itu.int/pub/D-STR-GCI.01/en
https://administracionelectronica.gob.es/pae_Home/en/pae_Actualidad/pae_Noticias/Anio-2019/Abril/Noticia-2019-04-24-Espana-7-puesto-Global-Cibersecurity-Index-2018.html?idioma=en
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