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Uinited Kingdom 0.931 0.1 0.2 0.189 0.151
2 United States of 0926 0200 D183 0.200 0191 0.151
Amearica
. 3 France 05918 0200 0193 0.200 0.186 0.133
4  Lithuania 0S0E 0200 0168 0.200 0.185 0.155
~ 5  Estonia 0.905 0200 0195 0.186 0:170 0.153
&  Singapore 0.858 0200 0186 0.152 0.155 0:125
Spain 0.896 0200 2 0.180 0.200 0.168 0.148
Cybersecurity Index 2018 8 Malaysis 0893 0179 0196 0.200 0.138 0.120
5 Norway 0852 0191 019 0.177 0185 0.143
9  Canada 0892 0195 0139 0.200 0.172 0.137
10 Australia 0830 0200 0174 0.200 0176 01389
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Prevencion en seguridad

@ 165 auditorias de seguridad y paginas web

&5
873 1" 94 28
de p sector publico
certificacion certificadas certificado

Guias y estandares de seguridad propios _

E & @ BB
335 constltadas  : 1.025

Guias CONSTIC  +300,000 : nformes de Seguridad
acltualizadas i (Amenazas, Cidigo Dafiino,
permanentemente Voo Tecnicos y Buenas Prachicas)
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alumnos cursos cursos  cursos a distancia
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Promocion de productos y tecnologias seguras.

Evaluacion y Certificacion

= 0 1

220 93 202

Productos Certificados Productos Productos
Common Criteria aprobados para cualificados
manejar informacion
clasificada

0
Reconocimiento 1 845
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Quince anos fortaledendo
la cbersequridad nacional

Www.cn.cni.es
. wwuw.ccn-¢ert.cni.es .

/ oc.cn.cni.es

Acuerdos
internacionales

Grupos de trabajo (UE, OTAN,
Galileo, Satélites, Programas,
Inteligencia, Empresas, ete.)

Cooperacion diaria en |a gestion de incidentes

@ Cultura de Ciberseguridad

8

2.464

Asistentes Joradas
CCN-CERT

@
23.840

Solicitudes de registro
\ portal CCN-CERT

@;/saténeb {Ssetsarz> @/&at—ics>
Organismos y Areas Organismos
empresas adscritos de conexion
‘K\@ 1 g Herramientas propias: deteccian, andlisis,
\ 0& auditoria e intercambio de informacion j

Deteccion de ciberataques

ol @

139.742 2.5

Ciberincidentes Incidentes diarios, criticos
gestionados (Sector o muy altos (APT, DDoS,

Piblico y sectores Cadigo darino especifico)
estratégicos)
B —T |
EVS
8.100 2.500.000
Troyanos Eventos de segunidad
anuales recibidos diariamente

BA
+300 20.580
Avisos y Alertas Vulnerabilidades
Sistemas de Alerta Temprana @m

Sector Publico y empresas de interés estratégico

a8a
@ =2 [
66 +1.000 10.482
Joma@as dt_a Participacion en mesas  Usuarios registrados

chenat &

9 B
11774 Seguidores u 352-440

10.264 sequidores u Promedio visitas mensuales

portal CON-CERT

96.204 Reproducciones [ portal CCN-CERT ¥

(LICIN

centro criptolégico nacional




e Agenda
1. CCN / CCN-CERT Services
2. National Legislation / EU Legislation

3. Cyber incident notification




* Law 11/2002 regulating the National Intelligence Centre.

CCN Legal support

* [ION

CEnTRO URIPTOLOGICD. NACIONAL

* Royal Decree 421/2004, March 12, which regulates and defines the

scope and functions of the CCN.

* Royal Decree 3/2010, January 8, which defines the National Security
Framework for Electronic Administration, modified by RD 951/2015,
of October 23, in response to the evolution of the regulatory
environment, information technologies and implementation
experience.

* RDL 12/2018 NIS DIRECTIVE Transposition. (09.2018). Defining CERT
community. Technical coordination role in CCN-CERT.

Establish CCN-CERT as competent Governmental / National CERT

MISSION

To contribute to the improvement of Spanish cybersecurity, being the national alert and
response centre that cooperates and helps to respond quickly and efficiently to the
Public Sector to actively address the new cyber threats.

CONSTITUENCY

In charge of cyber attacks on classified systems, Public Sector systems and companies and organizations of strategic

sectors for the country in coordination with the CNPIC.
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® CCN-CERT Services

Minimize the exposure surface . . ici
@ P Continuous surveillance H Efficient response

O 1 To provide security guides and standards O 5 Cyber Incident Response O 7 Security Operation Centre
& Secure system configuration

O 2 Warnings and vulnerabilities O 6 Information sharing

(& Threats / Malware / Better practices O Incidents and cyber threats

O 3 Security Audits and inspections

O 4 Training

2014 2015 2016 2017 2018 2019

— V 7 ,,,,, - ~ ~H
) www.cch-cert.cni.es e —
Number of registered use
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® O 1 Security Guides and Standards

26 41 /365 6

Malware Reports New and updated Good Practices
guides Reports

81 73

Technical Reports Threat Report

Guia 823
Servicios en la Nube

Guia 884 Guia 885
Perfil de cumplimiento Perfil de cumplimiento

Total reports figures (2019)

227 1.200.000 D S

Total Reports downloads M L g L O s R S R L

segura p; P
Office 365 Sharepoint Online ExchangeOnfine Microsoft Teams.

LISTADO DE GUIAS CCN-STIC
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® ()2 Warnings and vulnerabilities

All users registered on the CCN-CERT website,
receive cybersecurity notifications and warnings,

informing them of newly detected threats.

Avisos y alertas publicadas por el CCN-CERT
Warnings and alerts published by CCN-CERT

100 i
11.569
90 10,482
80
70 7.197
40 6.167
50
40
30
2 [
P B
0 2014 2015 2016 2017 2018 2019
2013/14 2015/16 2017/18 - ] = = = u
B Avisos B Alertas Number of registered users per year

Warnings Alerts

covcrt ) et O
s s W e e e Y ——}—
Vulnerabilidades Zero-day en Vulnerabilidad de ejecucion
WordPress remota de codigo en Apache
e s Tomcat
eev-cert ()

Nuevo ZEruDEV critico en
W""dOWS WordPress

Vulnerabilidad en plugin de

Vulnerabilidad en Aruba Mobility
Controll

grave en Exim

Dos nuevas vulnerabilidades
criticas en Ad be Acrobat y _
A Reade;

Vuinerabilidad en Drupal

Vulnerabilidad grave en Pulse
Secure VPN
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® How do we manage cybersecurity?

Auditing Detection Analysis Surveillance Exchange Training
solutions solutions solutions solutions solutions solutions
\
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Cybersecurity =N\
Environments \@,«':/reyes>

/= Exposure surface = _——§ =X 7'\—§ '
0 environment 7 Dhvitar: 172 qlorias | E¥iucia>
7 2P </gloria>| €
f\(\\‘.</ana> @)/mes =TS — ——
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S0 > QURITOCIO> ((Esc/emmar D 3 N N
e YL ,'//\?\;/an% 2N {\—i/martm {ﬁ ’

N\ {;’,@:/amparw = pcil 'réffmarl‘aj © ESTUDIO SIMPLIFICADO DE FUENTES ABIERTAS
Rody Sems | [\Maeas, vSOC

N
@/§$L§gzm,m

w51

ENTORNO DE VALIDACION ENS

Observatorio
Digital

£E"S¢

Esquema Nacional de
Seguridad
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® O 3 Security audits and inspections

o

INFRAESTRUCTURA PILAR
RED VISBILIDAD BAS\C.‘

DISPOSITIVOS

FAGS .\

VERIF

N

INFRAESTRUCTURA
RED

DE
IMPLEMENTACION

P
mm./

. AYUDA

ENTORNO
WINDOWS

SERIE
® constic

INFORMES.
TECNICOS
SIMPLIFICADO
DELA
SEGURIDAD

ABSTRACT
INFORMES

BUENAS
PRACTICAS

CUADRD

@ ACTUALIDAD merarios @

(CBERCONSEIOS

Exposure surface Environment

a5
POLTICA DE g PLANDE i @ @wiin MEDIDAS
SEGURIDAD . ADECUACION 4 @ conpensarorias
ESTADO PILAR DECLARACION
SEGURIDAD * o ansc @ ® cearuchsioao
s @ nesar
ABAITAION
IMPLEMENTACION
avororia @ DE SEGURIDAD
iane @ STCoRIACON PERFILES DE
" DESSISTEMAS ALURE @ CUMPLIMIENTO
a8
Cheians
= OFFICE 365 &
2
(o
ClouDs @) g ENTDADES
PRIVADAS LOCALES
CUADRO DE INTELIGENCIA
MANDOS INES racs @
Bres
ANALSIS
INCIDENTES DE
METRICAS DERAIOS SEGURDAD
i . AYUDA
. SECTOR PUBLICO
ACTUALIDAD . - CERTIFICADO
Vi
AYROS ENTORNO DE VALIDACION ENS
CURSOS
sTic . . ENTIDADES "
- =) ABSTRACT DE CERTIFICACION
CigerCONSELOS (@) ianesa: @ o CONFORMIDAD
\ INFORMES .
\- omessss s . Shse
sic
ENCUENTROS .
@ FORMACON SERIES CCN-STIC o INFORMES
ONLINE [ENS) @ surnas . EMPRESAS
SRACTCAS CERTFICADAS

National Security Framework Validation
Environment
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® O 4 Training
D N &

,g'a 50 horas
£ 30 horas

‘ Curso ENS ,g':' 20 horas

2019 figures

ltinerario Gestion

Especialidades

Cripfolégicas
r/)‘lll er ‘1_ ) Lo 22 75 horas
. . — B3 125 horas Gorso:Windows 7 25 horas
_’_ o o & 50 horas L 15 horas
JLv Formacion Basica Curso STIC & 30 horas
L ATENEA _—
= e Curso Redes Inalémbricas &U 25 horas

2 1 + 7 (60 0) Curso Telefonia movil 24 35 horas

ltinerario de Implementacion de Seguridad
Face-to-face courses

+9.200

users

=N ltinerario Especializacién
— N

)%/vanesa>

Curso Avanz. de Auditoria g;' 25 horas

g:’ 50 horas
£ 100 horas Curso Seguridad App. web | g 25 horas

3'3 25 horas
3 15 horas
~

101
21 (+4'000) . Detfeccion
D|Stance SeCU I'Ity Chal |engeS ltinerario de Gestién de Incidenfes . Tempraria &’3 25 horas
H 87 20 horas
&
learning course £ 25 horas

i

Especializacién

Curso Sequridad Infrasstiuctuias de Red

)

/Q\

H ’ Curso de Cibervigilancia & 25 horas

\

Training itineraries
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Continuous surveillance. Detection

vSOC

A :
@k/claudm

o

)
x/reyes>

=

+600 +3.800 +40.000  ~CSIRTes

users investigations search




o ) 2019
n RGgU'GfIOI‘I |n SpCIIn Estrategia Nacional de

Ciberseguridad

2020

EU 2019/881
Cybersecurity Act

2017

8 instrucciones técnicas de

seguridad (ITS)

2018

2016/1148 Directiva NIS . RDL 12/2018
2016/679 GDPR - LO 3/2018

2013

Estrategia de Ciberseguridad
Nacional : y

oW . &

2010 -RD 951/2015 - Ley 31/2015
RD 3/2010 @ > -Ley 40/2015 - PAC y RJSP
2004 ;
E/ Ley 8/2011 2020
RD 721/2011
Ley 8/2011 EJIS * RD that develops the law (RDL) 12/2018

* Cybersecurity act = Certification of products / process / services

2007

Ley 11/2007 Acceso electrénico centro ariptolégico nadondl

RD 1720/2007 [




——
National Security Scheme

75 Security measures ¢Why National security Framework?
Security policy @gﬂs a

Create the conditions of trust in the use of electronic means,

Security normative Seguridad through measures to guarantee security, allowing the citizens

Security procedures . . .

Aufhor?;gﬂon brocess and the AAPP, the exercise of rights and the fulfillment of
duties.

* Promote the continuous management of security, apart from
specific impulses, or their absence.

Planning . .
Access control * Contemplate the aspects of prevention, detection and
Exploitation Operational
External services F?qmework Respond-
Continuity of service .
System monitoring o comprahonve * Promote a homogenous treatment of security that facilitates

cooperation when dealing with different entities, through a
common language and common elements, to facilitate the
implementation of measures and the interaction between

Facilifies and infrastructures AA.PP. and the private sector.
Protection Staff monogemenf
Measures Equipment profection * Provide leadership in the area of good practices.

the protection measures will focus on protecting specific Commu I']iCOﬁOnS pro tec‘rio n
assets, according to their nature, with the required level Information s Toroge profec tion
in each security dimension. . . .
Computer applications protection . CERT'F'CAT'O MARKS ,
. . CERTIFICACION DE CERTIFICACION DE CERTIFICACION DE
Information prOt¢Cf|on CONFORMIDAD CONEL || CONFORMIDADCONEL || CONFORMIDAD CON EL
Services protection
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2016/679 GDPR —-LO 3/2018

Proactive and demonstrable responsibility.
Security measures: Risk

Security

measures

Critical Incident

notification
Management

» Risk analysis

» Personal Data managing activity log
» Data protection security measures: from the design & by default
» Notification of cyber security incidents (security breaches)

» Evaluation of impact about risk data treatment

» Data protection Officer

» Build certification schemes in data protection

1ST Additional Provision: NSF
(ENS) security measures must be

Notification vs Sharing applied in Public sector. [(\

-

ooooooooooooooooooooooooooooo




To promote on line security in
2016/1148 NIS Directive — RDL 12/2018

EU
. 4

Greater National

Capacity in cyber Cooperation

Security
S at EU level requirements
Public
Nuclear Ener .. . Space
&Y Administration : |:> NIS National
Strategy .
s
Feedi Chemical Investigation © ER3GFm N
eeding e -
Industry Facilities NIS Competent #7s. CSIRTs —erlsu
. ‘}:‘ Network Saguided
authorities
** o
Water Health Transport ~ enisa
|:> Responsible Far®
CSIRT
Banking & financial Digital Service & IT Energy
market infrastructure)

Security

measures
Critical Infrastructure (Cl)

Law 8/2011 CI
Essential Services (ES)

RD 721/2011 ClI

centro criptolégico naci
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Spanish application NISD _
2016/1148 NISD — RDL 12/2018

SPOC Incidents with
DSN cross-border impact (art.25)

|

NATIONAL CRYPTOLOGIC MINISTRY OF ONTERIOR SECRETARIAT OF STATE Competent + Competent
CENTRE CNPIC DIGITALIZATION Authorities Authorities
‘ D CNPIC ARTIFICIAL INTELLIGENCE (art.9) (New RD)
| |
CSIRT
ESP-DEF-CERT CCN-CERT INCIBE CERT (art.11)
@ ’ s incibe__
! ™ coy-cert T wemnge oo

__________________________________________________________________________________

Services Public Sector

Technical coordinator

centro criptolégico nacional

Cooperation : o - |
Operators Essentials perators Essentials
Services Private Sector




Actors in National Cybersecurity
Technical Response Operational / Political level

. -
= iy 3
centro criptolégico nacional

CSIRT Network
CSP

EGC group

Critical Infrastructures Public Sector Defence & Private Sector
SOC AGE Armed Forces
Lea ) CNPIC £)CSIRT es

sincibe_

(CICIN
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® RD that develops the law (RDL) 12/2018

Objectives:
* Establish competent authorities.
* Provide a common platform to notify and sharing cyber incidents. Tool to
coordinate Competent authority & responsible CSIRT.
* Supposed special risk/impact = VERY HIGH & CRITICAL cyber incidents
Single point of contact missions.
Security measures for DSP & ESO
ensSe
* Minimum set of cybersecurity measures: ANEX Il ENS “== =
Chief Information Security Officer (CISO = ENS Security Officer). Missions.
Technical Instruction about notification & sharing cyber incidents.
* Incident to notify: HIGH, VERY HIGH & CRITICAL
* Taxonomy (ENISA)
Risk Level
Impact level ! ot | rmeds | e
Information to notify ! MUY ALTO mmedata | 72homs | qoas
|
|

Nivel de peligrosidad Notificacién Notificacién Notificacién
o impacto inicial intermedia final

. . . ALTO Inmediata
* Maximum time to notify

MEDIO
BAJO




National cyber incidents Platform

Cyber threat information Vulnerabilities report & Massive data sharing
exchange modules registry module module
° ) ° .
cov-cert

-\ /marta> m o
ﬁ\ f\\ /ana
@ /reyes> /loret0> : F

\2 e 7 )</mar|a> '(@/geslor-regiaw imncibe

. . . .
Cyber incident handling Sample analysis module Secure communications Statistics & reports
module

Main Functions:
* Taxonomy
Criticality
Federation
+ Other authorities
* Metrics in incident handling.

centro criptolégico nacional




Classification of incidents

When it is a crisis ?

« APT with information exfiltration

» Distributed Denial of Service (DDoS)
(sustained)

« Ransomware?

ES

ESQUEMA NACIONAL DE SEGURIDAD
GESTION DE CIBERINCIDENTES

Guia de Seguridad de las TIC

CCN-STIC 817

» Targeted Attack
s ' ice (DoS)
* Customized Malware

» External attacks with no
consequences

* Generic Malware
* Most incidents

Guideline CCN-STIC-817- Common Criteria for incident handling




Need of a Common Platform _

A c;ommon platform in order to facilitate and automate the reporting, communication and incident handling
processes.

(Operator decides what and when reporting / sharing)

SINGLE NOTIFICATION FEDERATION
com\i)ﬂﬁmwcommu WEI
- MANY ENTITIES
‘”i'c‘:‘;‘i‘.!?“
N N N N
i 1 i} i

|

i
i
}

PROVEEDOR —
[oreavvo]

=)
)

vvvvv

P IE
PN
=
) D
PN
iE)
=]
HED

i

il
I

In this way operators should not keep several
notifications depending on the authority to
which they should be addressed.

Other authorities in the loop.
VIRTUAL SOC
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LUCIA - Module Description /lucia;

LUCIA (Unified List for Incident and Threat Coordination) is a solution developed by CCN-

>

/[
((\

CERT (Spanish National Government CERT) for the management of cyber incidents in the

entities participating in the National Security Framework.
Key aspects:

Based on RT for Incident Response (RTIR): offers a common language to assess risk level and

classify incidents, and enables traceability and monitoring.

Allows carrying out tasks automatically and can be integrated into already installed systems
Federated model: entities can run their own instance and sync it with others’.

Allows entities to manage several types of cyber incidents (currently):

> incidents arisen from the own Institution, detected by their own means.

> incidents arisen from CCN-CERT's Early Warning System (SAT)
4\
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® Architecture

Security Incidents - Unidirectional traffic
(Only metadata ticket information)

CCN-CERT
Administrators

Security Incidents — Bidirectional traffic
(Full ticket information from EWS)

LUCIA

SAT-INET/SAT-SARA
PROBE

LUCIA TICKETING APPLICATION

CCN-CERT

CCN-CERT
Operators

5
O

Secure Messaging Component
Synchronization Component

Yrn &

PROPRIETARY TICKETING APPLICATION

.1-INET/SAT-SARA
PROBE

(LICIN
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Level of danger - Incidents managed

® O 6 : by CCN-CERT in 2019
Incident response

Evolucion de los incidentes gestionados por el CCN-CERT
Evolution of the Incidents managed by CCN-CERT

Very High
Critical |
0 500 1000 1500 2000 2500 3000 3500
2019 __
37 critical Incidentes
3.172 Very High Incidents

37 Interventions

349, 13.500

2019 >

) </LUCL§; (E(Em
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r Thank

= You

E-mails Web Pages:
info@ccn-cert.cni.es WWW.ccn.cni.es
ccn@cni.es WWWw.ccn-cert.cni.es

oc.ccn.cni.es

sat-inet@ccn-cert.cni.es

sat-sara@ccn-cert.cni.es

sat-ics@ccn-cert.cni.es

organismo.certificacion@cni.es

((((((((( iptolégico nacional

T~ j{j.i&l"{,’ja
cov-cert @@ cov-pytec
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INCIDENT CLASIFICATION CRITERIA

Cémo utilizar la matriz de clasificacién

1. Evaluar el efecto conocido o probable del incidente:

+ Lanaturaleza de lo que esta ocumiendo y el efecto en el sistema o sistemas

de destino

» 5ilos efectos son confinuos, empeoran o se mueven lateralmente
* La impertancia de los sistemas, servicios o datos de desting

2. Evaluar la(s) victima(s) del incidente:
= El nimero de victimas
= Larelevancia de la(s) victima(s)
= Considerar tanto a las victimas primarias como a las secundarias

* Considerar la afribucion (capacidad e intencién) o cualquier inferés

operativo

Atagues complejos, extraccion
masiva de dotos e

cion

sostenide 1as

esenciales y los sefvicios asociados

Extraccié
datos s

les o propiedod
infelectual

Malware, beaconing u otra

deliberada en

intrusion acfive en la red;
infermupcion temporal del
sisterna /ser

Atague malicioso de bajo
nivel: reconoci ta s g
idn de idenfidad, phishi

uplaniar
y pérdida de datas no s

Irelevante

[Meci

AUMENTO DEL EFECTO.

“
@
a
<
7]
I
]
o
2
2

L5 (crtes)

[
L0 e h

LO (inetevante)

LO (iretevante)

LO (netevante)

s
T

Ciudadanos Pequena Gobierno Sectores
empf central, servicios estrafégicos,
esencigles Infraestructuras

1
i
. +75.000 hab
1 -75.000 hab
1]

[
I
1
. 04
I crificas
1
i
[
1
1 I

1
'
i
| -20.000 hab
1
1
1
1

A medida que aumenta la importancia y/o el nimero de victimas. escalara lo derecha  w—

Coémo utilizar la matriz de clasificacién

3. En situaciones excepcionales, afiada un indicador ALTO o CRITICO:
= Puede ser aplicado a cualguier categoria o incidente
= Se ufiliza en circunstancias excepcionales cuando se reguieren mayores

recursos o una respuesta rapida de emergencia

Prioridad o perfil alto
Compromisa exfremadamente generalizado
Impacto que cambia la vida de las victimas
Vinculadeo o un actor de amenaza
estratégicamente importante
Calendario y contexto (por ejemplo. eventos)
Alta visibilidad publica

Potencial de alto impacte. pero adin na se ha

materializado

Extrema sensibilidad en el iempo
Les impactos en la vida real son continuos o inminentes
e requiere una contencion rapida.

Amenaza a la vida o indi

uo(s) vulnerablels)

Daros graves a la propiedad intelectual o servicios

esenciales; extraccién masiva de datos.

=

ESQUENA NACIONAL DE SE

‘GESTION DE CIBERNCIDENTH

GUIA NACIONAL DE NOTIFICACION
¥ GESTION DE CIBERINGIDENTES|

‘ ' ‘
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® (05 Information exchange

- Exchange with other Services L N
“'CSIRT.es

- Forum of Incident Response and Security Teams (FIRST),

- CSIRT Network AndaluciaCERT ' ceseny € CaixaBank  CON-CEIT
CENTRO DE SEGURIDAD TIC LLENWEJ o Pttt .
- Trusted Introducer = o
: incibe-cert_ @m/w i CeSsIcAT ‘CNPIC
- Etc. *J CSIRT- . =
GELY  Porrga Tatyiniz [

ePublic sector W ( oCitizens and companies
< (SIRT v ) ' ;
cov-cert | @M R Ssonis  Nas®l SO
: = = - e

i cesicaT

JUNTA DE ANDALUCIA|
e SOC CCSI - CERT
Conro o o Sopetad ezt
EULEN @

= INQENIC

CCG cert MNEMO

Entelgy CSIRT’ MAPFRE

SNE -
22\ Nestle

iris-cert

é‘j’%’% srciEcin A renfe

oCritical Infrg\estructures @ I SZI§ sia-cec cert pogesdesausdna
and strategic sectors -_—

J Lﬂ-\‘cm ibe_ CNPIC
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® CCN-CERT Structure

Prevencidn
Prevention

Gabinete Técnico [2ee

Technical Office

Departamento de Ciberseguridad
Cybersecurity Office

=B

©

Deteccidn
Detection

Respuesta
Response

Comunicacion
Communication

Normativa y Servicios
de Ciberseguridad

@

Regulation and
Cybersecurity Services

Training Regulations

Formacion
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