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Figure 6-5: Lateral deviation after GNSS spoofing during approach.

6.5.6 HACKED DATABASE DURING RNP 0.1 APPROACH

During the RNP 0.1 approach with the hacked FMS database the diverging flight path was discovered 5 out
of 6 times by the PM. In those cases, the PM was cross checking the actual distance/altitude with the
approach chart. Instead, in the undetected case the PM did not perform the cross-checks, this resulted in a
go-around at the Minimum Descent Altitude (MDA). As a go-around is a common practice, this attack only
resulted in a slight increase of the workload for the pilot, but it could lead to a severe capacity decrease at an
airport if multiple go-arounds have to be conducted.

6.6 RECOMMENDATIONS FOR THREAT MITIGATION

Based on the results of the tests and on the feedbacks from the involved pilots and ATCO, the following list
of recommendations should be considered in order to implement procedures for threat mitigation:

e The altitude / height cross-check during GNSS based approaches is a valuable and important safety
net, it should be strictly enforced and considered as a valid safety tool; indeed one test showed that
without checking the altitude the wrong flight path was only noticed at the Minimum Decent Altitude,
whereas in the other tests the pilot monitoring checked the altitude and was able to identify the
deviation from the charted path before the MDA which led to a go-around at a higher altitude.

o The altitude / height of the runway threshold should be displayed explicitly in the FMS in order to be
checked in the approach briefing; the tests showed that the coordinates of the runway threshold as
well as the height of the threshold could not be checked properly beforehand. It would be beneficial
to clearly display the threshold data in the MCDU so that it can be cross-checked before the
approach. That would help to identify mistakes at an earlier stage.

Report on Demonstrations /
page 72 of 76 Simulations



IACT

Code: D4

Issue: 1.02

Date: 31/07/2018

For ACARS updates, a procedure should be considered to ensure the validity of the received
information, for example through an authenticated data transmission, or by letting the flight crew
respond to or confirm the changes in a secure way. This especially includes updates of the flight
plan on the ground; the tests showed that in the simulator environment, the Loadsheet update via
ACARS was accepted in 6 out of 7 cases. This means, that there is a lack of control possibilities to
validate the correctness of the update. It was also identified that a flight plan update on ground could
be a dangerous attack as this is usually not checked and confirmed with ATC.

The pilots and ATCO should be trained to be aware of the possibility of cyber-attacks and the effects
they could have; In general, the pilots did not suspect cyber-attacks behind the malfunctions during
the trials. Therefore, the awareness for possible attacks and their impact should be intensified.
During the en-route segment, an ATC tool for automatically alerting the ATCOs when a significant
deviation from the assigned / planned RNP route occurs could be helpful for early cyber-attack
detection, especially in busy en-route sectors. Therefore, the intended flight path would have to be
shared by the aircraft; the tests showed that the pilots were not able to spot deviations from the
intended flight path during sophisticated spoofing attacks. Therefore, a ground-based tool could help
to identify those deviations. It would have to be independent from the aircraft's navigation system to
ensure resistance to spoofing attacks.

During GNSS based approaches the ATCOs should focus on monitoring the correct aircraft position,
in particular the altitude and lateral displacements with respect to the nominal route. The same
comment on a ground-based tool from above applies here.
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7 CONCLUSIONS AND FUTURE WORK

7.1 CONCLUSIONS

Within the IACT activity, seven simulation flights were performed with real pilots, emulating several
cyberattacks on FMS and GNSS at different flight phases. The pilots were invited to the trials under false
pretenses in order to obtain unbiased results.

During each flight trial, three simulated attacks were conducted. No involved pilot associated the
experienced effects to a cyberattack. Indeed, the pilots were very interested in the results afterwards and
their awareness in cyber-security was increased.

Most of the considered cyberattack were not detected by the crew at the time of the attack. Mis-detected
attacks always led to an increase workload of the crew and of the ATCO, but they never resulted in critical
situations during the flight exercises. However, the results of the flight exercises are limited to the considered
flight route scenario and statistical considerations cannot be derived because of the limited humber of tests.
In fact, some pilots considered certain attacks as potentially dangerous in real scenarios.

Among the considered attacks, the two attacks that were considered most critical are the “Hacked database”
attack and the “GNSS spoofing attack”. The “Hacked database” attack was discovered 5 out of 6 times by
the monitoring pilots, thanks to the cross checking of the actual distance/altitude with the approach chart.
Instead, in the undetected case the monitoring pilot did not perform the cross-checks, this resulted in a go-
around at the minimum descent altitude.

“GNSS spoofing” attacks were performed both during the en-route phase (three times) and during the
approach phase (one time). They were never detected at the beginning of the attack, indeed possible
temporary losses of the GPS as primary navigation method were disregard as temporary problems, they
were not linked to a potential cyberattack. Only in the experiment including an invited ATCO the GNSS
spoofing attack has been detected while ongoing, because the ATCO noticed that the aircraft turned several
nautical miles in front of the intended turn and informed the crew about their deviation and asked for their
reason to deviate. In all the other cases, the effects of the spoofing attacks were discovered only at the end
of the attacks, when the system recovered the authentic GNSS position solution and the pilots realized they
significantly deviated from the flight route. This suggests that a prolonged attack time could have led to even
larger displacements, which in turn could have resulted in severe events, especially in lower altitudes with
surrounding terrain. In the single trial with a GNSS spoofing attack on the approach phase the GNSS-based
approach was discontinued.

In addition to help in understanding the cyberattacks effects during a flight, test exercises performed with real
pilots were also useful to collect the feedback from the pilots, such as the most critical attack scenarios,
differences in operations / procedures of different airlines, and recommendations for threat mitigation
procedures. The outcomes of the trials show that important mitigation procedures include altitude / height
cross-checks, interaction among pilots and ATCO to confirm updates and aircraft positions, and pilots and
ATCO awareness of the possibility of cyber-attacks.

Even though much more exercises should be performed to derive statistically significant results and different
scenarios should be evaluated to assess the impact of different types of route and attack configurations, the
limited number of simulations performed within the IACT activity show the importance for the aircraft industry
to investigate the impact of cyberattack on different aircraft systems. In particular, putting the pilots “in the
loop”, analyzing their actions during simulated attacks and collecting their feedback afterwards, appears to
be the correct path to pursue this investigation.
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7.2 FUTURE WORK

IACT project led to very interesting results from several perspectives:

o Formal validation of the ED-202A procedure to airworthiness cybersecurity risk assessment.
e Implementation of a cyber-attack-enabled flight simulator
e Preliminary validation of the full chain through CAT pilots and ATCOs.

For sure, the approach implemented in IACT is right after the “take-off” phase. It can be further improved and
applied in several contexts, such as: theoretical study, crew training, standardization activities.

Some interesting ideas worth to be explored in the future are:

» Enhance the statistical confidence of already performed tests:
o By increasing the number of trials and refining the synthesis of results.
o By increasing the test cases, to explore a wider range of cases (new flight plans, for
instance) that could trigger different critical points.
e Enhance the realism of the simulator:
o By improving some software implementations
o By including avionic hardware in the loop, as for instance a COTS avionic receiver.
o Explore from the Electromagnetic perspective the coupling of insider/outsider GNSS spoofing attack
with the GNSS antennas via:
o Finite elements software simulations
o Laboratory trials in anechoic chambers
o Real trials in remote regions
e Support EASA in the standardization of the IACT outcomes, to improve training protocols by
increasing cybersecurity awareness in the operators and regulators.
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