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1 INTRODUCTION 

1.1 PURPOSE OF THE DOCUMENT 

IACT 
Code: D4 

Issue: 1.02 
Date: 31 /07/2018 

The main objective of the IACT project is to develop a kno叫edge base for the impact assessment of security 

threat on the safety of 刊ght operations with a focus on cyber-security threats to a number of critical aircraft 

systems 
The purpose of the current document is to present the design and the results of the f1ight simulations 

exerclses pe斤'onned within the activity in the DLR facilities, using the DLR sim叫ator

The design of the f1 ight simulator exercises indudes 

• The definition of the f1旬 ht plan scenario; 

• The definition of the threat scenarios; 

• The simulation plan; 

• The technical details concerning the im訓ementation of the GNSS-based threat within the simulator, 
including the specification of the additional functionalities I modules I interfaces developed within the 

activity 

The results of the f1 ight simulations exercises indude 

• the analysis of the pil。悟， behavior during the exe間ses;

• the pilots feedback after the exercises; 

• some suggestions for procedures for threat mitigation 

1.2 SCOPE OF THE PROJECT 

The scope of the project encompasses the preliminary risk assessment at system and aircraft levels for 
potential cyber-attacks to the Flight Management System (FMS) and to the Global Navigation SateJl ite 

System (GNSS) receiver, including GBAS and SBAS augmentations 
The work 陷 α)nducted con割dering generic function副 arch itectures f.凹 aircraft systems and does not 

encompass the development of detailed system architecture. The assessment covers the ana lysis of 
potential failure cases and the characterization of potential impact for f1ight operations (covering 副I f Jight 

phases), while considering the main (existing) mitigations at the level of f1ight crews working methods and 
operational procedures 

1.3 

1.3.1 

ACARS 

ADIRU 
AGL 
叫P

AMM 

AOC 

TERMS, DEFINITIONS AND ABBREVIATED TERMS 

ACRONYMS AND ABBREVIATIONS 

Aircraft Communi臼tion Addressing and Reporting System 

Air Data and lnertial Reference Unit 
Above Ground Level 
Aeronautical lnfonnation Pu訓1臼tion

Aircraft Maintenance Manual 

Airline Operations Center 
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APCH 

AP 
APV 

ARR 

ATC 

ATM 
CAT 

CG 

CLB 

CM 
CRZ 

DA 

DEP 

DES 
EFB 

FD 

FCOM 

FMGC 
FMS 

FOM 

GBAS 

GLS 
GNSS 

GPS 

GTSM 

IACT 
IC 

IFR 

INS 

10S 
ISA 

LPV 

MCDU 

MOC 
MSL 

NCD 

NM 

OPS 
PF 

PFD 

PM 

QRH 
RNAV 

RNP 

RWY 

Approach 
Auto 刊101

Approach Procedure with Vertical guidance 

Arrival 
Air Traffic Con廿01

Aîr Traffic Management 

Cat呵。可

Center of Gravity 

Climb 

Crew Member 
Cruise 

Oecision Altitude 

Departure 

Destination 
Electronic Flight Bag 

Flight Director 

Ftight Crew Operating Manual 

Flight Management and Guidance Computer 
Flight Management System 

Field Operations Manual 

Ground 8ased Augmentation System 

GBAS Landing System 
Global Navigation Satellite System 

Global Positioning System 
GNSS Threat Simulator Mod叫e

Impact Assessment of Cybersecurity Threats 
Interface Computer 

Instrument Flight Rules 

Inertial Navigation System 
I nstruc河。r Qperator Station 

International Standard Atmosphere 
Localizer Performance 叫th Vertìcal gu idance 

Multipu巾。se Control and Display Unit 

Min imum Obstacle Clearance 
Mean Sea Level 
No Computed Data 

Nautìcal Mile 

Operations 
Pilot Flying 

Primary Flight Display 

Pilot Monitoring 

Quìck Reference Handbook 
Area Navigation 

Required Navigation Pe斤。rman自

Runway 
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S8AS Satellite 8ased Augmentation System 

SIO Standard lnstrument Oeparture 
SOP Standard Operating Procedure 

TO Take Off 

TS Threat Scenarios 
VOR VHF Omni-directional radio Range 
W&B We旬ht and Balance 

1.4 REFERENCES 

1.4.1 APPLlCABLE DOCUMENTS 

[AD.1] EASA.2016.HVP.10: Tender Oocuments Part 1 

{AO.2] EASA.2016.HVP.10: Tender Oocuments Part 1 
{AD.3] EASA.2016.HVP.10: Tender Oocuments Part 11 

[AD.4] EASA.2016.HVP.10: Tender Oocuments Part 111 
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[AD.5] Section A of Qascom proposal in response to EASA.2016.HVP.1 0: EASA-QASC-IACT-A-AD 

[AD.6] EUROCAE, 1321 ED-202A 創rworth iness Secunty Pr。由ss Speαfication 

[AD.7] Section B - Technical and Professional Capacity, EASA-QASC-1ACT-8-TPC V1 .0, of Qascom 
proposal in response to tender EASA.2016.HVP.10 

[AD.B] Section 8 - Technical 0仔'er， EASA-QASC-IACT-8-TPC V1.0, of Qascom proposal in response 
to tender EASA.2016.HVP.10 

[AD.9] 

[AD.10] 

[AD.11] 

1.4.2 

[RD.1] 

1.5 

G. Gamba, L. Canzian and R. Ge陷ter，“ 01 - Survey report" , v1.00, 2017 

R. Geister, J.-P. 8uch, G. Gamba and L. Canzian,“02 - Report on FMS Threat Assessment", 

v1.00, 2017 

G. Gamba, L. Canzian, R. Geister and J.-P. Buch,“03 - Report on GNSS Threat Assessment", 
v1.00, 2017 

REFERENCE DOCUMENTS 

FAA. “Inst叫 ment Flying Handbook (FM-H-BOB3-158f , 2012 

。VERVIEW OF THE DOCUMENT 

The document is structured as follows 

• Chapter 2 defines the 們旬 ht plan; 

• Chapter 3 defines the threat scenarios; 

• Chapter 4 defined the simulation plan; 

• Chapter 5 describes how the GNSS-based threat have been im抖emented with in the simulator; 

• Chapter 6 reports the test outcomes and provides suggestions fl叮 procedures for threat m仕 gation;

• Chapter 7 concludes the document with some final remarks and suggestions for the future 
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2 FLlGHT PLAN DEFINITION 

2.1 SCENARIO OVERVIEW 

IACT 
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The sim叫ation f1 ight scenario represents a short distance f1 ight starting from holding point A13 of runway 

26R at Munich Airport and ending after the aircraft comes to a complete stop on runway 27R of Hanover 
刮rport. This scenario is depìcted in Figure 2-1 , which shows 刮目 the phases at whi由 different Threat 

Scenarìos (TS) could be actìvated. Zoomed views of such scenarìo are also shown ìn Fìgure 2-2 and Fìgure 
2.3 

The f1ìght departs Munìch to the north vìa the INPUD2N RNAV I GPS departure route and cl ìmbs to FL300 

The arrival at Hanover is f10wn vìa the ELNAT4P arrìval route which ends at Leìne (DLE) VOR. From DLE 

VOR the approach ìs contìnued on runway 27R of Hanover Aìrport. The estìmated f1 ìght tÎme ìs 1 :09 h. The 
departure and approach paths are defined by excerpts from the 叫P Germany that wìll 刮目 be used for pìlot 

informatìon durìng the sìmulatìons 

部

戶
伊:啊!LA 昏昏。 仔仔...ao 

-用自一…
間 可陶

。、\>-，，:\ 下

Figure 2-1: Overview of the f1 ight scenario 
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2.2 FILED FLlGHT PLAN 
The 們 led 們也 ht plan , i.e. , without any falsified waypoint, is provided in Table 2-1 

W1mm:tl lrr.nm l'r.'l tlG lmiIlI 11m! 
lfiOI 

l.f!l.'I Il\."l l!JI.1J ImIIill 
r!'irnrn:.r::l 

lflWiI 
lflWiI Ilml 

~ 
Ilml I~I llmI 

ED DM 
[侃WJ] I!m lmIIilJ 

INPUD2N 256G 5 250 3110 247 5.0 1.5 

DM圖6
470。 1.5 

IN PUD2N 256G 5 330 3460 329 13.2 2.7 

DM0 65 
FLl13 4.2 

IN PUD2N 256G 5 342 3390 341 6.2 1.1 

INPUD 
FLl14 5 .3 

Y102 256G 5 4個 3420 399 35.2 5.7 

UPALA 
FL242 11.0 

Z109 2560 5 425 3500 426 22.5 3.3 

FL282 14.3 
RODOG 

Z109 2560 5 437 35r 438 18.0 2.5 

BAM AS 
FL300 16.8 

Z109 2560 5 437 3590 438 11.7 1.6 

EBESI 
FL30。 18.4 

Z109 2560 5 437 3590 438 18.8 2.6 

P IBAD 
FL300 21.0 

Z109 2560 5 437 32r 436 19.8 2.6 

BAM岫
FL30。 23.6 

Ul602 2560 5 437 2960 434 12.3 1.6 

TAM EB 
FL300 25.3 

Ul602 2560 5 437 2960 434 12.4 1.7 

ROBEL FL30。 27.0 
Ul602 2560 5 411 330 0 409 31.8 4.4 

FL260 31.4 
KEMAD 

2560 003. UP605 5 402 403 4.9 0.6 
FL246 32.0 

ELNAT 
2560 0060 ElNAT4P 5 371 372 16.0 2.5 

WER RA 
FLl93 34.5 

ElNAT4P 2560 5 316 0060 317 24.1 4.1 

NORTA FLl18 38.6 

ElNAT4P 2560 5 263 。19
0 265 23.1 4.9 

DLE 
3600 43 .5 

RNP27R 2560 5 198 023 0 201 10.2 2.6 

DV611 
30個 46.1 

RNP27R 2560 5 196 3180 194 4.0 1.1 

DV6 12 
3000 47.2 

RNP27R 2560 5 174 273 0 169 4.0 1.2 

RW27R 300。 48.4 

EDDV 

Table 2-1: Filed fl ight plan 
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Departure 
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Final 
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2.3 DEPARTURE AIRPORT 

IACT 
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In order to focus on the essential scenario f1ight, the ta划 phase is skipped and the aircraft is a1ready 
positioned at holding pαnt A13 of ru nway 26R in Munich. The pa甜ion is depicted in Figure 2-4 with the 

coordinates and true heading given in Table 2-2 

A 

﹒一.一-一.一-一.一-一- -
Area ot responslbllity FMG 、.

1449 H LOC 

Figure 2-4: The aircraft is positioned at holding point A13 of runway 26R in Munich 

Variable Value 

Latitude 48.3656。

Longitude 11 .8198。

True heading 353。

Table 2-2: Coordinates and true heading ofthe aircraft at holding point A1 3 
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2.4 DEPARTURE ROUTE 
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The RNAV (GPS) SID INPUD2N is used for departure, which is depicted in Figure 2-5 (sour田 AIP

Germany) 

的岫叫叫民間山.. 

白

o DFS Deúl缸~ ... 耐"*""SI llmb~

叫阿

拉~-
欄目r

祖訓 '"

咱

_. 

. m羽

1酬.V.l0l'l Fl阱'"
A岫P 叫Äl.ENT

2. GPS R叫牌。

一…叫
岫TAUT~棚血

。“-當-
制呵呵且

一-m呵呵咀

一…叫呵呵呵

一一則呵呵自

刷叫5-7-39

E向前EB2017

間。"'耐
酬揖

.AAO叫T叫

Figure 2-5: RNAV (GPS) standard departure chart showing the used INPUD2N departure 
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ARRIVAL ROUTE 

For the transition between en-route and approach the arrival route ELNAT4P is used, which is depicted in 
Figure 2-6 (sour田 AIP Gennany) 

2.5 

叫一……
J\02E岫叫
_.歐阱，詞作

叫阿峙R
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" 。U臨R ACTMT1ES
市區血:Cn::O IN 

斗

間
也
一
一

.'"1 

jlii 

間

rl"-l月色._
.驢"

Ra7...---圖

M叮.~可叮z宙間m叫.~"呵

A曲Zn，晶胸ι配E司E.A風.風H草EMU'" 

圈-mM，RMnm圍• • - m m .a 

、

…@ 
刊-
﹒ 周
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棚'.'....!..J.
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Figure 2-6: Standard Instrument Arrival Route ELNAT4P 
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2.6 APPROACH ROUTE 

The RNP RWY 27R approach, which is depicted in Figure 2-7 (source: AIP Gennany), is used as basis for 
the creation of the project spec的 c GBAS, SBAS and RNP 0.1 approaches 
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Figure 2-7: Arrival chart used as basis for the approaches 
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ARRIVAL AIRPORT 

The f1ight is p旭nned to land on 叫nway 27R of Hanover 甜rport . The simulation is stopped once the 副 rcraft

comes to a com抖ete stop on the runway. The ground ch甜 is given in Figure 2-8 (sour回 AIP Germany) 
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2.8 LOCAL AND GLOBAL WEATHER SITUATION 
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The weather is utilized as a scenario element in the way that for the approach in Hanover the weather masks 
the positωn and altitude deviations introduced by the GNSS and FMS attack events. Specifi 回lIy， the 

weather in Hanover is chosen to have broken clouds with a base of 300 ft Above Ground Level (AGL). Since 

the f10wn approaches have a minimum descent altitude of 250 ft AGL, the visual positωn and altitude 

deviations are masked until the aircraft breaks out of the clouds close to the ground. The weather at the 
departure airport Munich is far less critical with a cloud base of 3日 00 ft AGL, which is atso the global could 
coverage along the whole f1ight 

The wind situation is generally calm with four to 儒ve knots at ground level, bJowing from a westerJy direction 

The temperature is simulated according to the standard atmosphere (ISA+O) and therefore there is no need 
for a temperature compensation for the baro-referenced approaches 
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3 THREAT SCENARIO DEFINITION 

3.1 GENERAL REMARKS 
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The test person is the monitoring pilot in order to determine îf the fai lure/attack is detected. DLR staff is the 

f1ying pilot. DLR staff does not actively contribute to problem detection and solution finding but supports the 

pilot monitoring on request 

Up to three different attacks on a representative f1ight are inc1uded, for the benefit of not giving away the true 

intention of the simulator trials to the participating pilots. Indeed, the pilots are invited under a false pretext to 

prevent them from being vigilant for cyber-attacks 

3.2 THREAT SCENARIOS OVERVIEW 

TSID TS type Attack Feasibility Impact 

1 GNSS Medium High 
• GNSS signal not • Short 盟paralion from 

authenticated obslacles and olher 
• Aircraft dynamic fast- aircrafts 

changing • ATC overloads may a仟'ect
• ATC always available scheduling and support of 

Strict protection level olher departures I arrivals 
limits 

2 GNSS High Medium 
• GNSS signal not . large separation from 

authenticated obslacles and from other 
• Aircraft dynamic slowly- a，阿ays

changing 
• ATC not always available, 

in parti叫lar along oceanic 
routes 

﹒ L∞se protection level 
limits 

3 GNSS / Medium High 
SBAS / • GNSS signal not • Short 盟paralion from 
GBAS 
spoofing 

aulhenticated obslacles and olher 
• Aircraft dynamic fast- aircrafts 

changing • ATC overloads may a仟'ect
• ATC always available schedullng and supaprnov『t』 of 
• Strict protection level olher departures I arrivals 

limits • Runway misalignments 
during GNSS-based 
approaches (in pa付icular

for procedures exploiting 
GNSS also for vertical 
navigalion) may lead to a 
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Fplhiga ht Description 
se 

Departure Spoofing 。f the 
GNSS posilion of 
the aircrafl du而nnlgs 
departure 
causes a lateral 
displacemenl w.r.t. 
the actual GNSS 
bas回 departure 
roule. 

En-Route Spoofing 。f the 
GNSS posilion of 
the aircrafl during 
departure 而 s

causes a lateral 
displacemenl w.r.t. 
the actual GNSS 
bas回 en-route 
roule. 

Approach sGpN。S。Srmg 。f the 
。r GNSS-

SBAS 。r GNSS-
GBAS position of 
the aircrafl du而rinlgs 
approach 
causes a lateral and 
，e前i臼|

displacemenl w.r.t. 
the actual GNSS 
bas副 approach 
roule CAT 
operalions, 、、而ith

associated weather 
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mhalszsaerdd oaups plraonadcmh g orto an 

4 Weighl & Medium High 
Balance • ACARS Iransmission nol • W&B crilical especially 

uepbdarte e necessarily secured during T/O 
before • Very small dalasel • Oul of bounds Irim selling 
Take-Off . Informalion aboul va!ues 回n lead 10 loss of con廿01

are publicly oblainable • Aulo-compuled Green 
0 01, S, F, VAPP speeds 

d{aenpd e『吋tdlml『aetceHdy on tak國ff
(and eslimaled landing) 
weighl. Possible ∞nfusion 
aboul FMGC vs. FAC 
weighl 

5 Flighl Medium Med ium 
plan • ACARS Iransmission nol • Wrongful waypoinls could 
updale in necessari ly 揖cured lead 10 increased 
flighl . Informalion aboul values workload 

are publicly oblainable 
• ATC acts as safety nel 

6 Upload of Low High 
∞rrupled • Proprielary knowledge of . Ouring approach, a 
dalabase FMS formal required wvunglnhk l nlght path could 

• Access 10 dalabase lead inlo lerrain 

provider IT infraslruclure 
• ATC overloads may a仟'ecl

schedullng and supaprnov『t』 of or 10 cockpìl required olher departures 1 arrivals 
• Knowledge of ∞mpany 

A(mTdC e甜 dumntpy mppa『lonataclh 
procedures and conslantlv mainlains 
deslinalions required 'he 刊lgrchrtapft auth r monitor of 

Ihe aircrafl under conlrol 
and once ATC real ized 
Ihal Ihe aircrafl is 
conducling a wrong 
applp mF achEt lntewer1es to 
help pilols 10 recover and 
mainlain safety 
paramele時)

7 Oenial of L趴V High 
servlce • Allacker would have 10 be • Allack could fead 10 
allack on on board and access 10 double FMS failure 
FMS Ihe FMS network. which is . This will increase pilot's 

usually decoupled from workload signi罰cantly
Ihe cabin • Navigalion funct ions are 

• Allacker is ve叩 likely 10 delerio間led ， no machine 
be delecled support for 制ghl planning 

. EMenslve lklendow『呵1edUglreed of available 
FMS insla • ATC as safety nel 

Tab le 3-1: Overview of the Threat Scenarios 
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condilions, a,e 
considered 

ACARS eufop『deate of 
W&B. Before lake-

。宵， wIrnofnogrmma ass and 
CG informalion as 
well as TlO spe而edls 
are received. This 
leads 10 a miss-Irim 
of airc阻ft

ACARS fli個gIht MMah n 
updale in fl ighl 
new waypoinls. This 
leads 10 a devialion 
of the flied aod 
desired r叫'e

Wrong GNSS 
approach is loaded 
inlo 的e FMS 
dalaba時 IT-allack 
on dalabase server 
。汗 dalaba自

provider. Corrupl 
dalabase is loaded 
inlo b。因h FMS 
SBAS/RNP 
approach is carried 

。"' onlo 、叮'ong

waypoinls during 
close t。 CAT 
wealher. laleral 
displacemenl aod 
verti臼|

displacemenl 

Hacking of FMS in 
RFIMghS t leads to double 

failure. Tolal 
loss of bolh FMS 
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3.3 THREAT SCENARIOS TEST MATRIX 
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In each f1 ight scenario there is a total of three different attacks on the 副rcraft ， for the benefit of not giving 
away the true intention of the simulator trials to the participating pilots. Indeed, the pilots are invìted under a 
false pretext to prevent them from beìng vigìlant for cyber-attacks 

The scenarìo ∞mpositìons of the seven planned simulatìon runs are defined ìn Table 3-2. It ìs ìmportant to 

remark that the table contaìns an empty column for the GNSS spoofing attack durìng the clìmb phase and for 
the SBAS/GBAS sp∞fing attack. In fact, these attacks were 炯炯lIy foreseen for the sìmuJator t間 Is (and for 

thìs reason the descriptìon of these attacks ìs present ìn chapters 3.4.1.2 and 3.4.3.1), but after a prelìm ina叩

assessment wîth the sìmulator they were not ∞nsìdered for the trìa峙， other scenarìos were consìdered more 

relevant 

Scenarìo 
DEP &CLB CRZ DES & APCH 

Number 
W&B GNSS GNSS ACARS FMS DB SBAS/GBAS RNP 0.1 

Sooof SDoof FPln DOS hack Sooof Sooof 
1 X X X 
2 X X X 
3 X X X 
4 X X X 
5 X X X 
6 X X X 
7 X X X 

Table 3-2: Test matrix defining the TS that are incorporated in the different scenario runs 

3.4 SCENARIO DESCRIPTION 

3 .4 .1 DEPARTURE AND C LlMB PHASE 

The scenario ìs chosen to start from the holding pαnt posìtìon due to scenario tìme and simulator 

constraìnts, leaving out the ta別 phase from the gate to the holdìng poìnt. At the start of the scenario the 
aìrcraft ìs pos耐。ned at the holdìng poìnt A 13 of 叫nway 26R of Munìch aìrport. Due to sìmulator const咱們ts

the engìnes are already runn ìng wìth the aìrcraft b創ng con們gured for takeoff. The crew ìs briefed to perform 

theìr departure brìefing at the holdìng point position 

The Weight and 8alance (W&B) data computed wîth the Loadsheet ìOS app is given in Figure 
3-1 . At the holding point the aircraft has a mass of 65.2 tons and a 田nter of gravity of 35.9%. The 

accompanying weight distribution is given in Figure 3-2 

During thìs phase of f1ight the f1 ight crew either experiences an ACARS w呵ht and balance u阿ate prior to 

takeo汗。r a GNSS spoofing during the departure. These two events are described and defined in the 
fo l1owing subchapters 
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Figure 3-1: Weight & balance for the scenario ftight 
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Figure 3-2: Weight distribution 
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3 .4.1 可 DEFINITIDN DF THE ACARS WEIGHT & BALANCE UPDATE EVENT 
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The threat scenario TO TS-1 is described in {AD.10] as 

TO TS-1: An affacker on the ground possesses the ACARS addresses of muftiple aircraft and transmits 

fa/sffied load sheet data vÎa ACARS to the aircraft. On-board, the data is 用ceived， either by a print out or 
direcfly in the FMS. The worst condition for a take-off would be an aft CG and additionafly a nose up trim 

The eleν'ator of the aircraft would, at certain ν'alues， lose the ability to pitch down the aircraft and that could 

result in an uncontrollable aircraft state. The affack would occur during the preflight phase but the results 

would become present in the take-off phase 盯herefore， 的'e scenario will be assigned to the take-off phase 

Attack: As shown in Figure 3-1 the aircraft has an aft center of gravity (CG). For the attack a falsified W&B 

with a forward CG 1S generated as it 的 given in Figure 3-3 and Figure 3-4. This falsified i nfl凹mation is then 

sent by the attacker to the aircraft via ACARS. Although the computed takeoff wei!且 ht has not changed, due 
to the falsified weight distribution the trim setting is 10 up instead 01 1.60 down. This leads to a destabi1ization 
of the departure f1ight path. The p的ntout that wì l1 be generated by the aircraft's printer is shown in Figure 3-5 

Tim ing: As the AVES cockpit does not 1eature a printer the printout is handed to the crew by the simulator 

operator when the pilots have taken their seats in the simu旭tor and the simulation is about to start 

nESULTS 

Hl1I!Il 

Figure 3-3: Falsified Weight & Balance data used for the attack TO TS-1 
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3.4.1.2 DEFINITIDN DF THE GNSS DEPARTURE SPOOFING EVENT 
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The GNSS threat scenario DEP TS-1 is considered for the de閃閃ure phase. Spec 個目lI y ， the GNSS spoofing 

attack operates on the lateral position of the aircraft, with the goal of slo'叫y diverging the lateral aircraft 

navigation with respect to the actual traject。可 ， up to the point in which the aircraft exits from the protected 

area 
Figure 3-6 illustrates the concept behind a lateral spoofing attack. If the attacker emulates a po割tion that is 

on the right side of the aircraft with respect to the f1旭 ht plan trajectory, then the pilot believes to be too on the 

right with respect to the flight plan traject。可 ， hence he appl ies a heading correction toward the left side. At 
this point, if the attacker continuously emulates a spo。但d position that 悟。n the right side with respec地 to the 

actu訓 aircraft position and if the offset continuously increases, then the pilot follows a spoofed traject。可 that

slowly diverges from the f1ight plan traject。可 toward the left side. Indeed, by following this traject。可 the

spoofed p。劉tions are compatible with the flight plan trajectory, hence the pilot believes to follow the correct 
course. This illustration is simp叫ed ， since it neglec站 effects such as the fusion of the GPS spoofed pos耐。n

with the ine前 ial data (i.e ., the GPIRS position solution), the actual actions performed by the pilots (e.g. , 

position cross-check , control of the aircraft headi呵 ， etc.), and the dynamic model behind the aircraft motion; 

in fact, the impact of these effects have been evaluated during the simulation exercises. Nevertheless, this 
illustration is helpful to understand 、什lat could potentially happen during a spoofing attack and to design a 

spoofing attack 
For a departure phase an RNP 1 route is cons岫ered . For these types of routes, the lateral protected area is 

equal to Lp = 2 NM either side of the track [AD.10]. The DEP TS-1 spoofing attack is designed such that the 
GNSS spoofed position laterally diverges from the aircraft position of a total of ð. = 2.Lp = 4 NM, from the 

beginning to the end of the attack. Since the attack lasts for 8 minutes, this impl ies that the spoofed position 
is computed using a lateral drift of 30 NM I hour with respec沈 to the actual aircraft p。劉tion . It is important to 

remark that this drift is significantly larger than the common drifts suffered by INS systems, which range from 
few hundredths of NM I hour for the best INS systems to few NM I hour for smaller and less expensive 

systems [RD.1 ] 
The target value ð. = 2.Lp is selected such that the final point of the spoofed 岫ject。可 rs 呵nifi咀叫y outside 

the protected area. In this w. 

Attack: The attack changes the GNSS position comput.吋 by the GNSS receivers. Specifically, the spoofed 
pos仕的n laterally drifts of 30 NM I hour from the beginning of the attack to the end of the departure phase 

The aircraft position at the end of the departure phase is expected to be outside the protected area, in case 
the aircraft is navigated following the GPIRS position solut悶悶∞mputed by the ADIRUs 

Timing: The attack starts 1 minute after having reached the waypoint DM066, i.e., after abo叫 2.5 minutes 
since the beginning of the flight. It wiJl last for 8 minutes, shortly before the beginning of the climb phase (see 
the 們 ight P旭n in Table 2-1 ) 
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3.4.2 CRUISE PHASE 
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The cruise f1ight phase s個 rts when the aircraft reaches its cruise flight level of FL300. This phase of 刊ght

contains four different threat scenarios that are refined in this chapter. For an increased comparabi1ity of the 

different experimental runs, where the threat scenarios are altered accord ing to the test matrix given in Table 
3.2 ， 副 1 of the threat scenarios 叫 1 be triggered at the same physi回11。目討。n ， i.e. , when the aircraft passes 

the en-route IFR waypoint EBESI 

3.4.2.1 DEFIN ITlDN DF THE GNSS ENROUTE SPOOFING EVENT 

The GNSS threat sce悶悶 EN-R TS-1 is considered for the en-route phase. Similar1y to the departure phase, 

also in this case the GNSS spoofing attack operates on the lateral position of the aircraft, with the goal of 

slowly diverging the lateral aircraft navigation with respect to the actual tra戶cl。巾， up to the point in which the 

aircraft exits from the protected area 
For the AVES sim, when GPS PRIMARY is available, the navigation pe斤'onnance in the en-route phase is 

RNP-1 . For these types of routes the lateral protected area is equal to Lp = 2 NM either side of the track 
[AD.10]. The EN-R TS-1 spoofing attack is designed such that the GNSS sp∞fed position 扭扭rally diverges 

from the aircraft p。劉tion of a total of ð. = 2.Lp = 4 NM, from the beginning to the end of the attack. Since the 
attack lasts for 9 min叫.es ， this implies that the spo。他dp。甜的n is computed using a later訓。i ft of 26.67 NM / 

hour with respect to the actual aircraft position. It is important to remark that this drift is significantly larger 

than the common drifts suffered by INS systems, which range from few hundredths of NM 1 hour for the best 

INS systems to few NM / hour for smaller and less expensive systems [RD.1] 
The target value ð. = 2.Lp is selected such that the final point of the spoofed 廿aject。可 is 呵nifi臼nt ly outside 

the protected area. In this way, in case the pilots "blindly" foJlow the indications provided by the GNSS-based 

navigation mode, the actual aircraft posit旭n at the end of the departure phase is expected to be outside the 

protected area, even cons地ering that the GPIRS navigation solution is a fusion among the spoofed GNSS 
position and the aircraft ine成ia l data 
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Attack: The attack changes the GNSS position comput.吋 by the GNSS receivers. Specifically, the spoof，出
position laterally drifts of 26.67 NM I hour from the beginning of the attack to the end of the en-route phase 

The aircraft position at the end of the en-route phase is expected to be outside the protected area, in case 
the aircraft is navigated following the GPIRS position solut悶悶∞mputed by the ADIRUs 

Timing: The attack starts 30 seconds after having reached the waypoint BAMAS, i.e. , after about 17.3 
minutes since the beginning of the 們 ight. It willlast for 9 minutes, shortly before the beginning of the descent 
phase (see the f1旬 ht plan in T able 2-1) 

3.4.2.2 DEFINITIDN DF THE ACARS FLlGHTPLAN UPDATE EVENT 
The threat s田nario EN R TS-11 is described in [AD.10] as 

EN-R TS-11: An aftacker on the ground possesses the ACARS addresses of multijρle airc用ft and transmits 

fa/sified flight plan data to an aircraft. The atfacker would need to know the deparlure and the arriν'al airport 
and have an idea of the used route to tailor the aftack to the actual 的rght path but the data is easily 

obtainable through observation. The pi/ots wou蚵 accept the new f1ight plan and deviate laterally from their 

desired path 

Attack: The attack changes the en-route part of the f1 ight 訓an bet'Neen the IFR waypoint EBESI to a more 

easterly traject叮y， including a change of the proposed arrival route that is changed from the original 
ELNAT 4P to the GITEX4P arrival. The air traffic control sector affected by the attack is sho帆 n in Figure 3-7 

Timing: The bogus FMGC flight plan update transmitted by the attacker via ACARS and printed 0叫 on the 

aircraft's printer is handed out to the crew by the simu旭tor operat叮 after the aircraft has entered the ATC 

sector “EDMM_FRKU_1 FL266 - FL315H approximately 12:27 minutes after takeoff. When the attack 陪

triggered the aircraft is approximately e旬ht minutes of f1 ight time away from the bogus f1 ight plan changes 
The ACARS printout that 1S handed to the crew is sho、叩 in Figure 3-8 
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Ffgure 3-8: Bogus ACARS flfght plan update that fs handed to the crew 
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3 .4.2.3 DEFINITION OF THE DOS ATTACK EVENT 
The threat scenario EN R T5-12 is described in [AD.10] as 
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EN-R TS-12: An atfacker on board of Ihe aircraft is able 10 access an interface to the FMS. The atlacker 

starts a denial of servi目 (OoS) atfack so that Ihe FMS is not responding in 個ezes at 100% task foad. The 

compfefe functionality is fost. No flight planning via MCOU is possibfe nor is a maρ displayed. Independent 
na叫gation sysfems (VOR, OME...) are with backup display systems are stifl available 盯his siluation willlead 

to an increased workfoad in the cockpit due to increased communication activities between the pilots and 
圳的 ATC fn additio 丸 paper navigalion and/or A TC guided navigation will be required. 

Attack: On the triggering of the DOS attack the MCDU screen freezes and the system does not react to pitot 

inputs. Add耐。nalty， the map on the navigation disptay (ND) disappears wìth the “MAP" f1ag showing up in the 
ND. An exampte of the resutting ND is given in Figure 3-9 

Timing: The 005 attack is triggered with the aircraft passing the tFR waypoint EBESL This pαnt of time is 

chosen so that atl threat scenarios of the cruise 們 ight phase are triggered at the same point of time, which is 

expected to increase the ∞mparabi tity of the different scenario etements. The DOS attack is hetd for a time 

of 180 seconds 
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Figu間 3-9: Navigation display (ND) showing the MAP NOT AVAIL f1ag 

3.4.3 DESCENT AND APPROACH PHASE 

The descent and approach f1 ight phase begins when the aircraft descends from its cruise f1 ight level. This 
part of the 個ght contains three different cyberattacks on the aircraft that are described in the following 

subchapters 
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3 .4.3.1 SBAS/GBAS APPROACH EVENT 
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For a SBAS/GBAS-based approach the GNSS threat scenarios ARR TS-2 and ARR TS-3 are considered 

SBAS-based approaches are part of the RNP APCH procedures. Specifically, an SBAS-based approach is a 
Localizer Pe巾rmance with Ve叫ical guidance (LPV) approach, a type of Approach Pr<。自由 re with Ve前 ical

guidance (APV) in which the ve削cal gu恥dance is provided by the GNSS-based position solution. LPV is a 

non-precision approach, nevertheless it allows to 們y up to a DA of 200-250 feet, si川la叫Y to a Categ。可 l

precision approach 

GBAS-based approaches are instead pe仟。rmed through a GBAS Landing System (GLS), they are not 
Performance Based Navigation (PBN) appr巾。aches. GBAS a訓Ilows t抽。 們y Ca刮tegor叩y 1 (200' ，三三 DA < 250') 

Ca副t呵。可 11 (們10叩0' 三 DA < 200'), and Category 111 (DA < 1 日的 precision approaches, and it wilt eventually 
support landings all the way down to the 叫nway su巾ce

Though SBAS and GBAS are different types of approaches, they are treated in the same way during the 

simulation exercises. Indeed, they have several commonalities, fl叮 example they both allow to fly 叩 to a DA 

of 200-250 feet and, most of all , in both cases the vertical guidance is provided through the GNSS-based 
position solution. Because of th悶， in the considered SBAS/GBAS threat scenario the spoofing attack 

operates both on the lateral and on the vertical position of the aircraft, with the goal of slo州 y diverging the 

lateral and vertical aircraft navigation with respect to the actual trajectory, up to the point in which the aircraft 

exits from the protected area, both laterally and ve前ically

Concerning the lateral deviation, it is important to rema成 that a pure later deviation becomes less intense 

after a turn, because a ∞mponent of the lateral deviation becomes projected on the longitudinal path. As an 

extreme case, a pure later deviation becomes a pure longitudinal deviation after a 900 tum. Since some tums 

are foreseen during the approach phase (in fact, the 泊nding 叫nway is orienting in the east-west direction, 

whereas the en-route path is towards the south-north d廿ection) ， it is convenient to apply a longitudinal drift in 

addition to the lateral drift, in order to guarantee a certain lateral deviation also after the tums 

The final approach leg of a RNP APCH procedure is RNP 0.3, with a lateral protected area of Lp = 0.95 NM 
e ither 割de of the track [AD.10]. The spoofing attack is desig 門 ed such that the GNSS spoof，喔~ position 

laterally and longitudinally diverges from the aircraft position of a total of L1Jat = 2.Lp = 1.9 NM, from the 
beginning to the end of the attack. Since the attack las 
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level before reaching the runway 
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Attack: The attack changes the GNSS position computed by the GNSS receivers. Speci們回lIy ， the spoofed 

position drifts laterally of 9.5 NM I hour, longitudinally of 9.5 NM I hour, and vertically of6.25 m I minute, from 

the beginning of the attack to the end of the approach phase. The aircraft p。劉tion at the end of the approach 

phase is expected to be outside the protected area and at a dangerously low altitude, in case the aircraft is 
navigated following the GPIRS position solutions ∞mput甜 by the ADIRUs 

Tim ing: The attack starts 30 se∞nds after having reached the waypoint WERRA, i.e., after about 35 
minutes since the beginning of the flight. It lasts for 12 minutes, sho叫 y before the beginning of the 們nal

approach phase (see the flight plan in Table 2-1) 

3.4.3.2 GNSS RNP 0 .1 APPROAC H EVENT 
For a GNSS RNP 0.1 approach the GNSS threat scenario ARR TS-1 is cons地ered. RNP 0.1 is part of the 

RNP AR APCH procedures. These procedures allow to pe斤。rm an Approach Procedure with Vertical 

guidance (APV) , in which the vertical guidance is provided by an altimeter (Baro VNAV). Hence, the GNSS 
based position soluti凹的。nly exploited for lateral guidance. For this reason, in this threat scena巾 ， similarly 

to the departure and en -route phases, the GNSS spooftng attack operates on the lateral position of the 

aircraft, with the goal of slowly diverging the lateral aircraft navigation with respect to the actual trajectory, up 

to the point in which the aircraft exits from the protected area 
It is important to remark that a pure later deviation becomes less intense after a tum, because a component 

of the later剖 deviation becomes projected on the longitudinal path. As an extreme case, a pure later 

deviation becomes a pure longitudinal deviation after a 900 tum. Since some turns are foreseen during the 

approach phase (in fact, the landing runway is orienting in the east-west direction, whereas the en-route path 
is towards the south-north direction), it is convenient to apply a longitudinal drift in addition to the lateral dr咐，

in order to guarantee a certain lateral deviation also after the tums 

In an RNP 0.1 route the lateral protected area is equal to Lp = 0.2 NM either side of the track [AD.10]. The 
AR-R TS-1 spo。但ng attack is designed such that the GNSS spoofed position laterally diverges from the 
aircraft position of a total of I'l = 2.Lp = 0.4 NM, from the beginning to the end of the attack. Since the attack 

lasts for 12 minutes, this im抖ies that the spo。但d positωn 陷 computed using a lateral drift 。而 2 NM I hour and 

a long itudinal drift of 2 NM I hour with respect to the actual aircraft pos忱。 n， similar to ∞mmon drifts suffered 

by small and cheap INS systems [RD.1] 
The target value I'l = 2.Lp is selected such that the final point of the spoofed t問Iject。可 rs 呵nift曲ntly outside 

the protected area. In this way, in case the pilots "blindl y" foJlow the indications provided by the GNSS-based 

navigation mode, the actual aircraft position at the end of the departure phase is expected to be outside the 

protected area, even considering that the GPIRS navigation solution is a fusion among the sp∞fed GNSS 
position and the aircraft inertial data 

Attack: The attack changes the GNSS position comput，吋 by the GNSS receivers. Speαfically ， the spoof，甜

position drifts lateraJly of 2 NM 1 hour and 10ngitudinaJly of 9.5 NM I hour from the beginning of the at1ack to 

the end of the approach phase. The aircraft p。劉tion at the end of the approach phase is expected to be 

outside the protected area, in case the aircraft is navigated foJlowing the GPIRS position solutions computed 

by the ADIRUs 

Timing: The a1tack starts 30 seconds after having reached the waypoint WERRA， 間 ， after about 35 
minutes since the beginning of the 們 igh t. It 悟到s for 12 minutes, shortly before the beginning of the final 
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approach phase (see the flight plan in Table 2-1) 

3.4.3.3 CORRUPTED DATABASE EVENT 
The threat scenario ARR TS-15 is described in [AD.10] as 
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ARR TS-15: An atfacker ís able 10 access the servers of an FMS database provider. The final approach 

segment data of one or several approaches are altered. Specificall:此 the data for an SBAS (EGNOS) 
approach is changed. The aftacker was ab旭 10 lower the Ihresho肘 heighl so thal the glide path feads into 

the ground way before the real runway. The aircraft conc/udes an approach in poor weather conditions wíth a 

c/oud ceíling around 250ft. The aftacker was able 10 change Ihe data so that the aírcraft reaches that altitude 

before the actual runway starts 

Attack: The attacker manages to generate an FMS database 、叫th a f;刮到自ed threshold height for the 

approach to runway 27R of Hanover airport. The nominal thresho岫 height for this runway was 169 ft MSL 

before the attacker set it to 0 ft MSL, while leaving the altitude of the final approach fix XA VER of 3000 ft 
AGL unchanged. This changed geomet可 leads to a potential ground ∞ntact approximately 0.5 NM in front 

of the threshold of runway 27R 

Timing: As the corrupted database has to be loaded into the FMS, this attack must be performed before the 
actual 罰。ht. The corrupted database is an identical copy of the nominal AVES simulator FMS dataset, 
聞自pt for the threshold altitude of runway 27R of Hanover 卅巾。 rt

Figure 3-10: The lowered threshold height leads to a potential ground contact approximately 0.5 NM (yellow line) 
before the threshold, shortly after passing the missed approach point DV714 
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4 SIMULATION PLAN 

4.1 ATC SCRIPT 
The ATC script defines how the ATM controller works. The basic idea is desc吋bed in the foll。叫ng

• 2 controllers 

o 1 st one is the actor controller and controls depa巾re and approach pa自 ofthe 刊ght and is 
provided by the expe吋ment personnel; 

o 2nd one controls the en-route pa忱。f the f1 ight and belongs to the experiment participants as 

the ∞nsequences of aircraft cyberattacks on the ATM system shall also be examined 
(detection of route deviations/violations and deαsion-making during attack 割tuations)

• The clearances of the first of these ∞ntrollers have been sc叩ted to reduce unnecessa叩 variability

over the different experimental runs 刊的 also ∞mpensates changes in experiment personnel over 

the experiment period, e.g. , when a controller is not available on all experìment runs 

• An example of such a script is given in F旬ure 4-1 from a different experiment. Basically, ATC 
clearances are written directly into the nav旬ationa l charts. These are provided at the ATC 

workstation for the controller who acts as actor. The script is integrated according to the ∞nsidered 

S阻narìo ， based on the approprìate navigational charts 
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Fìgure 4-1: Sample of an ATC scrìpt used in a different AVES experiment 
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4.2 ACTOR PILOT SCRIPT 
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The role of the pilot acting has been scripted in a way that the general behav 叮 is the same for atl 
experimental runs. DLR sta仟 is the pilot f1ying. DLR staff does not actively co叫ribute to problem detection 

and solution finding b此 support the pilot mo叫toring on request 

• General before Take-Off check l i仗 ，

• Normal Take-off with standard catlouts; 

• If falsified W/B is not detected, this might lead to a crash. If so, then scenario is reset; 

• Activation of autopilot after reaching acceleration altitude and climb spee曲hrust ;

• Check list 

Basic rules of thumb have considered to help the DLR staff pilot to behave consistently, even in the 
dyna削catty changing scenario environment 

4.3 SIMULATOR PREPARATION 

4 .3 .1 FAMILlARIZATION SCENARIO 

Within the fami1iarization scena間， the ai付ine pilot was the pilot 何ng. T\I叩 ILS approaches were flown , one 
with a planned go-around and a manual landing after a traffic pattern. The DLR staff was the pitot monitoring 

4. 3.1.1 ENVIRON MENT SETUP 
The sim叫ation environment for the famit閣 rization was Frankfurt aîrport (EDDF) during good weather 

cond旭lons

4. 3.1.2 AIRCRAFT SETUP 
The aircraft simulator were set up normalty with tv叩 different weights for the two approaches 

atl within the nonnal envelope of the aircraft 

4.3.2 EXPERIME NT SCENARIO 

During the experimen悟， f1ights were conducted from Munich (EDDM) to Hanover (EDDV). The f1 ights had the 

same setup in terms of fu剖， weather and fl ight plan. However, the three cyber-attacks that were simulated 
were changed during the trials. The airline pitots were the pilot monitoring in this case and DLR st蚓 、...asthe

pilot fl叭 ng

4. 3.2.1 ENVIRONM ENT SETUP 
The environment was a standard aircraft with a sched叫ed flight from Munich to Hanover within 
nominal operating conditions. The 刊ght was operated in IMC 圳th appropriate weather conditions 

4.3.2.2 AIRCRAFT SETUP 

The aircraft was set up ac∞rding to normal operations with enough fuel to conduct the f1 ight safe址yand
plenty of reserve fuel. AIt systems were operating properly to conduct a normal f1ight 
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4.4 CREW SCENARIO BRIEFING 
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This chapter con祖ins all briefing information the crew received before the simulation run. The briefing is sp1it 

into two parts 

1. The gener訓 simulator briefing containing infonnation about the experimental run, giving a false clue 

to the pilots about the experiments intention and excluding cybersecurity matters. A1so included in 

this part is a safety instruction for the AVES simulator and relevant differences that are to be 

expected in AVES when compared to the real world , including a short familiarization fI旬 ht in the 

simulator. This familiarization 呵呵ght consists of a visually 憫。wn traffic pattern at another 副巾。rt than 

the ones used during the later experime叫 The briefing was pe斤。rmed in the AVES briefing room, 

the familiarization f1ight was pe斤。nned in AVES. After the familiarization flight the crew came back to 

the briefing room again for the foll。叫 ng f1i ght briefing 

2. The 個 ight b叫efing ， containing information about the 酬anned 們 ight from Munich to Hanover. Relevant 

information like weather, weight and balance and the f1ight route were presented to the crew 

Afterwards the crew had sufficient time to perfonn a self-briefing 圳th the provided information 

4.4.1 GENERAL SIMULATOR INFORMATION 

A general safety briefing for the simulator was conducted and the limitations of the simulator were described 

Some of these limitations are: non-certified software, not fu l1y implemented MCDU pages (not relevant for 
f1ight) and some differences in the presentation of map information on the dis抖ays

4 .4 .2 FLlGHT BRIEFING 

For 自由 test flight, the gene叫f1ight briefing was conducted. It was the same for each trial 

4.4.2.1 GEN ERAL FLlGHT INFORMATlON 

For each 憫。ht， a short operational briefing was given in fonn of a Power Point presentation. Afterwards, the 
documents for the f1ight were handed to the pilo地s . The briefing included the departure and destination 

alrpo巾 ， as well as the f1ight plan. In addition , the pe巾rman扭曲Iculation including fuel quantity and the 

weight and balance were presented to the airline pilots 

4.4.2.2 WEATHER BRIEFING 
The weather briefing was the same for al1 f1 ight trials. It was according to Figure 4-2. It was 9∞d enough to 
conduct a non-preαsion RNP approach but bad enough not to spot the altered approach path before the 

minimum descent height 
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5 IMPLEMENTATION OF THE GNSS THREATS 

5.1 AVES ARCHITECTURE OVERVIEW 
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The AVES simulation is periormed on a distributed simulation network cαTlprising a multitude of ∞mp叫ers

扭曲 Figure 5-1). It has a centralized communication structure with the Interiace Computer (IC) being the 

source and destinatωn for all simulation data, i.e. each software module gets its input data from the IC and 

returns ìts ∞mputed data to the IC. AJI of the ∞mmunication except for some infrastructural ones is 
pe斤。rmed u割ng UDP connectÎons 

蚓 sÎmulation software was produced at DLR with the overaJl focus on human factors experiments and flight 

experiment preparation mostly dealing with flight pe斤。rmance and flight dynamics analyses 圳th DLR's 

research aircraft fleet. The foJlowing list summarizes a short statement for all major simulation modules used 
withìn the basic AVES simulation 

• Aìrcraft Model: The aÎrcraft model containing the flight periom門ance and 伽ght dynamics is based on 

flight test data gathered with DLR's research aircraft and resembles the aircraft behavÎor with a 

high accuracy for a wide fl ight envelope. For research , a variety of different aircraft models can be 

used in AVES 

• System Simulation: The system sìmulation comprises the simulation of all systems that cannot be 

assigned to the other four major simulation mod叫es mentioned here. It creates the functionalit\i 
behind all c∞k抖t switches. The basic s。請ware desÎgn consideration behind the system simulation 

was to focus on reproducing the correct system logic and behavior for the pilot by using the 。何cial

system documentation from DLR's aircraft (FCOM, FOM, QRH, AMM) 
augmented wìth comments from DLR's test pilots and data from accident rep。同s that 

sometimes reveal the correct system behavior that is 叩posing to the aircraft documentation 

• Visual System: For the sÎmulation of the outside vision a visual database was generated using 
satellite images (taken by DLR) on top of a terrain mode1. The visual database contains the area of 

Germanyexclusively 

• Sound Simulatìon: The sound simulation comprises generic 廿ansport aircraft no i se 、什lich is 

augmented by type spec研c sounds (e.g ., warning sounds, power transfer unit sound, etc.) 

• Motion System: The motion system uses a 6 degree-of-freedom electro-pneumati臼lIy driven 

Stewart pla前。rm for sim叫ating forces and is provided 圳th acce他ration values from the aìrcraft 

model 

• Simulator Runtime Environment: The runtime environment contains all elements that are needed 

to either let the sìmulation run or control 址 (e.g. ， start, stop, hold). The Interface Computer (IC) that 
holds and distributes all 割m叫ation data to 副 simulation modules or the Instructor Operator Stat悶n

(IOS) are two prominent members of the simulator runtime environment 
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Figure 5-1: AVES Simulator Infrastructure 
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5.2 UPDATES TO THE AVES NAVIGATION MODES 

In modern airliners the Flight Management System (FMS) uses a hybr旭 ai rcraft position generated from 

different navigation sources. These sources ∞mprise at least one inertial, one radio, and one GNSS 
position. The qu副ity and integrity of the navigation sources define the way the hybrìd aircraft position is 

generated, i.e., which sources are used 

The IRS position ( Ine叫al Reference System) is the fundamental navigation source 圳的。ut

which no navigation mode exists. Whenever GNSS is "available and reasonableH 址 is used as a prima叩

navigation sour間， filtered wìth the inertial da個 in order to increase the resolution , accuracy, integrity, 

availability and continuity. While primarily using GNSS, the position gets additionally updated in case of an 
ILS approach usil門 9 the localizer sig 門 a l. As soon as the GNSS position is voted unreasonable it gets 

rejected. In its place it is used the rad悶 posit的n， in case its eπ。r is lower than the IRS pos址。 n error, 

otherwise the IRS position 
The GNSS-based cyberattack with the highest security threat is represented bya sp∞fed GNSS signal that 

is still voted “reasonable" by the aircraft's system computing the hyb的 d aircraft position. Indeed, if a spoofing 
attack is not pe巾rmed correctly the GNSS signal is rendered invalid and it gets f<司ect剖， which means that 

the falsified GNSS position has no effect on the aircraft's navigation capabilities . Therefore, the analyses 
pe巾rmed within the current act川ty is based on a sp∞fing attack where the spoofing itself is not detected 

by the aircraft's systems, possibly v叫th the exception of some warnings 1 messages that are tempora叩

activated by the spoofing attack. For this reason , the AVES navigation modes have been updated 

implementing the GNSS-based navigation modes in a real i stic 、唱y， modelling measurement errors, threats , 

position fusion , associated messages and warnings, etc. Instead, concerning the radio pos耐。n， it is 
determined without any error mod剖， hence 忱 is directly computed from the equations of motion of the 

aircraft. The navigation modes implemented by the FMGC of the AVES simulator are illustrated in Figure 5-3 
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Figure 5-2: navigation mode selection [RD 旬， GNSS-based modes are highlighted 
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Figure 5-3: Navigation modes implemented by the FMGC of the AVES simulator 
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5.3 GNSS THREAT SIMULATOR MODULE 
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Within the current activity a speα副 module， the GNSS Threat Simulator Module (GTSM), has been 
developed by Qascom in order to em叫ate the outputs of the GNSS receivers and of the AOIRUs during a 

GNSS spoofing attack 

The GTSM mod叫e， de1ivering the corrupted GNSS and GPIRS data, has been in∞巾。 rated into the AVES 

simulation infrastructure as depicted in Figure 5-4 and Figure 5-5. In particular, Figure 5-5 shows that the 
GTSM module receives data from the Interface Computer (IC) and the FMGCs modules of the AVES 

simulator, and sends data to the JC. Hence, three new interfaces have been defined for the data 

communication : one for the communicat悶n FMGC今GTSM， one for the communication IC今日TSM ， and one 
for the communication GTSM-7IC. These inte仟'aces are detailed in chapter 5.4 
Figure 5-9 depicts a high level view of an aircraft ∞巾。I model. The pilot (or autopilot) represents a 

controller, which appJies control signals (steering , thrust ∞ntrol ， etc.) based on the error between a 

reference trajectory (the f1ight plan) and the estimated actual traject。可 The control signals modify the 

aircraft motion, depending on the flight dynamic system. This, in turn , modifies the actual trajectory, the 
estimated trajectory, the 廿ajecl。可 error， the new ∞ntrol signals , and so on. Assuming the instruments 

estimating the actual trajectory (e.g. , GPS, INS, ground aids, etc.) are properly working, this control loop is 

stable and allows to properly navigating an aircraft. A GNSS spoofing attack has the goal 01 impacting the 

aircraft navigation capabilities by falsifying the traject。可 estimation process, hence induαng the controller to 
apply inappropriate control signals 
The GTSM module emulates GNSS threats by impJementing the "Trajectory Estimation" bl血< of the ∞ntrol 

system represented in Figure 5-9, both in absence and in presence of spoofing events. Specifi曲lIy ， the 
functional ities of the GTSM module are illustrated in F旬ure 5-10. It 0叫puts e旬ht different positions, 

belonging to three different types 

1. Two GPS positions: the outputs of the two GPS receivers in the AVES simulator, they are affected by 
instrument error models and by sp∞fing ， in case 01 a spoofing event; 

2. Three IRS positions: the outputs ofthe three inertial reference system in AVES simulator; they are 

affected by drifts caused by ine成ial data instrument error models; 

3. Three GPIRS positions: the outputs of the three AOIRUs in the AVES simulator, they are computed by 
fusi呵 ， through Kalman filters, the GPS pos耐。ns with the IRS positions (in nominal conditio 

In case of a spoofing event, a relative spoofing trajecl。可 file is loaded and the offset positions contained 
within this file are sequen討ally added to the actual aircraft traject。可， in order to emulate the outputs 01 the 
GNSS receivers during a spoofing event. This may also include tempora可 unavailability 01 the GNSS 

position solution , during which the GNSS outputs are set to NCO (No Computed Oata). The sp∞fed 

traject。可 defined in the loaded file is relative in the sense that it conta ins p間 tion offsets that must be 

applied to the actual aircraft trajecl。可
The architecture represented in Figure 5-10 is re1erred to as "semi-closed 1∞p" in the 03 document [AO.11] 

This name comes 1rom the fact that the GNSS threat implemented wìth this architecture requires a spoofer 

capable 01 continuously estimating the aircraft position (as opposed to an 叩en I∞p architecture in which the 

aircraft pos性。 n must be estimated only at the beginning of the attack), but the relative spoofed traject。可 is

pre-computed, it does not depend on the actual aircraft traject。可 (as opposed to a closed loop architecture 
in which the relative spoofed tr司ect。可 is a function of the actual 副rcraft trajecl。可). More details concerning 

these architectures, including pros and ∞ns， are provided in the 03 document [AO.11] 
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5.4 INTERFACE DEFINITION 
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In order to produ回 corrupted po割tion information the GTSM module is provided with the aircraft pos址。 n，

attitude, translational accelerations, and rotato叮 velocil也 s. These values come directly from the dynamic 

equations modelling the aircraft motion, thereby representing the true values used in the simulation , i.e., the 

true position , attitu血， translational accelerations and rotatory velocities 

The GTSM module pe斤。rms its position ∞mp叫ation ， including the impact of the signal spoofing, as 
explained in chapter 5.3, and returns to the IC module of the AVES simulator two GPS positions (GPS 1 and 

2), three IRS po圳ons (IRS1 , 2, and 3) and three GPIRS positions (GPIRS 1, 2, and 3; ∞rresponding to 

ADIRU 1, 2, and 3), including a峙。 additional information such as the GPS navigation mode, figure of merit, 
etc. Figure 5-8 represents a high level view of the interface between the AVES sim叫到or and the GTSM 

module 

The coordinate system convention adopted for the data exchange are those used in traditional flight 

mechanics, depicted in Figure 5-9. The geodetic system is a right-hand coordinate system 明th the index 9 

and is located at the aircraft's center of gravity: the zo-axis points towards the gravitational force orienting 

both the Xo and yo axes parallel to the surface of the ea吋司， with Xo po i叫 ing to true no成h and 均 pointing

eastwards. The second coordinate system used is the body-fixed coordinate system (index b), with its axes 

fixed to the aircraft: Xo is pointing to the nose and parallel to an aircraft reference line (usually the seatl啊。 m

rails), Yo pointing to the right wing and 勾 completing the right-hand coordi間te system 

The Euler angles φfor roll , fJ for pitch , and ψfor heading are defined between the body-fixed and geodetic 

coordinate system. The roJl angle φis the angle between the 酬ane xoYo and Yb and positive for right bank 

The pitch angle fJ is measured between the 酬ane xoYo and Xb and is positive in the pitch up direction. The 

heading q.r is measured between the p旭ne xgZO and xo and represents the true heading 

The variables contained in the interface from IC to the GTSM contain information about the accelerations 
from the aircraft motion model. An accelerometer measures the specific accelerat的n (for阻) b acting on a 

probe mass according to the formula below with, U , V , and w being the velocities along the x , y , and z axes 

|il=|;|b|::Jft| 
The signals contained in the IC to GTSM inter1ace are in the follo叫 ng relation to these measured 

ac田lerations

[~括:223:2:|=lffzl
F叮 example ， for a stationa叩 aircraft on ground with the arti們αal bank and roll angle ofφ= 150 and fJ = 10 0 , 

the叫叫ng equations a的alud (g =9 812)

|;25222%|=l1iiZF|=|ifz| 
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A11 the variables in the i nte何'ace are given in 51 units 

• angles in radians; 

• angular velocities in rad/s; 

• angular accelerations in rad/s2 ; 

• distances in m; 

• velocities in m佑，

• accelerations in m/s2 ; 

The GT5M inpu此 and output inte斤'aces are detailed in the fo l1owing subchapters 

FMGC (AVE5) + 

ACAR5 THREAT EMULATOR 

(DLR, w rong flight plans injection) 

INTERFACE COMPUTER (AVE5) 

GPIRSL2 
GPS1,2 '-'_ IRS1,2,3 (dynamics ... . _~ __，__ FP I 門
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Fìgure 5-8: Hìgh level vìew of the ìnterface between the AVES sìmulator and the GTSM module 
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Figure 5-9: Oe洞n ition of the coordinate systems, angles, acceleration, and load factors used for data exchange 
among the AVES simulator and the GTSM module 

5 .4.1 GTSM IN PUT INT ERFAC E 

The GTSM receives data from two different sources. In the GTSM sample project 訓 input data is accessi訓e

through a 回ntral storage object cal1ed dataCont (short for data ∞ntainer) from with in the GTSM class. The 

two different input sources are combined in dataCont under newDataln. The two sources and their definitions 
are given below 

1. [dataCont.newData ln.ic] : The Inte斤'ace Computer (IC) for all parameters belong ing to the dynamic 

simulation , including data to control the simulation (e.g. runlreset 割gna旭). It is defined by the 

inter1a田 class Ic2Gtsm that itself is defined in the file lc2Gtsm.h and given in Figure 5-11 

2. [dataCont.newOata ln.fmgc]: The FMGC inter1ace gets the f1ight plan information, containing the 

ident, latitude, and longitude of eve可 waypoint (sometimes also referred to as ~Ieg") in the f1ight plan 

Add尬。 nal句， the 10 of the waypoint the aircraft is f1νìn g to (TO waypoint) and the waypoint the aircraft 

is coming from (FROM waypoint). The inter1ace is defined by the struct Fmgc2Gtsm that itsetf is 

defined in the file OataContainerGtsm.h. The st凹ct de訂 nition is given below in F旭ure 5-10. The flight 

plan information is given as an array of type lactFplnLeg with a size of 200 units (a flight plan may 

hold 200 waypoints maximum) containing the ident (or ~name") of the waypαnt， its latitude and 

longitude. The provided flight plan is used in the FMGC, meaning that any update to the FMGC f1ight 

訓an (e.g., by the 訓 lots) directly affects the f1ight plan infonnation received by the GTSM. It may 

happen that there are waypαnts with a latitude and longitude of “。 " . This can happen when a 

waypoint 陷 not defined per latitude and longitude (e.g., radius and distance to a fix) and the FMGC 

has not yet resolved the latitude and longitude through the 、唱ypoint definitions. It a峙。 can happen if 

the waypoint is a flight p旭n discontinuity, which is a speαal type of waypαnt indicating breaks in the 

flight plan 
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Figure 5-11: IC to GSTM inter祖ce definition 
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5.4.2 GTSM OUTPUT INTERFACE 

The GTSM output interiace is defined in the struct Gtsm21c given in the 啊 le Gtsm2Ic.h, see Figure 5-12 
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Figure 5-12: GSTM to IC inter祖ce definition 
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6 TEST REPORT AND MITIGATION RECOMMENDATIONS 

6.1 INTERNAL PRE-ASSESSMENT 
Before a i rl ine 仙lots were invited to per10rm 刊ght trials in the simulator, the scenarios and the simulator setup 
was assessed internally by the project pa前ne陷 Firstly， some interviews with DLR pilots (all active 的 airl ine

duties as well) were conducted regarding the plausibility of the scenarios and the operational procedures 

involved. In add 訓。n ， the functionality of the simulated attacks was tested and assessed in various forms and 
presented to EASA before the actual 何 ight t間Is with airline pitots were conducted 

6.2 KEY PERSONAL INVOLVED 
In the simulation trials , DLR staff, external airline pilots and one ENAV Air Traffic Controller (ATCO) were 

involved. DLR staff was responsible for setting up the simulator, pe斤。rming the relevant brie們ngs， operating 
the sim叫ator and acting as the Co-Pilo地 for the individual f1 ight trials. The simulator C。例lot was holding a 
PPL -A with several years of experience 叫th test f1 ights or an commercial airplane type rating 

Table 6-1 summarizes the f1ying experience and the role at the respective airline for the pilots involved in the 

tri訓s

In addition to the pilots, an ATCO from ENAV wìth 17 years of professional experience was involved in the 
trials 

Pil ot 's role at airline Pilot since Flight hours 

Pilot 1, First officer 6 years 4.000 

Pilot 2, Capta in 22 years 12.0日0

Pilot 3, First officer 10 years 6.200 

Pilot 4, Capta in 21 years 14.500 

Pilot 5, First officer 8 years 5.900 

Pilot 6, Fi悶t officer 6 years 4 日 00

Pilot 7, First officer 19 years 10.500 

Pilot 8, First officer 4 years 2.700 

Table 6-1: Info們mation about the pilots involved 
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6.3 TRIALS OVERVIEW 

In total , 7 割mulator trials were performed. Within those 7 廿ials ， several FMS as well as GNSS receiver 
attacks were simulated. Table 6-2 shows the staff distribution for the different trials . N。討回 that in the 6的 trial 

two airline pilots have been involved (instead of one ai r1 ine pilot + one OLR sta的， and for the 7的 trial an 

ATCO has been involved, making these scenarios even more realistic 

It is worth to highlight that the numbering of the trials does not correspond to the pilot numbers in Table 6-1 , 
in order to ensure data privacy fl叮 the pilots involved 

Ouring each t1ight tri副， three simulated attacks were conducted . Table 6-3 shows the distribut悶n of the 

attacks during the individual t1 ight trials 

It is important to remark again that the test subjects were invited to the trials under false pretences in order to 
obtain unbiased results. As a result, no simulated attack was considered to be cyber-induced. Therefl凹.e ， the 

pilots were ve可 interested in the resu1ts afterwards and their awareness in cyber-security was increased 

Trial No. Captain First Officer ATC and ATC Oate 
interface 

Airline pilot OLRs個何 OLR sta仟， pseudo ATC 30.01.2018 

2 Airline pilot OLRs個仟 OLR sta仟， pseudo ATC 02.02.2018 

3 Airline pilot OLR staff OLR staff, pseudo ATC 06.02.2018 

4 Airline pilot OLR staff OLR sta仟， pseudo ATC 15.02.2018 

5 Airline pilot OLRs個何 OLR sta仟， pseudo ATC 20.03.2018 

6 Airline pilot Airline pilot OLR sta仟， pseudo ATC 23.03.2018 

7 Airline pilot OLRs個何 ATCO present 04.04.2018 

Table 6-2: Staff information during the trials 

Trìa l No. Attack 1 Attack 2 Attack 3 

1 ACARS W&B update ACARS Flight Plan Update Hacked Oatabase (RNP 0.1 Appr) 

2 ACARS W&B update ACARS Flight Plan Update Hacked Oatabase (RNP 0.1 Appr) 

3 ACARS W&B update OoS attack on FMS 1 +2 Hacked Oatabase (RNP 0.1 Appr) 

4 ACARS W&B update OoS attack on FMS 1 +2 Hacked Oatabase (RNP 0.1 Appr) 

5 ACARS W&B update GNSS En-Route Sp∞fing Hacked Oatabase (RNP 0.1 Appr) 

6 ACARS W&B update GNSS En-Route Sp∞frng Hacked Oatabase (RNP 0.1 Appr) 

7 ACARS W&B update GNSS En-Route Sp∞fing GNSS Approach Spoofing 

Table 6-3: Attack scenarios conducted 

The simulator trials were conducted in OLR's AVES simulator in Braunschweig. The simulator is described in 

chapter 5. In addition , an ATC interface was used to investigate the impact of a cyber-attack on an Air Traffic 
Control1er (ATCO). Figure 6-1 shows the setup of the controller working position. Figure 6-2 shows the HMI 
used for the Air Traffic Controller. The solid black part is the sector that is controlled by the ATCO and this is 

also the space where the GNSS en-p。叫，e spoofing occurred 
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Figure 6-1: Controller working position 

Figure 6-2: HMI for Air Traffi c Controller 
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6.4 TEST REPORT 

In total 7 f1ight trials were conducted at DLR premises in Braunschweig. E也hl 副吋ne pilots and one ATCO 

were involved in the trials. This chapter describes the main outcomes associated to the different trials. It is 

subdivided into 7 subchapters, one for each perfl凹med trial. Each subchapter describes the main out∞mes 

of the ass。αaled 甘旭1

It is worth to rema成 that in the subchapters the term Crew Member (CM) is used in the following way 

• Crew Member 1 (CM1 ) is the 回pta in ， sitting in the left seat. In all the trials CM1 is the Pilot 

Monitoring (PM), from the beginning to the end of the f1ig制， with an exception in the 6的 甘陷1 ， during 

which for some time CM1 is the flying pilot. CM 1 is always the invited airline pi lo成 ?

• Crew Member 1 (CM2) is the fir訓。何自r， sitting in the right seat. In all the trials CM2 is the Pilot 

Flying (PF), from the beginning to the end of the flig制， with an exception in the 6th trial, during which 
for some time CM2 is the monitoring pilot. CM2 is always the DLR act.凹，叫th the exception of the 6th 

trial, in which both CM1 and CM2 are invited airline pilots 

6.4.1 TRIAL 1 

This scenario run included the following three attack events: ACARS loadsheet update, ACARS flight plan 

update, and hacked RNP 0.1 data base. Table 6-4 reports the time instants, since the begin叫ng of the 
associated re∞rded vid凹， at wh ich the attacks occur, and the roles of the pilots during the attacks; whereas 
Table 6-5 repo巾 whether the attacks where identified during or after the events. More details conceming the 

behavior of the crew during each attack and the feedback provided by the crew after the simulation are 

provided in the following subchapters 

Attack Time elapsed in video Roles 

ACARS W&B 。8:23 Airl ine pilot: CM 1, monitoring, entering values of 

update loadsheet 
DLR pilot: CM2, flying 

ACARS fl ight plan 30:04 Airline pilot: CM1 , monitoring, co-ordination with OPS 

update and ATC 

DLR pilot: CM2, flying 

Hacked database 58:30 sla付 。f final Airl ine pilot: CM1 , monitori呵 ， cross-checking with chart 
(RNP 0.1 approach) descent DLR pilot: CM2, flying 

Table 6-4: Time instants at which the attacks occurred in the recorded video and roles of the pilots for trial1 

Attack 

ACARS W&B update 

ACARS fl ight plan 

update 

Hacked database 
(RNP 0.1 approach) 

Ident ified during event Identified after event 

N。 Yes, the aircraft rotated too early 
But not considered as an attack. 

No Yes, the update was discarded 

after contacting ATC, but it was not 

considered as an attack 

Yes, during the approach the altitude was 
cross-checked. A go-around was initiated 

at 4 NM before the runway threshold 

Table 6-5: Identification of the cyberattacks of trial1 
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6 .4.1 可 ACARS W &B UPDATE 
Description of the behav 叮 ofthe crew 
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• CM1 identified the soundness of the values of the new load sheet but also obse阿ed huge 

d 仟'erences in the trim setting. Nevertheless, the new trim setting was used for the take-o何

• As the aircraft rotated too early during the take-off, CM1 ∞ntacted OPS afterwards doubting of the 

correctness of the new loadsheet 

• As OPS stated that they did not issue another loadsheet, the received loadsheet was assumed to be 

faulty by CM1 

Feedback based on the operating experìence of CM1 

• CM1 stated that it i s ∞mmon practice to receive mu1t i訓e loadsheet updates in daily operations. At 

some airlines there is a requirement to ackno叫edge the reception with a d旬 ital signature but it is 

ve可 rare and not always reliable . CM1 was the 。叫y airline pilot that made a comment about the 

digital signature 

6 .4.1.2 ACARS FLlGHT PLAN UPDATE 

Description of the behav 叮。，f the crew 

• CM1 spotted a discrepancy in the new fl ight plan compared to the old one. As the crew requested a 

shortcut before , the change was not ap訓icable anymore. However, CM1 made contact 圳th ATC as 

well as OPS regarding the u回ate . Neither ATC nor OPS knew anything about the update, hence it 

was disregarded 

Feedback based on the operating expe吋ence of CM1 

• CM1 stated that it 陷 rather unα)mmon that a flight 酬an update is only communicated 叫aACARS

during fl ight and not 叫aATC

• On the other hand, an u回到e via ACARS on ground is ∞mmon . Therefore, this would be more 

dangerous because not all waypoints are checked with ATC before 罰。 ht

• There is an operational 罰。 ht plan number that 個n be used to check whether t他們ight 肉n is valid 

and intended for the individual aircraft, but this number is not especially protected 

• CM1 was the only one stating the e划stence of this number in the trials 

6 .4. 1.3 HACKED DATABASE (RNP 0 可 APPROAC H)

Description of the behav 叮。，f the crew: 

• The approach was briefed according to the chart and the operatωnal checklist 

• CM1 cross-checked the altitude with the charted values during the approach 

• A deviation was observed sta叫ng at 6 NM away from the runway threshold 

• At 4 NM a go-around was initiated by CM1 at a safe altitude 

• An ILS approach 、洞的 landing is conducted afterwards 

Feedback based on the operating experience of CM1 

• CM1 stated that the a1titude cross-check is required by the standard operating procedures and must 

be applied during all RNP approaches. This is trained as well 

• CM1 stated that a digital signature of the database could help to prevent hacking of the database 
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6 .4.2 T RI A L 2 

IACT 
Code: D4 
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This scenario run included the fotlo叫 ng three attack events: ACARS toadsheet update, ACARS ftight ptan 

update , and hacked RNP 0.1 data base. Table 6-6 reports the time instants, since the beginning of the 
associated reα)rded video, at which the attacks occur, and the rotes of the pilots during the attacks; whereas 
Table 6-7 悶悶悶s whether the attacks where 岫entified during or after the events. More detaits conceming the 

behavior of the crew during each attack and the feedback provided by the crew after the simulation are 

provided in the fotlowing subchapters 

Attack Time elapsed in video Roles 

ACARS W &8 update 4:44 Airl ine pitot: CM1 , monitoring , entering vatues of 

toadsheet 
DLR pilot: CM2, f1ying 

ACARS f1ight ptan 26:45 Airtine pitot: CM1 , monitorîng, co-ordination with OPS 

update andATC 

DLR pilot: CM2, f1ying 

Hacked database 57:00 start 。f final Airti ne pHot: CM1 , monitoring, cross-checking with 
(RNP 0.1 approach) descent chart 

DLR pilot: CM2, f1ying 

Table 6~: Time instants at which the attacks occurred in the recorded video and roles of the pilots for trial 2 

Attack Ident ified during event Identified after event 

ACARS W &8 update N。 Yes, the aìrcraft rotated too earty. 8ut 

not considered as an attack. 

ACARS ftight ptan update N。 Yes, the update was discarded after 
contacting ATC but was nol 

considered as an attack 

Hacked database (RNP Yes, during the approach the 

0.1 approach) aJtitude was cross-checked. A go-
around was initiated. 

Tabte 6-7: Identificat ion of the cyberattac惘。f trial 2 

6 .4.2.1 ACARS W &B UPDATE 
Description of the behav 叮。，f the crew 

• CM1 observed the d汗Ferences in the trim setting and the 且nter of gravity 

• Neverthetess, the new trim setting was used for the take-o何 as the vatues themselves were vatid 

• As the aircraft rotated too early during the take-ofF, CM1 commanded "nose down" 

• After it occurred , the event was not discussed further 

Feedback based on the operating expe吋ence of CM1 

• CM1 assessed the scenario as reatistic as multipte updates of the loadsheet are ∞mmon 
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• Depending on the ground crew, the load sheet can 刮目 contain unintentional errors from time to 

time. Therefo間， it needs to be checked carefully 

• CM1 stated that in reality more 目re would have been given to the loadsheet 

6.4.2.2 ACARS FLlGHT PLAN UPDATE 

Description of the behav 叮 ofthe crew 

• The crew requested a shor1cut as 3 min叫es of de旭y was accumulated during fl ight 

• CM1 received the陶ht plan update through the simulated printer 

• CM1 asked the opinion of CM2, but then CM1 decided to coordinate the update with OPS. As OPS 

did not send the 叩date they did not confirm the update, as a consequence CM1 contacted ATC 

• ATC had no knowledge about the update, hence the update is d陷regarded

• CM1 then rea1ized that there was a wrong flight number on the update (by mistake) and informs 

OPS 

• The aircraft stayed on the intended path all the time 

Feedback based on the operating experience of CM1 

• CM1 confirmed that en-route 洞 ight plan updates are always received by ATC 

• CM1 a峙。 stated that a flight 訓an update on ground α)u ld be more dangerous as usually only the 

de悶悶ure route is ∞nfirmed 叫他hATC

6 .4.2.3 HACKED DATABASE (RNP 0 可 APPRDACH I

Description of the behav 叮 ofthe crew: 

• The approach was briefed according to the chart and the operat的nal checklist 

• CM1 cross-checked the altitude 叫th the charted values during the approach ac∞rding to the 

standard operating procedures 

• A deviation was observed by CM1 during the approach 

• A go-around was initiated by CM1 at a safe altitude well before the minimum descent altitude 

• An ILS approach with landing was conducted afterwards 

Feedback based on the operating experience of CM1 

• CM1 stated that ILS is atways preferr，吋 si nce it is a precision approach , therefore it is safer 

• CM1 assessed this attack scenario as the most critical one wîthin the trial 
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6.4.3 TRIAL 3 

IACT 
Code: D4 

Issue: 1.02 
Dale: 31 /07/201 8 

This scenario run inc1uded the following three attack events: ACARS loadsheet update, denial of service 

attack on both FMS du叫ng the en-route phase, and hacked RNP 0.1 data base. Table 6-8 reports the time 
instants, since the beginning of the associated recorded video, at wh ich the attacks occur, and the roles of 
the pilots during the attac峙 ; whereas Table 6-9 repo巾 whether the attacks where identified during or after 

the events. More details conceming the behavior of the crew during each attack and the feedback provided 

by the crew after the simulation are provided in the following subchapters 

Attack Time elapsed in v îdeo Roles 

ACARS W&B 6:22 Ai r1 ine pilot: CM1 , monitoring, entering values of 

update loadsheet 
DLR pilot: CM2, f1ying 

DoS attack on FMS 32:35 Ai r1 ine pilot: CM1 , monitoring, co-ordination with ATC 

1 +2 DLR pilot: CM2, f1ying 

Hacked database 62:20 start 。f final Airline pilot: CM1, monitorîng, cross-checkîng with chart 

(RNP 0.1 approach) descent DLR pilot: CM2, f1ying 

Table 6-8: Time instants at which the attacks occurred in the recorded video and roles of the pilots for trial 3 

Attack Identified during event Identifìed after event 

ACARS W &8 update No Yes, the aircraft rotated tc泊 early .

8ut not considered as an attack 

DoS attack on FMS 1 + 2 Yes, but not considered as an aUack Yes, but not considered as an attack 

Hacked database (RNP Yes, go-around initiated at approx. 

。 1 approach) 30肘， AGL (5由t above minimum 

descent height) 

Table 6-9: Identification of the cyberattac惘。f trial 3 

6 .4.3.1 ACARS W &B UPDATE 
Description of the behav 叮 ofthe crew: 

• CM1 received the loadsheet u阿a'e 叫a the simulated prînter 

• CM1 read the loadsheet out loud and transferred the new values to the cockpit systems 

• There was no discussion about the new values 

• The aircraft rotated too ear1y and CM2 expressed his astonishment about that 

. There was no discussion afterwards about the event 

Feedback based on the operating experience of CM1 

• CM1 stated that loadsheet updates are common practice and assessed this scenario as ve可

rea1istic. As the values themselves were in the range of allowed values, no suspicion was raised 

• CM1 stated that unenc叩 pted ACARS transmission is pro叫ematic from his point of view 
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6.4.3.2 口。S ATTACK ON FMS 1+2 
Description of the behav 叮 ofthe crew 

• The s im叫ated attack was started at waypoint BAMAS 
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. The autopi lot was disconnected, the MCDU was frozen and no map data was availa訓e on the 

navigation disp旭ys

• CM2 called out "AP and FD disconnect" 

• CM1 assessed the state of the aircraft and observed that the aircraft was still manually controllable 

• CM2 stated that the NAV mode was not available either. CM1 then called for ECAM actions, 

searched for error indication and checked the ECAM status page, which was empty 

• CM1 then informed ATC that the aircraft lost navigation accuracy and asked for RADAR vectors to 

follow the 側ed f1 ight plan 

• CM1 then analyzed the impact on the 呵。 ht and ∞ncluded that ILS approaches cou岫 still be flown, 

but not the RNP 0.1 approach 

• When CM1 was contacting ATC regarding an altemate approach, the attack stopped and all systems 

returned to normal 

Feedback based on the operating experience of CM1 

• CM1 stated that the error was unexpec把d espeα訓Iy because no ECAM actions was raised and the 

ECAM status page was empty 

• Based on CM1's opinion , it was crucial to check ifthe aircraft was still controllable. As a f1ight based 

。 n raw data was possi訓e ， the situation was manageable and represented a common scenario in 

t用Inmg sesslons 

6.4.3.3 HACKED DATABASE (RNP 0 可 APPRDACH)

Description of the behav 叮。.f the crew 

• CM1 wanted to change the approach to ILS after the DoS attack 

• For the sake of the expe吋ment ATC denied ILS and insisted on RNP 0.1 approach 

• The approach was briefed according to the chart and the operat的nal checklist 

• CM1 cross-checked the altitude with the charted values during the approach a∞ording to the 

standard operating procedures 

• CM1 stopped with the cross checks at 3 NM from the runway threshold, after a 100 ft displacement 

was observed at 4N from runway threshold 

• Go-around initiated at approximatively 300 ft AGL (i.e. , 50 ft above minimum descent height) 

• A normal ILS approach was conducted afterwards 

Feedback based on the operating experience of CM 1 

• CM1 stated that this was the most critical attack during the trial 

• Currently, there is a computer-based training for PBN and there is a lot of confusion regarding the 

terms and acronyms for PBN based procedures among the pilots 

• CM1 stated that if RNP approaches become more common in the future , the protection of the 

databases is very important 
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6 .4.4 TRIAL 4 
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This scenario run included the fo l1owing three attacks: ACARS W &8 u阿a悟， DoS attack on FMS 1 +2, and 

hacked database (RNP 0.1 approach). Table 6-10 repo付s the time instants, since the beginning of the 
associated reα)rded video, at which the attacks occur, and the roles of the pilots during the attacks; whereas 
T able 6-11 reports whether the attacks where 恥dentified during or after the events . More details concern ing 

the behavior of the crew during each attack and the feedback provided by the crew after the simulation are 
provided in the fo l1owing subchapters 

Attack Time elapsed in video Roles 

ACARS W&B 03:53 Airline pilot: CM1 , monitoring, read ing values of 

update loadsheet 
DLR pîlot: CM2, entering values of the loadsheet 

DoS attack on FMS 30:10 Airline pilot: CM1 , monitoring, co-ord ination with ATC 

1+2 DLR pilot: CM2, flying 

Hacked database 56:55 start 。f final Aîrline pilot: CM1 , monitoring 

(RNP 0.1 approach) descent DLR pilot: CM2， 有ying

Table 6-1 0: Time instants at which the attacks occurred in the recorded video and roles of the pilots for trial 4 

Attack Identified during event Identified after event 

ACARS W &8 update No Yes, but no further inquiry and 
not considered as an attack. 

DoS attack on FMS 1 + 2 Yes, but not considered as an attack 

Hacked database (RNP No, 90 around due to nonexistent No 

。 1 approach) visual contact at decision altitude. 

Table 6-11: Identification of the cyberattacks oftr ial 4 

6 .4.4.1 ACARS W &B UPDATE 
Description of the behav 叮。，f the crew 

• CM1 identified changes in the updated loadsheet and ordered CM2 to enter the updated loadsheet 

• CM2 pe巾rmed the takeoff as pilot f1ying and remarked that the aircraft automatically rotated before 

reaching rotation speed. When, during climb-out, CM2 again remarked the early self-rotation without 

stick input, CM1 questioned whether they had a mistrim and decided to analyze the event above 

FL 100. This analysis never happened 

Feedback based on the operating experience of CM1 

• CM1 stated that in his airline the W&8 must be computed by the crew according to the ramp agent's 

loadsheet. The use of ACARS is very unusual. Consequently, he was not used to read the printout 

• CM1 stated that in reality he wou岫 have questioned the loadsheet update more than what he had 

He stated to have the pretended experiment goal of workload measurements during approach in 

mind, for this reason he did not give much attention to the loadsheet 
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Description of the behav 叮 ofthe crew 

• The AP disconnect was noticed by CM1 and CM2 simultaneousty. CM1 noticed that also the FDs 

and the map on ND were not working anymore and activated the FPA斤RK mode (bird) white trying 

to reengage the AP, which did not work 

• CM1 noticed that both MCDUs were frozen and started analyzing the situation with a FORDEC 

mnemonic before informing ATC about the event and asking for radar vectors 

• CM1 further checked the ECAM pages and the status of the aircraft, which did not present any 

abnormality. He thought about a FMGC reset but knowìng about the limitations of the simulator he 

only mentioned the possibitity 

• When CM1 wanted to start a discussion about a possible di凹陷ion the attack ended and the FMGC 

functionatity, including the AP, was restored. CM1 subsequently reengaged the FDs and AP and 

returned the aircraft's avionic back to normat. He informed ATC about the recovery and requested a 

direct to the next waypoint 

• Subsequently, CM1 checked the event back 喇叭 the 刮rtine Operations Center (AOC) 

Feedback based on the operating expe叫ence of CM1 

• CM1 reported the FMGC freeze to be reatistic. In his ai吋ne though, there is no frequency for further 

support in such a case 

6 .4 .4.3 HACKED DATABASE IRNP 0 可 APPRDACH)

Description of the behav 叮 ofthe crew 

• CM1 did not perfl叮m the altitude/distance check. Therefore, CM2 in i t悶ted a go around at the 

decision altitude due to nonexistent 叫sual runway contact 

• During the go around, based on the cJoud base, CM1 decided to take the tLS for the next approach 

as a conventional system with a lower deαsion altitude 

• CM1 stated that he forgot about the distance/altitude check because of the 叫shed approach 喇叭 the

aircraft being too fast and too high during initial approach 

Feedback based on the operating exper但nce of CM1 

• CM1 stated that RNP approaches are seldom f10wr、 fuHy managed. The ones that are f10wn in CM1 's 

airline are performed using the FPA mode. tn this mode the altitude/distance check is mandato巾， as 

the altitude cou地 not be checked otherwise 

• According to CM1 the VDEV and HDEV indication used in the simulator study can create an 

overretiance ab。叫 the true aircraft position in terms of the desired path. This may drive the crew t。

。 mit the altitude/distance check 
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This scenario run included the fotlo叫 ng three attacks: ACARS W &B u阿ate ， GNSS enroute spoofing, and 

hacked database (RNP 0.1 approach). Table 6-12 repo付s the time instants, since the beginning of the 
associated recorded video, at which the attacks occur, and the roles of the pilots during the attacks; whereas 
T able 6-13 reports whether the attacks where 恥dentified during or after the events . More detaHs concern ing 

the behavior of the crew during each attack and the feedback provided by the crew after the simulation are 

provided in the fotlowing subchapters 

Attack Time elapsed in video Roles 

ACARS W&B 04:50 Airl ine pilot: CM1 , monitoring, entering values of 

update loadsheet 
DLR pilot: CM2, f1ying 

GNSS en-route 28:50 start of attack Airline pilot: CM1 , monitoring 

spoofing 41 :07 end of attack DLR pilot: CM2, f1ying 

Hacked database 57:15 start 。f final Airline pilot: CM1 , monitorîng, cross-checking with 

(RNP 0.1 approach) descent chart 
DLR pilot: CM2, f1ying 

Table 6-1 2 Time instants at which the attacks occurred in the recorded video and roles of the pilots for trial 5 

Attack Identified during event Identified after event 

ACARS W&B update N。 Yes, update suspected to be 

erroneous, but not considered 

as an attack. 

GNSS en-route spoofing Yes, but not considered as an attack. 

Hacked database (RNP 0.1 Yes, but not considered as an attack. 
approach) 

Table 6-13: Identification ofthe cyberattacks oftrial 5 

6 .4.5.1 ACARS W &B UPDATE 
Description of the behav 叮 ofthe crew 

• CM1 identif阻d various differences between the initial and updated loadsheet: zero fuel weight, pax, 

cargo, and trim setting. Despite the identified large deviations, he orderd the data to be entered and 

checked back the correctness of the entering 

• CM2 pe斤。m內ed the takeoff as pilot f1ying and remarked the aircraft's a叫。matic rotation below the 

rotation speed. During climb-out CM1 doubted the correctness of the trim se削ng . He spec叫ated that 

the aircraft's center of gravity was potenti訓Iya髓， which wou岫 also have fitted the initial loadsheet at 

s祖rtup

Feedback based on the operating experience of CM1 

• CM1 stated that even if loadsheet amendments are ∞mmon ， such large deviations without further 

clarifications of the load master are ve叩 unusual. In re訓ty ， he wou出 have recalculated the trim 

5e叫ng on his EFB 
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• CM1 stated that the normal procedure for entering the weight and balance setting is that the pilot 

f1ying enters the loadsheet data into the MCDU and sets the trim setting according to the value 

presented on the MCDU's FUEL PRED page. Thereafter, the pilot monitoring checks the trim wheel 

5e叫ng wìth the vatue given on the toadsheet. This generates redundancy due to two different 

sources of information 

• CM1 reported that in his airline, if an aircraft's trim is c吋ticat (at the envetope of the atlowed CG 

range) the crew is not at10wed to make tast minu個 changes to the toad sheet on their own, but 

instead they must ask for an updated toadsheet at the AOC or airline's W&8 hotline 

6.4.5.2 GNSS ENROUTE SPOOFING 
Description of the behav 叮 ofthe crew 

• The navigation mode changes to GPS PRIMARY LOST and back to GPS PRIMARY are identified a 

few seconds after their occurrence. CM1 checked the navigation accuracy during the outage, which 

rema ined high 

• At first CM1 thought that the manuat navaid tuning made by CM2 was the cause for the change in 

navigation mode, but CM2 clarified that the change happened shortty before he made changes in the 

MCDU 

• After reg創ning GPS PRtMARY, CM1 stated that they had encountered a map shift and that the 

aircraft Tot1ed significantty to reacquire its intended f1ight path. 8ased on the aircraft's behavior and 

the targe map shift of 3 NM cross track error, CM1 decided to swìtch the approach from the ptanned 

RNP to a standard ILS approach 、叫h radar vecto問 The experiment teader noted CM 1's doubts and 

asked him to keep the RNP approach for the sake of the (pretended) experimen峙， CM 1 accepted 

Feedback based on the operating experience of CM1 

• CM1 stated that his air1 ine uses an EF8 system in which the aircraft's current position is i ndi臼ted in 

the disp旭yed charts for increased situational awareness. According to CM1 , the displayed po割tion

that is based on the EF8's internat GPS receiver was up to now atways retiabte and he never 

experienced any probtems 叫th this function訓ity

6.4.5.3 HACKED DATABASE (RNP 0.1 APPROACH) 
Description of the behav 叮 ofthe crew: 

• During finat approach CM1 performed the attitude/distance check as demanded by the Standard 

Operating Procedure (SOP) and identified the aircraft being too low too early, catling out a go 

around. Due to the comfortable fuel situation CM1 proposed to retry the RNP approach before 

changing to the ILS approach. As CM2 insisted on directly changing to the ILS approach, CM1 

agreed as he stated that Uboth pilots need to be comfortable wìth the situation" 

Feedback based on the operating experience of CM1 

• CM1 stated that, in reality, based on the high fuel situation he probably would have tried a second 

approach on the RNP叭 ， thereby "trying to identify the error encounter，甜 during the first approach" 
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6 .4 .6 TRIAL 6 
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This scenario run included the fotlo叫 ng three attacks: ACARS W&B update, GNSS enro叫e spoofing , and 
hacked database (RNP 0.1 approach). The fI旬 ht was performed by a crew consisting of a 臼pta in and a 何r51

o何回r of the same airti間， making this scenario even more realistic compared to the standard experiment 

crew configuration consisting of a real pilot as Pilot Monitoring (PM) and DLR sta作品 Pilot Flying (PF) 

Table 6-14 reports the time instants, since the beginning of the associated recorded video, at which the 

attacks occur, and the roles of the pilots during the attac 但; whereas Table 6-15 reports whether the attacks 
where identified during or after the events. More details concerning the behavior of the crew during each 

attack and the feedback provided by the crew after the simulation are provided in the following subchapters 

Attack Time elapsed in video Ro les 

ACARS W&B 05:30 Airl ine pilot 1: CM1 , monitoring, entering trim setting 

update in MCDU 

Airl ine pilot 2: CM2, entering values of loadsheet 

GNSS enroute 35:37 start of the attack Airl ine pilot 1: CM 1, monitoring 
spoofing 47:54 end of the attack Airl ine pilot 2: CM2, f1ying 

Hacked database 62:30 start 。f final Airl ine pilot 1: CM1 , monitoring and f1ying. Role 

(RNP 0.1 approach) descent changed at 64:20 Then monitoring with cross-

checking with chart 
Airl ine pilot 2: CM2, f1ying and monitoring. First cross-
check with cha吋. Role changed at 64:20. Then f1ying 

Table 6-14: Time instants at wh ich the attacks occurred in the recorded 叫deo and roles of the pi lots for trial 6 

Attack Ident ified during event Identified after event 

ACARS W&B update No, although data was doubted. Yes, but not considered as an 

attack. 

GNSS enroute spoofing Yes, but not considered as an attack. 

Hacked database (RNP 0.1 Yes, but not considered as an attack. 
approach) 

Table 6-15: Identification of the cyberattacks oftr ial 6 

6 .4.6. 1 ACARS W &B UPDATE 
Description of the behav 叮。.f the crew 

• CM1 ident仟阻d the large trim setting of the difference from -1 .6 to +1.6 THS as the result of the ramp 

agent's misloading of the aircraft, but anyhow accepted the new data. Consequently, the new 

loadsheet was entered without further confirmation 

• Sh。叫y prior rota訓。n speed, CM2 announced that the aircraft 悶地ated with the sidestick in neutral 

CM1 directly assumed that the loadsheet must have been erroneous 

Feedback based on the operating experience of CM1 

• CM1 stated that loadsheet updates are common, but that an update has to be acknow1edged to the 

AOC with a special code that i s 。、 ly known by the captain 

• CM1 stated that in reatity he wou岫 have not accepted the new loadsheet without fu付 her inqu i可
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Description of the behav 叮。，f the crew 
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• CM1 identified the change in navigation mode to GPS PRIMARY LOST and back to GPS PRIMARY 

at the momen惜。f their occurrence, combined with a map shift in the ND 

• CM1 assumed an error in the GPS and questioned whether they would be able to f1y the planned 

RNP 0.1 approach. CM1 checked the GPS availabi1ity through the MCDU's “predictive GPSn page, 

which showed that the GPS was predicted to be available 

• CM2 肺。posed ， in the case sho叫d the GPS pr。ωems return during approach, to continue f.叫 “two t。

three seconds" and see whether GPS function副 ity returns. He assumed that there probably was a 

problem with the GPS antennas 

• CM1 checked and discussed the SOP for degraded navigation with CM2 to prepare for a possi訓e

degradation, which resuJted in questioning the usability of the planned RNP 0.1 approach 

• The crew's doubts were noted by the experiment leader. For the sake of the pretended experiment 

goals of workJoad and fatigue measurement during RNP approaches, CM1 and CM2 were asked 

(and accepted) to hang on to the RNP 0.1 approach 

Feedback based on the operating experience of CM 1 

• CM1 and CM2 were used to oc臼 sional short outages of the GPS PRIMARY functionality with a few 

seconds duration 

6.4 .6.3 HACKED DATABASE IRNP 0 可 APPROACH)

Description of the behavior of the crew: 

• During the earJy 個nal approach CM2 performed the altitude/distance check as demanded by the 

SOP and identified the aircraft being below the ve前 ical pro訂悟， while CM1 stated that the VDEV 

indication in the PFD was centered 

• CM2 took over manual control , keeping the VDEV and HDEV indications centered. While CM2 was 

go around minded, CM1 proposed to at least continue to the minimum before going around. At the 

minimum CM2 initiated the go around as he had the feeling of being low too early with no visual 

con個ct to the runway 

• After the go around on downwind, the crew decided to choose the ILS approach on the same 

runway 

Feedback based on the operating experience of CM1 

• CM1 and CM2 stated that, if in dou恤 ， they would always prefer an ILS approach over a PBN one 

• From person訓 experience ， CM1 knows the pr血ess NAV databases are generated and was 

surprised that, despite the manual data entering process, the error rate was stitl low 

• CM2 remembered an incident at his airline where an erroneous antenna height in the EGPWS 

database generated an EGPWS alert, a1though being well clear of terrain 
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6 .4.7 TRIAL 7 

This scenario run included the fo l1owing three attack events: ACARS loadsheet update, GNSS enroute 

spoofing, and GNSS approach spoofing. In this run an ATCO 作。m ENAV car叫ed on ATC operations. Like 
the invited pilots, the ATCO was not aware of the cyberattacks . Table 6-16 reports the time instants, since 

the beginning 01 the assoαated recorded video , at which the attacks occur, and the roles 01 the pilo地s during 

the attacks; whereas Table 6-17 reports whether the attacks where identified during or after the events. More 

detai ls ∞ncern ing the behavior 01 the crew during each attack and the feedback provided by the crew after 
the s im叫a泊。n are provided in the 10110wing subchapters 

Attack Time elapsed in video Ro les 

ACARS W&B 。4: 17 Airline pilot CM1 , monitoring, checking the values of 
update loadsheet at 07:30 aga in, re1using the loadsheet at 09:40 

DLR pilot CM2, entering the values 01 loadsheet, 

coordinating with OPS 

GNSS enroute 42:56 start of the attack Airl ine pilot CM1 , monitori呵. C∞rdinating with ATC 
spoofing 51 :56 end of the attack DLR pilot CM2， 明 ylng

GNSS approach 60:24 start 01 the attack Airline pilot CM1 , mon忱。nng， c∞rdination with ATC 

sp∞fing 72:23 end of the attack DLR pilot CM2, flying 

Table 6-1 6: Time instants at which the attacks occurred in the recorded video and roles of the pil ots for trial 7 

Attack Identif ied during event Identified after event 

ACARS W&B update Yes new setting discarded after 

∞nsulting AOC, but not considered as an 

attack. 

GNSS enroute spoofing Yes, changed to HDG mode with radar 

vectors , but not considered as an attack. 

GNSS approach Yes, a吐empt to recover approach 

spoofing be10re initiating go around, but 
not considered as an attack 

Table 6-17: Identification of the cyberattacks oftr ial 7 

6 .4.7.1 ACARS W &B UPDATE 
Description 01 the behav 叮。.f the crew 

• CM1 in itiat.刊 the input 01 the newly received loadsheet u闆ate by CM2 and noticed a large CG shift 

1rom 38% to 21% MAC despite the unchanged gross weight 

• CM2 asked CM1 to Jook 11叮 possible po割tion changes in pax or cargo. CM 1 then took the initiative t。

check the loadsheet update by contacting the AOC, despite the 1act that the trim setting was s訓l

、吋hin the green band, as he had noticed 

• When OPS confirmed the values 01 the originalloadsheet, hence CM1 disregards the u阿ate and 

則anned to 、Nrite a f1ight report about the incident after arriving at the destination a irp。同

page 66 0176 
Report on Demonstrations I 

Simulalions 



Feedback based on the operating experience of CM1 

IACT 
Code: D4 

Issue: 1.02 
Date: 31 /07/2018 

• CM1 stated that loadsheet updates are common, although not with such large CG shifts 

• In reality CM1 would have checked the va仙es with the ramp agent and additionalJy with the airline's 

weight & balance hotl ine. A1ternatively, he wou岫 have done a weight & balance calculation with the 

EFB 

6.4.7.2 GNSS ENROUTE SPOOFING 

Description of the behav 叮。，f the crew and of the ATC。

• CM1 noticed an oscillating 侃ying behavior sho叫y before the 酬anned fl ight path was intended to 

make a turn. Therefore, CM1 deαded to switch into heading mode 

• ATC noticed that the aircraft turned several nautic副 miles in front of the intended turn and informed 

the crew about their deviation and asked for their reason to devìate. The ATCO later stated that even 

for a 個γby-waypoint the distance was t∞ far. At that time the cre咐 also had an additional displayed 

cross track error of 0.6 NM right while being 3-4 NM off course in reality 

• Due to the deviations, CM1 requested radar vectors 

• CM1 identified and announced the change in navigation mode from GPS PRIMARY to GPS 

PRIMARY LOST and, after the unidentified attack, back to GPS PRIMARY 

• After the aircraft was reestablished on its intended path , while still f1ying with radar vectors, due to 

the experienced GPS events CM1 decided for an ILS approach at Hanover, instead of the pre-

訓anned RNP 0.1 appr曲的

• As the scenario relied on flying the RNP 0.1 approach, CM1's deαsion was was asked to disregard 

the experienced GPS difficulties for the sake of performing the RNP approach due to (pretended) 

experimental reasons. CM1 agreed to perform the RNP approach under these αrcumstances 

• CM1 requested a direct to ATC to return to NAV mode and received a direct to NORTA 

Feedback based on the operating expe吋ence of CM1 

• CM1 knew about the possibil ity of jammed GPS signa悟， but did not know about the pos到bility of 

GNSS spoofing 

• CM1 stated that the aircraft's GPS PRIMARY function is very reliant. He had only experienced 

five short term outages in ten years of f1ying experience 

• After the spoofing attack , CM1 stated to still have Uneutral trust" in the aircraft 's navigation solution 

With the decision for an alternative ILS approach instead of the planned RNP 0.1 approach, he 

wanted to prevent a go around situation ea叫y

Feedback based on the operating experìence of ACTO 

• The ATCO, like the pilo地s in this study, was invited under false pretenses. His briefing primed him to 
analyze a “ne明y developed and improved controller software under operational circumstances" . His 

initial debriefing comments showed that he was not aware of any cybersecurity threats 

page 67 of 76 
Report on Demonstrations I 

Simulalions 



IACT 
Code: D4 

Issue: 1.02 
Date: 31 /07/2018 

• The ATCO had some remarks about the graphical user i nte仟'ace of his workstation. He missed the 

possibility to measure distances and time between points in space (aircraft, waypoints, and 

airspaces) 

﹒ In割de his controlled sector the ATCO identified unexpected descent clearances he did not clear, 

which led to separation violations. These violat旭ns stemmed from the traffic simulation. During the 

flight the experiment leader also explained these violations as simulation errors 

• The ATCO stated that just prior to a planned tum (at the waypoint BAMKI) the aircraft's deviation t。

the planned path was significant. In reality he would accept cross track errors of 1h nm. In the case of 

larger deviations, he aJso would inform the crew and ask about the reason of the deviation 

• The ATCO stated that in the upper 副rspace the aircraft's drift was hard to detect with the provided 

software as well as it would be in reality, because in upper air spa阻， especially in a FRAIT 

6.4.7.3 

environment, aircrafts are instructed to f1y direct routes instead of point by point. A detection in the 

Jower airspa田 might be easier 

GNSS APPROACH SPOOFING 
Description of the behav 叮。.f the crew 

• The GNSS spo。個ng stayed unnoticed until the navigation mode changed to GPS PRIMARY LOST 

(喃ich also correlates to the end of the attack for this spoofing scenario). The attack ended during 

the final turn. A few seconds later he FMGC reacquired the correct aircraft pos前ion ， a cross track 

error of 0.6 NM on the left was indicated on PFD and ND 

• CM1 decided to continue the approach despite the SOP, demanding to abort the approach in 臼se of 

GPS PRIMARY LOSS on both FMGCs, as the aircraft "was not yet on final approach" 

• Only when FINAL APP mode did not engage CM1 aborted the approach and decided for the ILS 

approach on 叫nway 27R 

Feedback based on the operating expe吋ence of CM1 

• CM1 stated that he wanted to recover the approach although the deviation was greater than 0.1 NM 

• CM1 stated that, compared to ILS approaches, RNP approaches are still rare 

• CM1 also stated that, due to current regulation changes, he had to pe斤。rm a computer-based 

training for assuring his knowledge in PBN. This also included RNP approaches 
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6.5 SUMMARY OF THE TEST RESULTS 

Table 6-18 sho帆 s the summa可。f the res叫ts . It can be seen that some attacks had a high detection rate and 
some had a ve可 low detection rate 

Attack Detection Results I comments 

ACARS load sheet update 1 out of 7 times Aircraft rotated before Vr 

ACARS flight plan update 2 out of 2 times Flight ptan change rejected , aircraft stay'吋 on

course 

Hacked database during RNP 0.1 5 out of 6 times Go-around and missed approach detected 

approach during approach, once at the MDA 

Denial of service attack FMS 2 out of 2 times FMS/map functionality tost, aircraft stitt 
controJlable , help from ATC requested , raw 
data avai1able 

En-route GNSS sp∞fing o out of 3 times Diverging f1ight path not detected during 

event, except from ATC, stightly increased 
workload after event, reduction of confidence 

in navigation system 

Approach GNSS spoofing o out of 1 time Spoofing not detected during event, after 

event, due to the cross-track error and the 
disengagement of auto pilot, approach was 

discontinued 

Table 6-18: Summa呵。f the results of the trials 

6 .5 .1 ACARS LOAD SHEET UPDAT E 

In the threat scenario UACARS load sheet update" a falsified load sheet was handed to the f1ight crew, 

em叫ating the role of an ACARS printer in the cockpit (see Figure 6-3). lt was received after the take-off 

b吋e個ng was conducted and all data were entered into the MCDU. The new ACARS load sheet contained a 

new trim setting 1.6 UP whi le the aircraft had actually an aft CG. The ACARS load sheet update attack was 

conducted in every trial. Only in one case the update was rejected by the PM. In all the other cases the new 

trim setting was used and resulted in a pitch up event prior to Vr. In some cases, the reason was discussed 
and the 割m叫ated airline oper訕。ns center was contacted . As the new trim setting was in the allowed range, 

the res叫t was not too critical with this type of sim叫ated aircraft and the workload for the PF 

was only increased for a few seconds. S圳 ， this unexpected behav 叮 was in occupying some mental 
capacities of the crew and could led to severe events in rare cases 

Afterwards, the pilots stated that in rea lity they wou旭 have not accepted the update as the trim setting was 
so far 。何 the fi悶t value. ln reality they wou岫 have contacted the ramp agent or the opera訓。ns center before 

accepting the new load sheet 
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Figure 6-3: ACARS load sheet update during simulation 

6.5.2 ACARS FLlGHT PLAN UPDATE 
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For the threat scenario "ACARS flight 肉n 叩date弋 like for the loadsheet update, the updated flight plan was 

handed to the flight crew. Since changes of the flight path in flight must be coordinated 叫th ATC, in the two 
simulated cases a con個ct was esta叫ished 叫th ATC before accepting the new 伽ght plan. As ATC was not 

aware of the update, the 們 ight was continued as planned. The pilots did not w叮叮 about the update 

afterwards. Still ， 的is unexpected behavior occupied some mental capacities of the crew and could lead to 

extended voice communication and workload if a number of aircraft are being attacked in one ATC sector 
The pi lo把 stated that it would be ve叩 unlikely for them to accept an update in flight without coordinating with 

ATC. However, two pilots stat吋 that an update before take-off could be cons岫ered dangerous as this wou ld 

not necessarily be coordinated with ATC 

6.5.3 DENIAL OF SERVICE ATTACK ON FMS 

This attack was simulated twice during the trials. The denial of service attack on the FMS was discovered 

instantaneously as the auto pilot disconnected and the map and MCDU was not available anymore. This 
attack led to an increase of the wor1<: load for the pilo地s as well as an increase of the voice communication 

demand with the ATC. The stress level reduced when it was discovered that the aircraft was still controllable, 

raw navigation data was available and ATC was able to provide radar vectors . The pilots stated that an FMS 

failure (even a double FMS failure) was a standard training item for them. Therefore, they were familiar to the 

situation to a certain degree. When it was establ ished that the aircraft was still controlla訓e ， the situation was 
assessed to be manageable 
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The GNSS en-route spoofing was not discovered during the event except when an actual ATC controller was 

part of the 出al. After the attack , the laterat dis抖acement and the “GPS prima可 tost~ message was 
discovered. The taterat deviations obse阿ed were up to 10 NM in the conducted triats. The finat laterat 

deviation depends on the deviation rate and on the duration of the spoofing attack. Fi!且 ure 6-4 shows one 

instance of the observed taterat deviation at the end of the attack. The observed behavior caused some 
confusion to the 刊ght crew and atso res叫ted in a reduced confidence in the navigation system. Two pilots 
woutd have not conducted the RNP approach as briefed after the spoofing. The at1ack led to slightly 

increased WI凹ktoad but the attack was onty sustained for a few minutes in the triats. As it was not discovered 

during the triats, a prolonged attack time could have led to la叩e displacements, w制ch in turn cou岫 have

resulted in severe events , especially in 10 、ler altitudes with surrounding terrain 

十 I
Figure 6-4: Lateral deviation after GNSS spoofing en-route 

6.5.5 APPROACH GNSS SPOOFING 

The GNSS spoofing during the approach was not discovered in the single trial in which it was pe斤。nned

The attack led to a large lateral displacement before the final approach point (see Figure 6-5), as a 

consequence the approach was discontinued by the pilots. This is a common practice and 尬。nly slightly 
increased the workload of the pilots. S圳 ， as in the en-route case, a prolonged attack time could have 

resulted in large dispJacements, which in turn could have led to severe events, especially in lower altitudes 
、叫th surrounding terrain 
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Figure 6-5: Lateral deviation after GNSS spoofing during approach 

6.5.6 HACKED DATABASE DURING RNP 0 .1 APPROACH 

During the RNP 0.1 approach with the hacked FMS databa自 the diverging f1 ight path was d倍covered 5 out 

of 6 times by the PM. In those cases, the PM was cross checking the actual distance/altitude with the 

approach chart. Instead, in the undetected case the PM did not perform the cross-checks, this res叫ted in a 
go-around at the Minimum Descent Altitude (MDA). As a go-around is a common practi阻， this attack 。叫y

resulted in a slight increase of the workload for the pil叫， but it could tead to a severe capacity decrease at an 
airport if mu削糾e go-arounds have to be conducted 

6.6 RECOMMENDATIONS FOR THREAT MITIGATION 

ßased on the results of the tests and on the feedbacks from the invotved pitots and ATCO, the fotlowing list 
of recommendations shoutd be considered in order to imptement procedures for threat mitigation 

• The attitude I height cross-check during GNSS based approaches is a vatuable and important safety 
n剖，扭曲。utd be st叫ctty enforced and considered as a vatid safety tool; indeed one test showed that 
without checking the altitude the wrong 刊ght path was onty noticed at the Minimum Decent Altitude, 
whereas in the other tests the pitot monitoring checked the altitude and was able to identify the 
deviation from the charted path be加.ethe MDA wh岫 led to a go-around at a higher altitude 

• The altitude I height of the runway threshold should be displayed explicitly in the FMS in order to be 

checked in the approach briefing; the tests showed that the coordinates of the runway threshold as 
wetl as the height of the threshold could not be checked properly beforehand. It would be beneficial 
to clear1y dis帥y the threshold data in the MCDU so that it can be cross-checked before the 
approach. That wouJd help to idenl作y mistakes at an ear1也r stage 
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• For ACARS updates, a procedure should be ∞nsìdered to ensure the valìdìty of the 罔聞ved

informatìon, for example through an authentìcated da個 transmìssìon ， or by le削ng the 罰。ht crew 
respond to or con前rm the changes ìn a secure way. Thìs especially ìncludes updates of the f1ìght 

肉n on the ground; the tests showed that ìn the sìmulator envìronment, the Loadsheet update vìa 
ACARS was accepted ìn 6 out of 7 cases. Thìs means, that there ìs a lack of control possìbìlìtìes to 
valìdate the correctness of the u凶ate . It was also identified that a f1ight plan update on ground could 

be a dangerous attack as this is usually not checked and confirmed with ATC . The pilots and ATCO should be trained to be aware of the possibiHty of cyber-attacks and the effects 
they could have; In general, the pilots did not suspect cyber-attacks behind the malfunctions during 
the trials. Therefore, the awareness for possible attacks and their impact should be intensified 

• During the en-route segment, an ATC tool for automatically aJertîng the ATCOs when a significant 
deviation from the assigned , p旭nned RNP route occurs could be helpful for early cyber-attack 
detection, espeα副Iy in busy en-route sectors. Therefore, the intended f1 ight path would have to be 
shared by the aircraft; the tests showed that the pilots were not a叫e to spot deviations from the 

intended f1ight path during sophisticated spoofing attacks. Therefore, a ground-based tool could help 
to ide叫作y those deviations. It wou岫 have to be independent from the aircraft's navigation system to 

ensure resistance to spoofing attacks 

• Du叫ng GNSS based approaches the ATCOs should focus on monitoring the correct aircraft position, 
În particular the altìtude and lateral displacements with respect to the nominal route. The same 
comment on a ground-based t∞I from above applies here 
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7 CONCLUSIONS AND FUTURE WORK 

7.1 CONCLUSIONS 
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Within the JACT activity, seven simulation flights were pe斤。rmed with real pilots , emulating several 
cyberattacks on FMS and GNSS at different 們旬 ht phases. The pilots were invited to the trials under false 

pretenses in order to obtain unbiased results 
During each flight triaJ , three simulated attacks were conducted. No involved pilot associated the 

experienced effects to a cyberattack. Indeed, the pilots were very interested in the results afterwards and 
their awareness in cyber-security was increased 

Most of the considered cyberattack were not detected by the crew at the time of the attack. Mis-detected 

attacks always led to an increase workload of the crew and of the ATCO, but they never resulted in critical 

situations during the f1 ight exerαses. However, the results of the f1ight exercises are limited to the considered 
flight route scenario and statistical considerations cann叫 be derived because of the limited number of tests 

In fact, some pilots considered certain attacks as poten計划Iy dangerous in real scenarios 
Among the considered attacks, the two attacks that were considered most critical are the “Hacked database" 
attack and the “GNSS spoofing attack". The "Hacked database" attack was discovered 5 0叫。，f 6 times by 

the monitoring pilots, thanks to the cross checking of the actual distance/altitude 叫出 the approach chart 

Instead, in the undetected case the monitoring pilot did not perform the cross-checks, this resulted in a go
around at the minimum descent altitude 

“GNSS spoofing" attacks were performed both during the en-route phase (three times) and during the 
approach phase (one 討me). They were never detected at the beginning of the attack , indeed possible 

temporary losses of the GPS as prima可 navigation method were disregard as tempora可 problems， they 
were not linked to a potential cyberattack . Only in the experiment including an invited ATCO the GNSS 

spoofing attack has been detected while ongoing, because the ATCO noticed that the aircraft turned several 
nau此ica l miles in front of the intended turn and informed the crew about their deviation and asked for their 

reason to deviate. In all the other cases, the effects of the spoofing attacks were discovered 0川y at the end 
of the attacks, when the system recovered the authentic GNSS pos划。n solution and the pilots realized they 
slgn抽回叫y deviated from the f1ight route . This suggests that a prolonged attack time could have led to even 

larger displacements, which in turn could have resulted in severe events, especially in 10啊'er altitudes with 

surr 
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7.2 FUTURE WORK 

IACT project led 10 very interesling results from several perspectives 
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• Fonnal validation of the ED-202A procedure to airworthiness cybersecurity risk assessment 

• Implementation of a cyber-attack-enabled f1ight simu個tor

• Preliminary val idation of the full chain through CAT pîlots and ATCOs 

For sure, the approach im抖emented in IACT is right after the “'take-off' phase. It can be further improved and 

applied in several conte啦， such as: theoretical study, crew tra i ni呵 ， standardization activities 

Some interesting ideas worth to be explored in the future are 

. Enhance the statistical confidence of already perfonned tests 

o By increasing the number of tria旭 and refining the synthesis of results 

o By increasing the test 臼ses， to explore a wider range of cases (new 們旬ht plans, fl叮
instance) that cou岫 trigger different critical points 

• Enhance the realism of the simulator 

。 By ìmproving some software implemen個tions

o By including avionic hardware in the loop, as for instance a COTS avionic receìver . Explore from the Electromagnetic perspective the ∞upling of insider/outsider GNSS spoofing attack 

wìth the GNSS antennas via 

o Finite elements software simulations 
o Laboratory tr旭 Is În anechoic chambers 

o Real trials in remote regions 

• Support EASA in the standardization of the IACT outcomes, to improve training protocols by 

increasing cybersecurity awareness in the operators and regu lators 
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