












































































































































6.5.4 EN-ROUTE GNSS SPOOFING 
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The GNSS en-route spoofing was not discovered during the event except when an actual ATC controller was 

part of the After the attack , the laterat and the “GPS message was 
discovered. The taterat deviations were up to 10 NM in the conducted triats. The finat laterat 

deviation depends on the deviation rate and on the duration of the spoofing attack. 6-4 shows one 

instance of the observed taterat deviation at the end of the attack. The observed behavior caused some 
confusion to crew and atso in a reduced confidence in the navigation system. Two pilots 
woutd have not conducted the RNP approach as briefed after the spoofing. The at1ack led to slightly 

increased but the attack was onty sustained for a few minutes in the triats. As it was not discovered 

during the triats, a prolonged attack time could have led to displacements, in turn 

resulted in severe events , especially in altitudes with surrounding terrain 

Figure 6-4: Lateral deviation after GNSS spoofing en-route 

6.5.5 APPROACH GNSS SPOOFING 

The GNSS spoofing during the approach was not discovered in the single trial in which it was 

The attack led to a large lateral displacement before the final approach point (see Figure 6-5), as a 

consequence the approach was discontinued by the pilots. This is a common practice slightly 
increased the workload of the pilots. as in the en-route case, a prolonged attack time could have 

resulted in large dispJacements, which in turn could have led to severe events, especially in lower altitudes 
surrounding terrain 
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Figure 6-5: Lateral deviation after GNSS spoofing during approach 

6.5.6 HACKED DATABASE DURING RNP 0 .1 APPROACH 

During the RNP 0.1 approach with the hacked FMS databa自 the diverging f1 ight path was d倍covered 5 out 

of 6 times by the PM. In those cases, the PM was cross checking the actual distance/altitude with the 

approach chart. Instead, in the undetected case the PM did not perform the cross-checks, this res叫ted in a 
go-around at the Minimum Descent Altitude (MDA). As a go-around is a common practi阻， this attack 。叫y

resulted in a slight increase of the workload for the pil叫， but it could tead to a severe capacity decrease at an 
airport if mu削糾e go-arounds have to be conducted 

6.6 RECOMMENDATIONS FOR THREAT MITIGATION 

ßased on the results of the tests and on the feedbacks from the invotved pitots and ATCO, the fotlowing list 
of recommendations shoutd be considered in order to imptement procedures for threat mitigation 

• The attitude I height cross-check during GNSS based approaches is a vatuable and important safety 
n剖，扭曲。utd be st叫ctty enforced and considered as a vatid safety tool; indeed one test showed that 
without checking the altitude the wrong 刊ght path was onty noticed at the Minimum Decent Altitude, 
whereas in the other tests the pitot monitoring checked the altitude and was able to identify the 
deviation from the charted path be加.ethe MDA wh岫 led to a go-around at a higher altitude 

• The altitude I height of the runway threshold should be displayed explicitly in the FMS in order to be 

checked in the approach briefing; the tests showed that the coordinates of the runway threshold as 
wetl as the height of the threshold could not be checked properly beforehand. It would be beneficial 
to clear1y dis帥y the threshold data in the MCDU so that it can be cross-checked before the 
approach. That wouJd help to idenl作y mistakes at an ear1也r stage 
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• For ACARS updates, a procedure should be ∞nsìdered to ensure the valìdìty of the 罔聞ved

informatìon, for example through an authentìcated da個 transmìssìon ， or by le削ng the 罰。ht crew 
respond to or con前rm the changes ìn a secure way. Thìs especially ìncludes updates of the f1ìght 

肉n on the ground; the tests showed that ìn the sìmulator envìronment, the Loadsheet update vìa 
ACARS was accepted ìn 6 out of 7 cases. Thìs means, that there ìs a lack of control possìbìlìtìes to 
valìdate the correctness of the u凶ate . It was also identified that a f1ight plan update on ground could 

be a dangerous attack as this is usually not checked and confirmed with ATC . The pilots and ATCO should be trained to be aware of the possibiHty of cyber-attacks and the effects 
they could have; In general, the pilots did not suspect cyber-attacks behind the malfunctions during 
the trials. Therefore, the awareness for possible attacks and their impact should be intensified 

• During the en-route segment, an ATC tool for automatically aJertîng the ATCOs when a significant 
deviation from the assigned , p旭nned RNP route occurs could be helpful for early cyber-attack 
detection, espeα副Iy in busy en-route sectors. Therefore, the intended f1 ight path would have to be 
shared by the aircraft; the tests showed that the pilots were not a叫e to spot deviations from the 

intended f1ight path during sophisticated spoofing attacks. Therefore, a ground-based tool could help 
to ide叫作y those deviations. It wou岫 have to be independent from the aircraft's navigation system to 

ensure resistance to spoofing attacks 

• Du叫ng GNSS based approaches the ATCOs should focus on monitoring the correct aircraft position, 
În particular the altìtude and lateral displacements with respect to the nominal route. The same 
comment on a ground-based t∞I from above applies here 
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7 CONCLUSIONS AND FUTURE WORK 

7.1 CONCLUSIONS 
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Within the JACT activity, seven simulation flights were pe斤。rmed with real pilots , emulating several 
cyberattacks on FMS and GNSS at different 們旬 ht phases. The pilots were invited to the trials under false 

pretenses in order to obtain unbiased results 
During each flight triaJ , three simulated attacks were conducted. No involved pilot associated the 

experienced effects to a cyberattack. Indeed, the pilots were very interested in the results afterwards and 
their awareness in cyber-security was increased 

Most of the considered cyberattack were not detected by the crew at the time of the attack. Mis-detected 

attacks always led to an increase workload of the crew and of the ATCO, but they never resulted in critical 

situations during the f1 ight exerαses. However, the results of the f1ight exercises are limited to the considered 
flight route scenario and statistical considerations cann叫 be derived because of the limited number of tests 

In fact, some pilots considered certain attacks as poten計划Iy dangerous in real scenarios 
Among the considered attacks, the two attacks that were considered most critical are the “Hacked database" 
attack and the “GNSS spoofing attack". The "Hacked database" attack was discovered 5 0叫。，f 6 times by 

the monitoring pilots, thanks to the cross checking of the actual distance/altitude 叫出 the approach chart 

Instead, in the undetected case the monitoring pilot did not perform the cross-checks, this resulted in a go­
around at the minimum descent altitude 

“GNSS spoofing" attacks were performed both during the en-route phase (three times) and during the 
approach phase (one 討me). They were never detected at the beginning of the attack , indeed possible 

temporary losses of the GPS as prima可 navigation method were disregard as tempora可 problems， they 
were not linked to a potential cyberattack . Only in the experiment including an invited ATCO the GNSS 

spoofing attack has been detected while ongoing, because the ATCO noticed that the aircraft turned several 
nau此ica l miles in front of the intended turn and informed the crew about their deviation and asked for their 

reason to deviate. In all the other cases, the effects of the spoofing attacks were discovered 0川y at the end 
of the attacks, when the system recovered the authentic GNSS pos划。n solution and the pilots realized they 
slgn抽回叫y deviated from the f1ight route . This suggests that a prolonged attack time could have led to even 

larger displacements, which in turn could have resulted in severe events, especially in 10啊'er altitudes with 

surr 
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7.2 FUTURE WORK 

IACT project led 10 very interesling results from several perspectives 
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• Fonnal validation of the ED-202A procedure to airworthiness cybersecurity risk assessment 

• Implementation of a cyber-attack-enabled f1ight simu個tor

• Preliminary val idation of the full chain through CAT pîlots and ATCOs 

For sure, the approach im抖emented in IACT is right after the “'take-off' phase. It can be further improved and 

applied in several conte啦， such as: theoretical study, crew tra i ni呵 ， standardization activities 

Some interesting ideas worth to be explored in the future are 

. Enhance the statistical confidence of already perfonned tests 

o By increasing the number of tria旭 and refining the synthesis of results 

o By increasing the test 臼ses， to explore a wider range of cases (new 們旬ht plans, fl叮
instance) that cou岫 trigger different critical points 

• Enhance the realism of the simulator 

。 By ìmproving some software implemen個tions

o By including avionic hardware in the loop, as for instance a COTS avionic receìver . Explore from the Electromagnetic perspective the ∞upling of insider/outsider GNSS spoofing attack 

wìth the GNSS antennas via 

o Finite elements software simulations 
o Laboratory tr旭 Is În anechoic chambers 

o Real trials in remote regions 

• Support EASA in the standardization of the IACT outcomes, to improve training protocols by 

increasing cybersecurity awareness in the operators and regu lators 
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