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‘AMC/GM to Part-NCC — Amendment 11

The Annex to Decision 2013/021/R of 23 August 2013 is hereby amended as follows:

The text of the amendment is arranged to show deleted, new or amended text as shown below:

1. deleted text is is marked with strike-threugh;

2. new or amended text is highlighted in blue; and
3. an ellipsis ‘(...)" indicates that the remaining text is unchanged in front of or following the reflected
amendment.

1. AMCI1 NCC.GEN.130 is amended as follows:

AMC1 NCC.GEN.130 Portable electronic devices (PEDs)
TECHNICAL PREREQUISITES FOR THE USE OF PEDS

()

(d) Demonstration of electromagnetic compatibility

(1)

EMI assessment at aircraft level

The means to demonstrate that the radio frequency (RF) emissions (intentional or non-

intentional) are tolerated by aircraft systems should be as follows:

(i)

(ii)

Tto address front door coupling susceptibility for any kind of PEDs:

(A) EUROCAE, ‘Guidance for the use of Portable Electronic Devices (PEDs) on Board
Aircraft’, ED-130A / RTCA DO-363 ‘Guidance for the Development of Portable
Electronic Devices (PED) Tolerance for Civil Aircraft’, Section 5; or

(B) EUROCAE, ‘Aircraft Design and Certification for Portable Electronic Device (PED)
Tolerance’, ED-239 / RTCA DO-307A, Section 4.

The use of RTCA, ‘Guidance on Allowing Transmitting Portable, Electronic Devices (T-PEDs)
on Aircraft’, DO-294C (or later revisions), Appendix 5C; or RTCA, ‘Aircraft Design and
Certification for Portable Electronic Device (PED) Tolerance’, DO-307 (including Change 1
or later revisions), Section 4, may be acceptable.

Tto address back door coupling susceptibility for T-PEDs:

(A) EUROCAE, ‘Guidance for the use of Portable Electronic Devices (PEDs) on Board
Aircraft’, ED-130A/RTCA DO-363, Section 6; or {orlaterrevisions)Annexs;
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2.
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(B)

EUROCAE, ‘Aircraft Design and Certification for Portable Electronic Device (PED)

Tolerance’, ED-239 / RTCA DO-307A, Section 3.

(€} RTCADO-307.{; ineCl L orl isions) Section 3.
The use of EUROCAE, ‘Guidance for the use of Portable Electronic Devices (PEDs) on Board

Aircraft’, ED-130, Annex 6; or RTCA DO-294C (or later revisions), Appendix 6D; or RTCA
DO0-307 (including Change 1 or later revisions), Section 3, may be acceptable.

(2)  Alternative EMI assessment of C-PEDs

(i)

(i)

For front door coupling:

(A)

(B)

C-PEDs should comply with the levels as defined by:

() EUROCAE/RTCA, ‘Environmental Conditions and Test Procedures for
Airborne Equipment’, ED-14D/D0-160D (or later revisions), Section 21,
Category M, for operation in the passenger compartment and the flight crew
compartment; and

(b) EUROCAE ED-14ED/RTCA DO-160ED (or later revisions), Section 21,
Category H, for operation in areas not accessible during the flight.

If the C-PEDs are electronic flight bags used in the flight crew compartment and if
the DO-160 testing described in (A) identifies inadequate margins for interference
or has not been performed, it is necessary to test the C-PED in each aircraft model
in which it will be operated. The C-PED should be tested in operation on the aircraft
to show that no interference occurs with the aircraft equipment. This testing should
be performed in a real aircraft, and credit may be given to other similarly equipped
aircraft (meaning in particular that they have the same avionics equipment) of the

same make and model as the one tested.—an—alterrative—compliance—method

a bed—ir-EASA—Gene o

For To address back-door coupling susceptibility for C-PEDs with transmitting capabilities,
the EMI assessment described in (1)(ii) should be performed.

A new AMC1 NCC.GEN.131(a) is added:

AMC1 NCC.GEN.131(a) Use of electronic flight bags (EFBs)
HARDWARE

In addition to AMC1 CAT.GEN.MPA.141(a), the following should be considered:

(a)

Display characteristics

Consideration should be given to the long-term degradation of a display, as a result of abrasion and
ageing. AMC 25-11 (paragraph 3.16a) may be used as guidance to assess luminance and legibility

aspects.
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and how this information is validated and then promulgated in a timely manner and in a complete
format to all users.

As part of the EFB system’s maintenance, the operator should ensure that the EFB system batteries
are periodically checked and replaced as required.

Should a fault or failure of the system arise, it is essential that such failures are brought to the
immediate attention of the flight crew and that the system is isolated until rectification action is taken.
In addition to backup procedures, to deal with system failures, a reporting system should be in place
so that the necessary action, either to a particular EFB system or to the whole system, is taken in order
to prevent the use of erroneous information by flight crew members.

Security

The EFB system (including any means used for updating it) should be secure from unauthorised
intervention (e.g. by malicious software). The operator should ensure that the system is adequately
protected at the software level and that the hardware is appropriately managed (e.g. the identification
of the person to whom the hardware is released, protected storage when the hardware is not in use)
throughout the operational lifetime of the EFB system. The operator should ensure that prior to each
flight the EFB operational software works as specified and the EFB operational data is complete and
accurate. Moreover, a system should be in place to ensure that the EFB does not accept a data load
that contains corrupted contents. Adequate measures should be in place for the compilation and
secure distribution of data to the aircraft.

Procedures should be transparent, and easy to understand, to follow and to oversee:

(1) If an EFB is based on consumer electronics (e.g. a laptop) which can be easily removed,
manipulated, or replaced by a similar component, then special consideration should be given to
the physical security of the hardware;

(2) Portable EFB platforms should be subject to allocation tracking to specific aircraft or persons;

(3) Where a system has input ports, and especially if widely known protocols are used through these
ports or internet connections are offered, then special consideration should be given to the risks
associated with these ports;

(4)  Where physical media are used to update the EFB system, and especially if widely known types of
physical media are used, then the operator should use technologies and/or procedures to assure
that unauthorised content cannot enter the EFB system through these media.

The required level of EFB security depends on the criticality of the functions used (e.g. an EFB which
only holds a list of fuel prices may require less security than an EFB used for performance calculations).

Beyond the level of security required to assure that the EFB can properly perform its intended
functions, the level of security ultimately required depends on the capabilities of the EFB.

Electronic signatures

Some applicable requirements may require a signature when issuing or accepting a document (e.g.
load sheet, technical logbook, notification to captain (NOTOC)). In order to be accepted as being
equivalent to a handwritten signature, electronic signatures used in EFB applications need, as a
minimum, to fulfil the same objectives and should assure the same degree of security as the
handwritten or any other form of signature that they are intended to replace. AMC1 NCC.POL.110(c)
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9. A new AMC5 NCC.GEN.131(b)(2) is added:
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10. A new AMC6 NCC.GEN.131(b)(2) is added:
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11. A new AMC7 NCC.GEN.131(b)(2) is added:

12. A new AMC8 NCC.GEN.131(b)(2) is added:
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The following considerations should be addressed in the procedures for the use of charts or [FW
EFB application displaying the own-ship position in-flight by the flight crew:

(i) Intended use of the display of own-ship position in-flight on charts or IFW EFB applications;

(i)  Inclusion of the EFB into the regular scan of flight deck systems indications. In particular,
systematic cross-check with avionics before being used, whatever the position source; and

(iii)  Actions to be taken in case of the identification of a discrepancy between the EFB and
avionics.

(2)  Training:
Crew members should be trained on the procedures for the use of the application, including the

regular cross-check with avionics and the action in case of discrepancy.

14. A new GM1 NCC.GEN.131(b)(2) is added:

GM1 NCC.GEN.131(b)(2) Use of electronic flight bags (EFBs)
IN-FLIGHT WEATHER APPLICATIONS

‘Reliable sources’ of data used by in-flight weather (IFW) applications are the organisations evaluated by the
operator as being able to provide an appropriate level of data assurance in terms of accuracy and integrity. It is
recommended that the following aspects be considered during that evaluation:

(a)  The organisation should have a quality assurance system in place that covers the data source selection,
acquisition/import, processing, validity period check, and the distribution phase;

(b)  Any meteorological product provided by the organisation that is within the scope of meteorological
information included in the flight documentation as defined in MET.TR.215(e) (Annex V (Definitions of
terms used in Annexes Il to Xlll) to Commission Implementing Regulation (EU) 2016/1377) should
originate only from authoritative sources or certified providers and should not be transformed or
altered, except for the purpose of packaging the data in the correct format. The organisation’s process
should provide assurance that the integrity of those products is preserved in the data for use by the
IFW application.

15. A new GM2 NCC.GEN.131(b)(2) is added:

GM2 NCC.GEN.131(b)(2) Use of electronic flight bags (EFBs)
USE OF COMMERCIAL OFF-THE-SHELF (COTS) POSITION SOURCE — PRACTICAL EVALUATION

The tests should consist of a statistically relevant sample of taxiing. It is recommended to include taxiing at
airports that are representative of the more complex airports typically accessed by the operator. Taxiing
segment samples should include data that is derived from runways and taxiways, and should include
numerous turns, in particular of 90 degrees or more, and segments in straight lines at the maximum speed
at which the own-ship symbol is displayed. Taxiing segment samples should include parts in areas of high
buildings such as terminals. The analysis should include at least 25 inbound and/or outbound taxiing
segments between the parking location and the runway.

During the tests, any unusual events (such as observing the own-ship symbol in a location on the map that is
notably offset compared to the actual position, the own-ship symbol changing to non-directional when the
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16. A new GM3 NCC.GEN.131(b)(2) is added:
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