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Introduction

- GNSS interference has been a reality for the past 10 years

- Reports received from airlines by IATA, Eurocontrol, EASA etc.

- Various types of disruption - EGPWS/TAWS, PBN, ADS-B etc.
- |ATA, IFALPA, IFATCA paper - ICAO 40t Assembly

- ICAQ State letter in 2020 to States

- |TU attention

- Al IATA Regions working to address the problem
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FDX Analysis - GPS Signal Loss

Foreword and Disclaimer

International Air Transport Association (IATA)
Global Aviation Data Management (GADM) Data Sharing Programs
Flight Data Exchange (FDX)

The International Air Transport Association (IATA) Global Aviation Data Management Program’s Flight Data Exchange (FDX) is a web-based tool intended to provide subscribing members with
a comparative overview to highlight areas of flight safety concern, with benchmarking available at a global, regional and airport level.

The data and information lodged on FDX are to the best of our ability reliable, accurate and trustworthy. IATA however does not warrant or express any opinions whatsoever as to the accuracy,
origin, tracing, completeness and timeliness of such data and information. Although every effort has been made to ensure accuracy in processing and analysing flights, |ATA shall not be held
responsible for any loss or damage caused by errors, omissions, misprints or misinterpretation of the contents hereof. We make no representations, warranties or other assurances, express or
implied, about the accuracy, sufficiency, relevance and validity of the data and information captured and reported. Our data collection and reporting are intended to be factual and neutral. FDX
AND ITS CONTENTS ARE PROVIDED TO YOU ON AN “AS IS, WHERE IS" BASIS, AND WE DISCLAIM ANY WARRANTY OF MERCHANTABILITY, QUALITY OR FITNESS FOR A
PARTICULAR PURPOSE. We expressly disclaim any liability, direct or indirect, to you or any person, for any losses or damages, including without limitation incidental losses, loss of
opportunity and damages to reputation, resulting from your access to and use of said contents.

FDX is not intended to replicate or replace the operator’s own internal flight data analysis program. As such, airlines can expect to see variation between their own internal flight data program
results, and the information collected and analysed through FDX. The reasons for this are twofold:

- The collection of flight data on a global level requires a broader categorisation and definition of event limits and Key Performance Variables.

- Concerning sector counts, FDX makes no guarantee that all flights have been submitted by an airline and that all flights submitted have been processed, which may further result in rate
variations.

FDX and its contents are not intended to serve as the sole and exclusive basis for assessment and decision making and constitute one of many means of information gathering at your
disposal. You are advised to make your own determination and make your own inquiries and verifications as you may deem necessary and suitable. You shall independently and without solely
relying on the information reported, perform your own analysis and evaluation in regards to the nature and level of information you may require, based upon such information, analyses and
expert advice as you may deem appropriate and sufficient, and make your own determination and decisions pertaining to the subject matter under consideration.

The information contained in this analysis and on the FDX platform is intended for FDX members only and shall not be communicated, published, shared or distributed in any format to any
other party. If you have received this transmission in error, please delete it immediately and notify us by return e-mail at fdx@iata.org

No part of this analysis may be used, reproduced, recast, reformatted or transmitted in any form, in whole or in part, by any means, electronic or mechanical, including photocopying, recording
or any information storage and retrieval system, without the prior written permission of IATA.

FDX is the property of IATA and protected under copyright, made available to you by permission, and may not be copied, published, shared, disassembled, reassembled, used in g™ FDX
part, directly or indirectly, or referenced to or quoted, without the prior written consent of IATA. The name and corporate identification of IATA are registered trademarks of IATA. il
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Report Background

GNSS is a key technology of the Communications, Navigation, and Surveillance (CNS) infrastructure. GNSS can support navigation applications in all
phases of flight as well as surveillance application like ADS-B. GNSS is also used in safety nets like the GPWS (Ground Proximity Warning Systems)
and provides the time reference that is used to synchronise systems and operations in ATM.

GNSS/GPS vulnerability, including intentional and unintentional signal interference, has been identified as a major safety issue as GNSS is embedded
into numerous critical infrastructures. Especially the intentional interference presents significant threat to aircraft and passengers.

Therefore, such interference needs to be monitored and its operational risk needs to be assessed. To monitor the potential GNSS/GPS interference
risk, IATA FDX program introduced new event of GPS outage from August 2021.

Report Criteria
FDX program data from August 2021 to June 2022.

The report includes the following FDX Events used in the FDX program:
« GPS Signal Loss, recorded GPS non operational for more than 60 seconds in flight data.

Last report Update (UTC) was on Sep 01, 2022 05:22:55 PM

Other questions?
-
Contact the FDX team at fdx@jata.org if you have any other questions about the report or the program. EATA
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Report Definitions and Notes Flight Period: Aug 2021 - Jun 2022 Region of Occurrence: Global

FDX Events Definitions
The FDX Events Definitions used to build the FDX Safety Performance Indicators (SPIs) are listed here.

FDX Rule of 3

IATA employs the general “rule-of-three” philosophy for de-identification. As such, to provide analysis on any parameter (Region, Aircraft category,
Airport, etc.) there must be at least three participants’ information represented. For example, at least three participants must be contributing data from
each country/region before that country/region is identified in an analysis.

There have to be 3 or more operators flying into an airport and more than 100 landings in TOTAL in the analysis (NOT on a per month basis) for an
airport to be included

FDX Regional and Global Rates

The Regional rates for this report are calculated based on the region of occurrence (as per IATA SFO region definition). The region of occurrence is
derived from the Takeoff and Landing airports. The Regional rates also exclude the events that occurred in the studied airport.

The Global rates are calculated for global FDX events, excluding the events that occurred in the studied airport.

The Regional and Global rates are calculated as: spi_count / number_of flights * 1000. Where multiple events are collated into a single SPI (Safety
Performance Indicator), and a flight with multiple events of the same SPI will be counted as one when computing the SPI rate.

Other questions?
-
Contact the FDX team at fdx@jata.org if you have any other questions about the report or the program. SAIA
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Flight Data SPIs: GPS Signal Loss

FDX Analysis - GPS Signal Loss

Flight Period: Aug 2021 - Jun 2022 Region of Occurrence: Global

The first visual presents the monthly rate trends for the FDX GPS Signal Loss event and the FDX GPS Signal Loss event count.
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Flight Data SPIs: GPS Signal Loss Flight Period: Aug 2021 - Jun 2022 Region of Occurrence: Global

The 2 visuals present the FDX rates for of GPS Signal Loss per Departure-Arrival Region Combinations and the scatter chart with the rate per each Departure-Arrival Region.
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Flight Data SPIs: GPS Signal Loss Flight Period: Aug 2021 - Jun 2022 Region of Occurrence: All Regions

The visuals present the event count and % over total events for the FDX GPS Signal Loss event per IATA SFO Region.
| FDX GPS Signal Loss Event Count Per Region - %GT FDX Events Count

IATA SFO Region FDX Event Count %GT FDX Event Count @®EUR @MENA @ LATAM/CAR @CIS @AFI @ASPAC @NAM @NASIA
AFI| 1.4K 0.7%

ASPAC 1.0K 0.5%

CIS 6.4K 3.5%

EUR 133.4K 72.1%

LATAM/CAR 10.7K 5.8% L
MENA 31.7K 17.1%

NAM 0.3K 0.1%

NASIA 0.1K 0.0%

Total 184.9K 100.0% 72.1% —
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