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DAY 1,07/11/2024

TIME

Part-IS Implementation Workshop

Cologne, 7t" - 8" November 2024

TITLE, SPEAKER

09:00 H—-09:30H

CHECK-IN

09:30 H-09:45H

Opening speech - Introduction to the event
Maria Rueda, Strategy & Safety Management Director, EASA

09:45H-10:30H

Introduction to Part-IS & organisational impact

Scene setter on the regulatory provisions of Part-IS, presenting the links with the other
implementing rules for the different domains and the expected impact on the organisational
structure. Ongoing initiatives to facilitate Part-IS implementation will also be presented.
Angeliki Karakoliou, Expert - Cybersecurity in Aviation, EASA

10:30H-10:45H

COFFEE BREAK

10:45H-11:45H

Panel 1 - Part-IS early implementers’ feedback
This panel will present the experiences of early implementers of Part-IS. It will also discuss the
challenges and key aspects.
Moderator: Gian Andrea Bandieri, HoS Cybersecurity in Aviation & Emerging Risks, EASA
Presenters: Alain Combes, DOA ISMS Officer, Airbus Commercial

Arnold Hoessler, Senior Director ISMS and Policies, Lufthansa Group

Jarno Ruotsalainen, Head of Operations Support, Nordic Regional Airlines AB

Tomi Salmenpaa, Chief Adviser — Aviation Cybersecurity, TRAFICOM

12:00 H-12:30 H

Q&A session
Questions from the audience will be answered by the speakers and EASA.

12:30H-13:30H

LUNCH BREAK

13:30H-14:30H

Examples of functional chains and shared risks

This session will discuss some examples of risks at the interface between organisations.
Davide Martini, Senior Expert - Cybersecurity in Aviation, EASA

Christophe Soriano, Customer Services Part-IS project leader, AIRBUS Comm.
Aleksandar Kalev, Customer Services, AIRBUS Comm.

14:30 H-15:00 H

External Reporting under Part-IS

This session will present the external reporting requirements under Part IS and the relationship
with reporting under Reg. (EU) 376, as well as the reporting tools that will be available.

Gerry Ngu, Senior Expert — Cybersecurity in Aviation, EASA

Andris Sermulins, Safety Data Manager, EASA

15:00 H-15:15H

COFFEE BREAK

15:15H-15:45H

ISO/IEC 27000 in relation to Part-IS

This session will provide insights on the similarities ans well as differences between ISO/IEC 27000
framework and Part-IS provisions in order to leverage on existing certification.

Jean-Paul Moreaux, Principal Coordinator - Cybersecurity in Aviation, EASA

15:45H-16:30H

Industry standardisation

The activities of the European Cyber security for aviation Standards Coordination Group (ECSCG)
will be presented focusing on those standards that will support Part-IS implementation.

Cyrille Rosay, Senior Expert — Cybersecurity in Aviation, EASA

16:30 H-16:45H

Q&A session
Questions from the audience will be answered by the speakers and EASA.

16:45H-17:00 H

Conclusion of Day 1
Wrap up
Gian Andrea Bandieri, Head of Cybersecurity & Emerging Risks Section, EASA
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DAY 2, 08/11/2024

TIME TITLE, SPEAKER
09:00 H-09:30H CHECK-IN
09:30 H-—10:15H Part-1S Task Force outcomes & harmonisation activities

This session will provide an overview of the harmonisation activities carried of by the Task Force
such as the approval of derogation and the Part-IS implementation guidance for ISO/IEC 27001
certified organisations.
Hortensia Caballero, Part-IS Task Force Chairperson, AESA
Mario Lenitz, Officer - Quality Management, AUSTROCONTROL

10:15H-11:00 H Interplay with other EU rules (NIS2 and AVSEC)
This session will present the relationship between Part-IS and other EU cybersecurity legislation
that may be applicable to aviation entities.
Marta Jurkiewicz, Senior Specialist for Civil Aviation ICT Security, Polish CAA
Vasileios Papageorgiou, Junior Expert Cybersecurity in Aviation, EASA

11:00H-11:15H Q&A session

Questions from the audience will be answered by the speakers and EASA.
11:15H-11:30H COFFEE BREAK
11:30 H-12:30 H Panel 2 - Staff competence building

This panel will discuss cyber security competencies, the possible approaches to recruitment and
upskilling of the workforce, and the challenges associated with them.
Moderator: Karl Specht, Principal Coordinator Organisation Approvals, EASA
Presenters: Fabio di Franco, ICT security expert, ENISA
David Nieto, Director of Airports and Aviation Security, AESA
Patrick Spelt, Head of cybersecurity oversight, Dutch Ministry of Infrastructure and
Water Management
Christoph Schnyder, Cyber Security Program Lead, FOCA
12:30 H-13:00 H ECSF adaptation for Part-IS roles
This session will present a tailored version of the ENISA Cybersecurity Skills Framework for use ir
the aviation context, taking into account in particular the roles introduced by Part-IS.
Davide Martini, Senior Expert - Cybersecurity in Aviation, EASA

13:00 H-13:15H Q&A session
Questions from the audience will be answered by the speakers and EASA.

13:15H-13:30 H Conclusion of Day 2
Wrap up
Gian Andrea Bandieri, HoS Cybersecurity in Aviation & Emerging Risks Section, EASA
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