Llanbury Consulting
RISK' - The big picture

Basic Principles of
Risk Assessmenits
Standardisation

Workshop on Operators’ SMS Oversight
12th February 2019

Andrew Rose

Llanbury Consulting Ltd



Llanbury Consulting
RISK' - The big picture

Risk
‘Back to the beginning’ to
‘{f ook forward from there’

Workshop on Operators’ SMS Oversight
12th February 2019

Andrew Rose

Llanbury Consulting Ltd



What is the question when it comes to Risk?

HOW PiI¢ DOES
MY RISK LOOK?

Or

How much do | actually
know?



In SMS oversight terms

Knowledge

Do they know what they need to know?
Do they understand what they don’t know?

(Re-)action

Do they act on what they know?

Do they have a plan to find out what they
don’t know?
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Myths (or ‘watch outs!’)

“Safety reporting and
Incident analysis Is
reactive’ safety”

“History is for
Historians, we are
looking to the future

“‘We are a ‘proactive’ safety organisation, so
we don’t focus on performance monitoring.”

“Incidents are just ‘lagging’
Indicators so we just
concentrate on our ‘leading’
Indicators”
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Binary thinking - Performance to Prediction

Past Present Future

> —> ’

Performance Monitoring Risk Assessment

A B
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So which for Safety Management?

A or B?
A without B? - ‘Navel Gazing’
B without A? - ‘Crystal Ball Gazing’

A and B?

Do Performance Monitoring
(and) Do Risk Assessments

Effective Riskh Management is

AXB
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Binary thinking - Performance to Prediction

Past Present Future

> —5 ’
Performance Monitoring Risk Assessment

Risk Management
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Event Risk Classification (ERC)

Investigations

All Data
e @ @ -
Data Analysis Safety
D | reduencies “—1 Performance
-Trends —N
atabase -ldentification of Safety Monitoring
Issues
-— 2
All collected
safety data
-Categorized Safety
-ERC values Issues
Safety .
Safety Hazarql Issues Sazaty Issue RtISk
Assessments AnalySIS SEETS SS?S?R?Arpen
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The ARMS Concept

ctions to
uce risk

<IN
Register

QRG

ARMS Working Group 2009


ARMS - EASA - (2a) - Quick Reference Guide.pptx

Safety Issue Risk Assessment

(MINIMISE
PREVENT AVOID RECOVER LOSSES)

Maintenance
error

Catastrophic
accident (e.qg.

Flight ops hazard | L A " ! mid air collision)
Hazard on | B i ! Major accident
ground | (e.g. overrun)

ACCIDENT OUTCOME

ATC hazard A LA ‘- % Minor safety
B ; | K B ¥ occurrence (e.g.
Weather turbulence

hazard %bruises)

Technical Negligible
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Looking back to look forward

RISK' -
NPOTH
IRECTIONS

European Risk
Classification
Scheme

ERCS
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ERCS

Potential Accident Outcome ref score reference points

Extreme catastrophic accident X/9 X/8 XI7 XI6 X/5 X4 X/3
with significant potential fatalities 1000 X 1000000

(100+) 1.00E-03 0.01 0.10 1.00 10 100 1,000
Significant accident with S/9 S/8 SI7 S/6 S/5 S/4 SI3
significant potential for fatalities 100 S 500000
and injuries (19-100) 5E-04 5E-03 0.05 0.50 5 50 500
IR ELEe R (el o M/ M8 M7 M/ M5 M4 M3 M2
some fatalities/life changing
L X h 10 M 100000
injuries (2-19) or major aircraft
destrayed 1E-04 1E-03 0.01 0.10 1.00 10 100 1,000
Single Individual fatality/life 119 1/8 17 1/6 15 1/4 113 112
changing injury or substantial 1 | 10000
damage accident 1E-05 1E-04 1E-03 1E-02 1E-01 1E+00 10 100

Minor and Serious Injury (not life E/9 E/8 E/7 E/6 E/5 E/4 E/3 E/2 E/1

changing) accidents and Minor 0.01 E 1000

Damage 1E-06 1E-05 1E-04 1E-03 1E-02 1E-01 1 10 100
0 A 0 )
16-17 14-15 12-13 10-11 | 8-9 | 6-7 45 | 2-3 1 0
1in _times| 1.E-09 1.E-08 1.E-07 1.E-06 1.E-05 1.E-04 1.E-03 1.E-02 1.E-01 1.E+00
remaining remaining remaining remaining e ema e g ema e
barriers barriers barriers barriers barrie barrie barrie barrie barrie _
predicted to fail 1]predicted to fail 1}predicted to fail 1}predicted to fail 1} sIE=lelGi=eRiRE edicted to edicted to fa ed to edicted to fa “
in 1,000M times | in 100M times in 10M times in 1M times 00,000 0,000 000 time 00 0 time




)

The ARMS ERC Risk Space

WAt aitas threegbiesbiabiiéts of thes
rerrésv@wgghm R58 Sietty et izis
evepeans! elégh bR H{8? If this event had escalated
T into an accident, what would
EFFECTIVE LIMITED _ MINIVAL erreerye navebeen the most credible

Catastrophic accident
with multiple fatalities >8

accident outcome?
2+ 20+ 200+ *

4=

1-8 fatalities, multiple
1 10 100

serious injuries, major
damage/loss to the aircraft

3

+ Minor injuries, minor
0.1 1 10 100 damage to aircraft

+ No potential damage or
0.01 injury could occur
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Aircraft, Equipment and
Infrastrscture

X9

Tactical Planning

XI8
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Safety Issue Risk Assessment

(MINIMISE
PREVENT AVOID RECOVER LOSSES)

Maintenance
error

Catastrophic
accident (e.qg.

Flight ops hazard | L A " ! mid air collision)
Hazard on | B i ! Major accident
ground | (e.g. overrun)

ACCIDENT OUTCOME

ATC hazard A LA ‘- % Minor safety
B ; | K B ¥ occurrence (e.g.
Weather turbulence

hazard %bruises)

Technical Negligible
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ERCS (Naked!)

Aircraft, Equipment and Regs, Procedures, Situational Awareness & ‘Warning System Credible Actident Outcome

Infrastrscture Tactical Planning Processes Action Operation & Action Recovery Action Protections Uniknawm
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The model behind the scenes

Complex #
Complicated

2%

‘ﬁ

T O )
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Critical Airprox

Airborne Collision Avoidance

History

not identified

i Full paper available at:
http://www.risk-thebigpicture.biz/publications.html



What does their operat/on Iook l:ke7

Aircraft, Equipment and Regs, Pm::dl.r\es. Situational An.:ll\eness B Wi lrlng Svsbem
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What does their oper'at/on Iook l/ke7
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What does their operation look like?

‘Warning System
Operation & Action

Situational Awareness &
Action

Regs, Pracedures,

Proceses Recovery Action

Tactical Planning Protections Unknaown

Credible Accident Outcome
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What does their operation look like?

Aircraft, Eguipment and : ; Regs, Procedures, ational Awareness & ‘Warning S)lr:bem
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Questions and Discussion

Risk Is a journey - a journey from
the past into the future

We know of it because of the past, but
It only matters because of the future.

Thank you

For further information or discussion:
Andrew Rose — andrew@llanbury.co.uk

www.risk-thebigpicture.biz
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