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Principles of Information Security
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What is Cyber Security?
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Integrity – Provide accuracy and reliability of the 
information. Unauthorized modification is 
prevented.

Availability – Ensure timely reliable access to 
data and information services for authorized users.

Confidentiality – Information is NOT disclosed 
to unauthorized Persons, Processes and Devices.
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Aviation Security Environment - Flying
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Aircraft Security Domain

•Aircraft Security Domains
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What happened so far

628/09/2018 Information Security Protection



A comprehensive approach to Cybersecurity in Aviation
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Knowledge & Competence Building (training 

initiatives / safety promotion through event participation)

Research & Studies (Cryptographic recommendations, 

Threats to Critical Systems, Vulnerabilities Database)

Industry Standards, Regulations and Oversight 
(RMT.0648: CS for products, RMT.0720: Horizontal Rule for 
Information Security Management System)

International Cooperation & Harmonization (ICAO, 

FAA, NATO, ECAC, ERA, EMSA, Nat. Sec. Agencies …)

Information Sharing, Threat Assessment & 
Coordinated Response (ECCSA/CERT-EU)
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Thank you for your attention!

Any questions?


