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I Which benefits from an « horizontal » cyber certification
standardization

| ...should help in managing complexity
and reduce costs

| ...must insure the risk coverage
with unified security evaluation criteria

| ...make work easier with uniform
security measures

| ...must fulfill different legal regulations
? (e.g. USA, China, ...)
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| ...support a holistic security risk
management for air transport

The chain of Trust

(exiract from ICAO ATB and ANB
Progress being achieved in relation fo developing the strategy on cyber sc
and cybersecurity 25 of September 2017)
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Global Standards

Tecpnology% bl

r What is a certification framework in cybersecurity? L Interopérability

rty

orin part or disclosed to a third pa

ny way, in whole
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Example of Banking Certification by EMVCO Security: Payments

Collaboration

Evaluation standards for each sectors
networks PCI-DSS
National or terminals PC.I—PTS
International cards, SE and mobilePayment

Certification ore
Authorities Interoperability standards

()EMVCO

Certification authorit

Manufacturers

(applicants and
. sponsors of the
certification)

Qualified entities
recognized for
their cyber skills

and expertise

Control compliance and
Audit robustness to ensure
effective cybersecurity
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Suppliers

§ (supporting the

E Applicants manufacturers)

Support evaluation costs

~ Provide the artefacts including its

supply chain
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An “horizontal” Cybersecurity certification applicable to
different air transport sectors & stakeholders




I(ey questions for building such an horizontal certification specification

How to Control
What is a certification compliance and

Who is the certification

authority ¢
At EASA level?
At National level?

framework in robustness to ensure
cybersecurity effective
cybersecurity

To be answered to build this chain of Trust

Reduction of efforts and costs
£ Better management of complexity

Higher cyber risk assurance completeness
Continuous improvement and extension of security measures
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B Who is the cerification authority ?

| For efficiency, benefiting from existing ( if any) safety framework

arty

sector authorities
2 And to leverage audit capacity of national cyber-security agencies

orin part or disclosed to a third p

» Certification standard shall define the criteria of authority delegation

| What content for such a certification standard?

any way, in whole

2 Each air transport sector/field need to have defined its certification referential

ed, translated, in

- Applicable cybersecurity existing standards

- Differentiating products from systems certifications requirements
- + Sector specific rules

- + Artefacts to be delivered to certification authority

ed, adapted, publish

difi

ed, mo
|

» The'certfification applicant”/the"auditor qualified entity” /the“certification
authority” “shall”’to be defined

The consequences of “failed” certification shall be clear and

nt may not be reproduc

applicable by the certification authority
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l In the case of ATM, What could be our certification framework?

Evaluation Certification standards

Certification under EASA certification rule
- authority

g . o on ATM systems

With TG Certification on some critical products

. delegation AVIROITES Interoperability standards

- and control

by EASA

ny way, in whole

Qualified entities
recognized for their

(applicants and
sponsors of the
certification)

cyber competence
and expertise

Control compliance and
Audit robustness to ensure
effective cybersecurity
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H Suppliers
AppIICCInf (supporting the

- Support evaluation customers|
COsts

produced, modified, adapted, published, translated, in a
f Thales

t
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o
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As for Thales

Chose the .
~ “evaluation” Provide the
- qudlified entities or’rifoc’r(s)r?nd
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I Our cybersecurity harmonisation expectations for Air }

| Framework and guide for assessment,
labeling and certification of cybersecurity
for stakeholders

» Sectors/field
2 System

2 Product

» Component

> Services

I Product certification # System certification !

ty

W

---------
||||||||||||||||||

|||||||

in part or disclosed to a third par

ny way, in whole or

ed.

| Articulation and delegation to actual
Safety & Cyber Management Framework
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2 Benefit from existing safety framework

nt of Thales

» National Agencies of air transport

» Develop the framework of “qualified entities”
with cybersecurity competencies
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B Back up slide
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I Current system System change Equipment Customer
manufacturer

W“mmummw \
At 42434 -()

W el (‘\m
"?"""‘,‘:"f,ﬁ\g\) _)
-

Operutlonul fransition

New system Official Decision National Safety Safety Case
Authority

‘ g European Aviation Safety Agency
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I Lead by EASA, this single “horizontal” cyber-security rule is set-up...

(extract from ESCP- TAC 1st meeting 10 of October 2017) Juan ANTON

rty

ird pa

ed to att

Common requirements to all fields

.(design, production, maintenance, operations,
aircrew, ATM/ANS, aerodromes,)

Specific requirements for each field
(could follow a phased approach)

Content to be coordinated with:
Rulemaking activities linked to the SMS in the airworthiness domain
(RMT.0252)
Existing SMS in the other domains

A single “horizontal” Cyber-Security Certification Specification (CS-CS)
(incorporating the material from RMT.0648)
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B What shall contain the cybersecurity cerfification standardization?
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Adjustments

tandards

Adjustments

MOC, Security

avels, Artefac

Facts, efficiency, compliance, needs

Improvements
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DELEGATE
&CONTROL
process
(Cybersecurity
audit and control)

BUILD process
(Cybersecurity in
product / system

development)

OPERATE process
(Cybersecurity
preservation in

operation)

INTER
NATIONAL

Or Regulation, risk management

continental
Level

Common

requirements
SECTOR
LEVEL

STAKEHOLDER

o each secto

PROJECT/
PROGRAM Processes, methods, fechniques, tools
LEVEL —l
pe 0 ed
DIOAIC DIOQ

PROJECT
/PRODUCT
LEVEL

Directives, equipment, support...

Alarms, incident response, controls...

FIELD LEVEL
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B What could be our certification framework?

-

* Set Regulations

e Coordinates and
encourage
collaborations
within Stakeholders

f

|

closed to a third party

dis

art or

way, in whole or in p

nslated, in any

Continental
segment

National
Agencies

55 -
(EU,USA,

* Set Law and associated China )
enforcement and policy
makning

* Organise support to the
fields and stakeholders
(awareness, fundings,
standardisation)

nent may n
e prior writt

-E

\_

e Orient and then comply to the
regulations

* Impacts its engineering, delivery
and operations

Aircrafts , Airports,
Airlines, ANSP/ATM,Mro,
Communication& services
providers

\

A A_SD.
‘v 5

(DA
4c.c®

International Coordinating Council of
Aerospace Industries Associations

Set law enforcement at

national level

* Dedicated cybersecurity
agencies with control
capacities

* Dedicated sector agencies

J
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