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bƻǘŜ ǘƻ ǘƘŜ ǊŜŀŘŜǊ 

Lƴ ŀƳŜƴŘŜŘΣ ŀƴŘ ƛƴ ǇŀǊǝŎǳƭŀǊ ƛƴ ŜȄƛǎǝƴƎ όǘƘŀǘ ƛǎΣ ǳƴŎƘŀƴƎŜŘύ ǘŜȄǘΣ Ψ!ƎŜƴŎȅΩ ƛǎ ǳǎŜŘ ƛƴǘŜǊŎƘŀƴƎŜŀōƭȅ ǿƛǘƘ Ψ9!{!ΩΦ ¢ƘŜ 

ƛƴǘŜǊŎƘŀƴƎŜŀōƭŜ ǳǎŜ ƻŦ ǘƘŜǎŜ ǘǿƻ ǘŜǊƳǎ ƛǎ ƳƻǊŜ ŀǇǇŀǊŜƴǘ ƛƴ ǘƘŜ ŎƻƴǎƻƭƛŘŀǘŜŘ ǾŜǊǎƛƻƴǎΦ ¢ƘŜǊŜŦƻǊŜΣ ǇƭŜŀǎŜ ƴƻǘŜ ǘƘŀǘ ōƻǘƘ ǘŜǊƳǎ 

ǊŜŦŜǊ ǘƻ ǘƘŜ Ψ9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ !Ǿƛŀǝƻƴ {ŀŦŜǘȅ !ƎŜƴŎȅ ό9!{!ύΩΦ 
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GM1 IS.D.OR.200 Information security management system (ISMS) 

!ƴ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳ όL{a{ύ ƛǎ ŀ ǎȅǎǘŜƳŀǝŎ ŀǇǇǊƻŀŎƘ ǘƻ ŜǎǘŀōƭƛǎƘΣ ƛƳǇƭŜƳŜƴǘΣ 

ƻǇŜǊŀǘŜΣ ƳƻƴƛǘƻǊΣ ǊŜǾƛŜǿΣ Ƴŀƛƴǘŀƛƴ ŀƴŘ Ŏƻƴǝƴǳƻǳǎƭȅ ƛƳǇǊƻǾŜ ǘƘŜ ǎǘŀǘŜ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ƻŦ ŀƴ 

ƻǊƎŀƴƛǎŀǝƻƴΦ Lǘǎ ƻōƧŜŎǝǾŜ ƛǎ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ŀǎǎŜǘǎΣ ǎǳŎƘ ǘƘŀǘ ǘƘŜ ƻǇŜǊŀǝƻƴŀƭ ŀƴŘ ǎŀŦŜǘȅ 

ƻōƧŜŎǝǾŜǎ ƻŦ ŀƴ ƻǊƎŀƴƛǎŀǝƻƴ Ŏŀƴ ōŜ ǊŜŀŎƘŜŘ ƛƴ ŀ ǊƛǎƪπŀǿŀǊŜΣ ŜũŜŎǝǾŜ ŀƴŘ ŜŶŎƛŜƴǘ ƳŀƴƴŜǊΦ  

DŜƴŜǊŀƭƭȅ ǎǇŜŀƪƛƴƎΣ ŀƴ L{a{ ŜǎǘŀōƭƛǎƘŜǎ ŀƴ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻŎŜǎǎΣ ōŀǎŜŘ ǳǇƻƴ 

ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ƛƳǇŀŎǘ ŀƴŀƭȅǎŜǎΣ ǿƘƛŎƘ ōŀǎƛŎŀƭƭȅ ŘŜǘŜǊƳƛƴŜ ƛǘǎ ǎŎƻǇŜΦ LŦ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ ōǊŜŀŎƘŜǎ Ƴŀȅ ŎŀǳǎŜ ƻǊ ŎƻƴǘǊƛōǳǘŜ ǘƻ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅ ŎƻƴǎŜǉǳŜƴŎŜǎΣ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ǊŜǉǳƛǊŜƳŜƴǘǎ ƴŜŜŘ ǘƻ ƭƛƳƛǘ ǘƘŜ ǘƘŜƛǊ ƛƳǇŀŎǘ ƻǊ ƛƴƅǳŜƴŎŜ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ōǊŜŀŎƘŜǎ ƻƴ ƭŜǾŜƭǎ ƻŦ 

ŀǾƛŀǝƻƴ ǎŀŦŜǘȅΣ ǿƘƛŎƘ ŀǊŜ ŘŜŜƳŜŘ ŀŎŎŜǇǘŀōƭŜΦ IŜƴŎŜΣ ŀƭƭ ǊƻƭŜǎΣ ǇǊƻŎŜǎǎŜǎΣ ƻǊ ƛƴŦƻǊƳŀǝƻƴ ǎȅǎǘŜƳǎΣ 

ǿƘƛŎƘ Ƴŀȅ ŎŀǳǎŜ ƻǊ ŎƻƴǘǊƛōǳǘŜ ǘƻ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅ ŎƻƴǎŜǉǳŜƴŎŜǎΣ ŀǊŜ ǿƛǘƘƛƴ ǘƘŜ ǎŎƻǇŜ ƻŦ wŜƎǳƭŀǝƻƴ 

ό9¦ύ нлноκнлоΦ ¢ƘŜ L{a{ ǇǊƻǾƛŘŜǎ ŦƻǊ ƳŜŀƴǎ ǘƻ ŘŜŎƛŘŜ ƻƴ ƴŜŜŘŜŘ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎ ŦƻǊ ŀƭƭ 

ŀǊŎƘƛǘŜŎǘǳǊŀƭ ƭŀȅŜǊǎ όƎƻǾŜǊƴŀƴŎŜΣ ōǳǎƛƴŜǎǎΣ ŀǇǇƭƛŎŀǝƻƴΣ ǘŜŎƘƴƻƭƻƎȅΣ Řŀǘŀύ ŀƴŘ ŘƻƳŀƛƴǎ όƻǊƎŀƴƛǎŀǝƻƴŀƭΣ 

ƘǳƳŀƴΣ ǇƘȅǎƛŎŀƭΣ ǘŜŎƘƴƛŎŀƭύΦ Lǘ ŦǳǊǘƘŜǊ ŀƭƭƻǿǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ǎŜƭŜŎǝƻƴΣ ƛƳǇƭŜƳŜƴǘŀǝƻƴΣ ŀƴŘ ƻǇŜǊŀǝƻƴ 

ƻŦ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎΦ CƛƴŀƭƭȅΣ ƛǘ ŀƭƭƻǿǎ ǘƻ ƳŀƴŀƎŜ ǘƘŜ ƎƻǾŜǊƴŀƴŎŜΣ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ 

ŎƻƳǇƭƛŀƴŎŜ όDw/ύ ǿƛǘƘƛƴ ǘƘŜ L{a{ ǎŎƻǇŜΦ 

¢ƘŜ ƻǾŜǊŀƭƭ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ŎƻƴǎƛŘŜǊǎ ǎŀŦŜǘȅ ŎƻƴǎŜǉǳŜƴŎŜǎ ƛƴƅǳŜƴŎŜŘ ōȅ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ǊƛǎƪǎΦ 

¢ƘŜǎŜ Ƴŀȅ ŜƳŜǊƎŜ ŀǎ ǘƘǊŜŀǘǎΣ ƘŀȊŀǊŘǎΣ ŜǎŎŀƭŀǝƻƴ ŦŀŎǘƻǊǎ ǘƘŀǘ ǿŜŀƪŜƴ ōŀǊǊƛŜǊǎΣ ƻǊ ŘƛǊŜŎǘ ǘǊƛƎƎŜǊǎ ƻŦ 

ŜȄƛǎǝƴƎ ƘŀȊŀǊŘǎΦ ²ƘŜƴ ŎƻƴŘǳŎǝƴƎ ǘƘƛǎ ŀǎǎŜǎǎƳŜƴǘΣ ōƻǘƘ ŀǎǇŜŎǘǎΣ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŀƴŘ ǎŀŦŜǘȅ ƴŜŜŘ 

ǘƻ ōŜ ŎƻƻǊŘƛƴŀǘŜŘ ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ǇǊƻŎŜǎǎΦ ¢Ƙƛǎ ŜƴǎǳǊŜǎ Ƴǳǘǳŀƭ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ǘƘŜ ƻōƧŜŎǝǾŜǎ ŀƴŘ 

ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǇǊŜǾŜƴǝǾŜ ƳŜŀǎǳǊŜǎ ŀƎŀƛƴǎǘ ŀƭƭ ǘȅǇŜǎ ƻŦ ǘƘǊŜŀǘǎ ƻǊ ǿŜŀƪƴŜǎǎŜǎΣ ŀǎ ǿŜƭƭ ŀǎ 

ƳƛǝƎŀǝƴƎ ƳŜŀǎǳǊŜǎΦ  

¢ƘŜ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻŎŜǎǎ ƛǎ ǘƘǳǎ ōŀǎŜŘ ƻƴ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘǎ ŀƴŘ ŘŜǊƛǾŜŘ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ Ǌƛǎƪ ŀŎŎŜǇǘŀƴŎŜ ƭŜǾŜƭǎΣ ǿƘƛŎƘ ŀǊŜ ŘŜǎƛƎƴŜŘ ǘƻ ŜũŜŎǝǾŜƭȅ ǘǊŜŀǘ ŀƴŘ ƳŀƴŀƎŜ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ǿƛǘƘ ŀ ǇƻǘŜƴǝŀƭ ƛƳǇŀŎǘ ƻƴ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅ ŎŀǳǎŜŘ ōȅ ǘƘǊŜŀǘǎ ŜȄǇƭƻƛǝƴƎ 

ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ŀǎǎŜǘǎ ƛƴ ŀŜǊƻƴŀǳǝŎŀƭ ǎȅǎǘŜƳǎΦ 

LƴǘŜǊŀŎǝƴƎ ōƻǿπǝŜǎ ƛǎ ƻƴŜ ǇƻǎǎƛōƭŜ ǿŀȅ ǘƘŀǘ ŀƭƭƻǿǎ ŦƻǊ ŀ ƘƛƎƘŜǊπƭŜǾŜƭ ŀƴŘ ƴƻƴπŜȄƘŀǳǎǝǾŜ ƛƭƭǳǎǘǊŀǝƻƴ 

ƻŦ Ƙƻǿ ŘƛũŜǊŜƴǘ ŘƛǎŎƛǇƭƛƴŜǎ ƻŦ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ Ƴŀȅ ƴŜŜŘ ǘƻ ŎƻƭƭŀōƻǊŀǘŜ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ŎƻƳƳƻƴ Ǌƛǎƪ 

ǇŜǊǎǇŜŎǝǾŜΣ ŀǎ ŘŜǇƛŎǘŜŘ ƛƴ CƛƎǳǊŜ мΦ ¢ƘŜ ōŜƭƻǿ CƛƎǳǊŜ м ŦǊƻƳ L/!h 5ƻŎ млнлп Ψaŀƴǳŀƭ ƻƴ !Ǿƛŀǝƻƴ 

LƴŦƻǊƳŀǝƻƴ {ŜŎǳǊƛǘȅΩ ƛƭƭǳǎǘǊŀǘŜǎ ǘƘŜǎŜ ƛƴǘŜǊŀŎǝƻƴǎΦ 
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CƛƎǳǊŜ мΥ .ƻǿπǝŜ ǊŜǇǊŜǎŜƴǘŀǝƻƴ ƻŦ ƳŀƴŀƎŜƳŜƴǘ ƻŦ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅ Ǌƛǎƪǎ ǇƻǎŜŘ ōȅ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘǎ 

wƛǎƪ !ǎǎŜǎǎƳŜƴǘ 

 ̧

b 

wƛǎƪ  

!ŎŎŜǇǘŀōƭŜΚ 

{ŀŦŜǘȅ 

/ƻƴǎŜǉǳŜƴŎŜǎ 
¢ƘǊŜŀǘ 

{ŀŦŜǘȅ !ǎǎŜǎǎƳŜƴǘ 

LƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ !ǎǎŜǎǎƳŜƴǘ 
LƴŦƻǊƳŀǝƻƴ 

{ŜŎǳǊƛǘȅ όL{ύ 

/ƻƴǎŜǉǳŜƴŎŜ

ǎ 
¢ƘǊŜŀǘ 

 ̧

Achieved 

information security 

compromise 

ƭƛƪŜƭƛƘƻƻŘ, 

consequences and 

context 

Context and target 

information security 

compromise 

ƭƛƪŜƭƛƘƻƻŘ 

[ƛƪŜƭƛƘƻƻŘ 

 !ŎŎŜǇǘŀōƭŜΚ 

Rtgxgpvcvkxg"

Eqpvtqnu 

Okvkicvkxg"

Eqpvtqnu 

b 

Vqr"

Gxgpv 

Okvkicvkxg"

Dcttkgtu 

wƛǎƪ ¢ǊŜŀǘƳŜƴǘ 

Rtgxgpvcvkxg"

Dcttkgtu 

Kphqtocvkqp 

Eqortqokug 

Xwnpgtcdknkv{ 

Uchgv{"

Jc|ctfu 

wƛǎƪ ¢ǊŜŀǘƳŜƴǘ 
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Lƴ ǘƘŜ ŘǊŀǿƛƴƎΣ ǘƘŜ ǘŜǊƳ ΨŎƻƴǘŜȄǘΩ ƛƴ ǘƘŜ ŎƻƳƳǳƴƛŎŀǝƻƴ ōŜǘǿŜŜƴ ǘƘŜ ǎŀŦŜǘȅ ŀǎǎŜǎǎƳŜƴǘ ǇǊƻŎŜǎǎ ό{!tύ 

ŀƴŘ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŀǎǎŜǎǎƳŜƴǘ ǇǊƻŎŜǎǎ όL{!tύ ŎŀǊǊƛŜǎ ǎƭƛƎƘǘƭȅ ŘƛũŜǊŜƴǘ ƴƻǝƻƴǎΣ ǿƘƛŎƘ ƴŜŜŘ 

ǘƻ ōŜ ǳƴŘŜǊǎǘƻƻŘ ŀƴŘ ŘƛǎǝƴƎǳƛǎƘŜŘΦ 

Lƴ ƻǊŘŜǊ ǘƻ ǎŀǝǎŦȅ ǘƘŜ ǎŀŦŜǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎΣ ǘƘŜ {!t ǿƛƭƭ ǇǊƻǾƛŘŜ ŎƻƴǘŜȄǘ ƛƴŦƻǊƳŀǝƻƴ ǎǳŎƘ ŀǎΥ 

τ ǘƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻŦ ǘƘŜ ǎȅǎǘŜƳǎ ŀƴŘ ǘƘŜ ŦǳƴŎǝƻƴŀƭ ŘŜǎŎǊƛǇǝƻƴǎ ƻŦ ǘƘŜ ŜƭŜƳŜƴǘǎ ǿƛǘƘƛƴ ǘƘŜ 

ǎŎƻǇŜΣ ƛƴŎƭǳŘƛƴƎ ǘƘƻǎŜ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ōŀǊǊƛŜǊǎΦ {ȅǎǘŜƳǎ ǎƘƻǳƭŘ ōŜ ǳƴŘŜǊǎǘƻƻŘ ŀǎ ǘƘŜ ŘȅƴŀƳƛŎ 

ƛƴǘŜǊŀŎǝƻƴ ōŜǘǿŜŜƴ ǇŜƻǇƭŜΣ ǇǊƻŎŜǎǎŜǎΣ ŀƴŘ ǇǊƻŘǳŎǘǎ ƻǊ ǎŜǊǾƛŎŜǎΤ 

τ ŀƭƭ ƛŘŜƴǝŬŜŘ ǊŜƭŜǾŀƴǘ ǎŀŦŜǘȅ ƘŀȊŀǊŘǎΤ  

τ ǘƘŜ ǘƻǇ ŜǾŜƴǘǎ ŀƴŘ ǘƘŜƛǊ ǊŜƭŀǝƻƴǎ όŜΦƎΦ ǘǊƛƎƎŜǊǎύ ǘƻ ǘƘƻǎŜ ƘŀȊŀǊŘǎΦ 

Lƴ ŀŘŘƛǝƻƴ ǘƻ ŎƻƴǘŜȄǘ ƛƴŦƻǊƳŀǝƻƴΣ ƛǘ ǇǊƻǾƛŘŜǎ ǘƘŜ ǘŀǊƎŜǘ ƭƛƪŜƭƛƘƻƻŘ ƻŦ ǘƘŜ ǊŜƭŀǘŜŘ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ǎǳŎŎŜǎǎŦǳƭ ŎƻƳǇǊƻƳƛǎŜΦ ¢Ƙƛǎ ǘŀǊƎŜǘ ƭƛƪŜƭƛƘƻƻŘ ƛǎ ŎƻƳƳŜƴǎǳǊŀǘŜ ǿƛǘƘ ǘƘŜ ǎŀŦŜǘȅ ƻōƧŜŎǝǾŜǎ ǊŜƭŀǘŜŘ ǘƻ 

ǘƘŜ ǎŜǾŜǊƛǘȅ ƻŦ ǘƘŜ ǎŀŦŜǘȅ ŎƻƴǎŜǉǳŜƴŎŜΦ IƻǿŜǾŜǊΣ ƛǘ ƴŜŜŘǎ ǘƻ ōŜ ŎƻƳǇƭŜƳŜƴǘŜŘ ǘƻ ƛƴŎƭǳŘŜ ƛƴŦƻǊƳŀǝƻƴ 

ŀōƻǳǘ ǘƘŜ ŀŎŎŜǇǘŀōƭŜ ƭŜǾŜƭ ƻŦ ǳƴŎŜǊǘŀƛƴǘȅΣ ƛƴ ƻǊŘŜǊ ǘƻ ōŜ ŀōƭŜ ǘƻ ǊŜƭȅ ŀŘŜǉǳŀǘŜƭȅ ƻƴ ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ ǘƘŜ 

L{!tΦ 

Lƴ ǘǳǊƴΣ ǘƘŜ L{!t ǿƛƭƭ ǊŜǘǳǊƴ ŎƻƴǘŜȄǘ ƛƴŦƻǊƳŀǝƻƴ ǎǳŎƘ ŀǎΥ 

τ ƳƻŘƛŬŎŀǝƻƴ ǘƻ ǘƘŜ ŀǊŎƘƛǘŜŎǘǳǊŜ ƻŦ ǘƘŜ ǎȅǎǘŜƳǎ ŀƴŘ ŦǳƴŎǝƻƴŀƭ ŘŜǎŎǊƛǇǝƻƴǎ ƻŦ ǘƘŜ ŜƭŜƳŜƴǘǎ 

ƳƻŘƛŬŜŘ ƻǊ ŀŘŘŜŘΣ ǿƘŜǘƘŜǊ ǘƘƻǎŜ ǿŜǊŜ ǎŀŦŜǘȅ ōŀǊǊƛŜǊǎ ƻǊ ƻǘƘŜǊ ƛǘŜƳǎΤ  

τ ŀŘŘƛǝƻƴŀƭ ǘƘǊŜŀǘǎΤ  

τ ǇƻǘŜƴǝŀƭƭȅ ŀŘŘƛǝƻƴŀƭ ǎŀŦŜǘȅ ƘŀȊŀǊŘǎΤ 

τ ŀŘŘƛǝƻƴŀƭ ŘƛǊŜŎǘ ǘǊƛƎƎŜǊǎ ƻŦ ƘŀȊŀǊŘǎΤ  

τ ŀŘŘƛǝƻƴŀƭ ŜǎŎŀƭŀǝƴƎ ŦŀŎǘƻǊǎ ŀũŜŎǝƴƎ ōŀǊǊƛŜǊǎΦ  

Lƴ ŀŘŘƛǝƻƴ ǘƻ ŎƻƴǘŜȄǘ ƛƴŦƻǊƳŀǝƻƴΣ ƛǘ ǇǊƻǾƛŘŜǎ ǘƘŜ ŀŎƘƛŜǾŜŘ ƭƛƪŜƭƛƘƻƻŘ ƻŦ ŀƴ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ǎǳŎŎŜǎǎŦǳƭ ŎƻƳǇǊƻƳƛǎŜΦ ²ƘƛƭŜ ǘƘƛǎ ƭƛƪŜƭƛƘƻƻŘ ƛǎ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ǎŀŦŜǘȅ ƻōƧŜŎǝǾŜǎ ǎŜǘ ōȅ ǘƘŜ {!tΣ 

ǘƘŜ ŀŎƘƛŜǾŜŘ ƭŜǾŜƭ ƻŦ ǳƴŎŜǊǘŀƛƴǘȅ ŀƭǎƻ ƴŜŜŘǎ ǘƻ ōŜ ŎƻƴǎƛŘŜǊŜŘΦ 

¢ƘŜ ƛƴǘŜǊŀŎǝƻƴ ōŜǘǿŜŜƴ {!t ŀƴŘ L{!t ƛǎ ƛǘŜǊŀǝǾŜ ŀƴŘ ŎƻƴǝƴǳŜǎ ǳƴǝƭ ǘƘŜ ǎŀŦŜǘȅ Ǌƛǎƪ ƛǎ ŀŎŎŜǇǘŀōƭŜΣ ƛΦŜΦ 

ǘƘŜ ǘŀǊƎŜǘ ƭƛƪŜƭƛƘƻƻŘ ƻŦ ǘƘŜ ǊŜƭŀǘŜŘ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ǎǳŎŎŜǎǎŦǳƭ ŎƻƳǇǊƻƳƛǎŜ Ƙŀǎ ōŜŜƴ ŀŎƘƛŜǾŜŘΦ 

¢ƘŜ ƛƴǘŜǊŀŎǝƻƴ Ŏŀƴ ǎǘŀǊǘ ŦǊƻƳ ǎŀŦŜǘȅ ŎƻƴǎŜǉǳŜƴŎŜǎ ƛŘŜƴǝŬŜŘ ǘƘǊƻǳƎƘ ǘƘŜ {!t ǘƘŀǘ Ŧŀƭƭ ǿƛǘƘƛƴ ǘƘŜ 

ǎŎƻǇŜ ƻŦ ǘƘŜ L{a{ Ǌƛǎƪ ŀƴŀƭȅǎƛǎΣ ƻǊ ŦǊƻƳ ŜȄƛǎǝƴƎ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŀǎǎŜǎǎƳŜƴǘǎΦ 

¢ƘŜ L{a{ ƛƴ ǘƘƛǎ wŜƎǳƭŀǝƻƴ ǎƘƻǳƭŘ ōǊƛƴƎ ǘƻƎŜǘƘŜǊ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŀƴŘ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅ 

ŎƻƳǇŜǘŜƴŎƛŜǎ ƛƴ Ƴƻǎǘ ƻŦ ǘƘŜ ǇǊƻŎŜǎǎŜǎΣ ƛƴŎƭǳŘƛƴƎΣ ŦƻǊ ƛƴǎǘŀƴŎŜΣ ƛŘŜƴǝŦȅƛƴƎ ŎǊƛǝŎŀƭ ǎȅǎǘŜƳǎ ƻǊ ǘƘǊŜŀǘǎΣ 

ŀƴŘ ŀǎǎŜǎǎƛƴƎ ǇƻǘŜƴǝŀƭ ƛƳǇŀŎǘǎ ƻƴ ŀƴŘ Ǌƛǎƪǎ ǘƻ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅΦ 

L{a{ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ŀƴŘ ƳŀƛƴǘŜƴŀƴŎŜ 

ώΦΦΦϐ 

t!w¢πL{ ǾŜǊǎǳǎ L{hκL9/ нтллмΥнлнн ŎǊƻǎǎ ǊŜŦŜǊŜƴŎŜ ǘŀōƭŜ 

CƻǊ ŀ ƳŀǇǇƛƴƎ ōŜǘǿŜŜƴ ǘƘŜ tŀǊǘπL{ ǇǊƻǾƛǎƛƻƴǎ Ƴŀƛƴ ǘŀǎƪǎ ǊŜǉǳƛǊŜŘ ǳƴŘŜǊ tŀǘπL{ ŀƴŘ ǘƘŜ ŎƭŀǳǎŜǎ ŀƴŘ 

ŀǎǎƻŎƛŀǘŜŘ ŎƻƴǘǊƻƭǎ ƛƴ L{hκL9/ нтллмΥнлннΣ ǊŜŦŜǊ ǘƻ !ǇǇŜƴŘƛȄ LL L±Φ 
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GM1 IS.D.OR.200(d) Information security management system 

(ISMS) 

PROPORTIONALITY IN ISMS IMPLEMENTATION 

²ƘŜƴ ƛƳǇƭŜƳŜƴǝƴƎ ǘƘŜ ǇǊƻŎŜǎǎŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎΣ ŀǎ ǿŜƭƭ ŀǎ ŜǎǘŀōƭƛǎƘƛƴƎ ǘƘŜ ǊƻƭŜǎ ŀƴŘ 

ǊŜǎǇƻƴǎƛōƛƭƛǝŜǎ ǊŜǉǳƛǊŜŘ ǳƴŘŜǊ Ǉƻƛƴǘ L{Φ5ΦhwΦнллόŘύΣ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ǎƘƻǳƭŘ ǇǊƛƳŀǊƛƭȅ ŎƻƴǎƛŘŜǊ ǘƘŜ 

Ǌƛǎƪǎ ǘƘŀǘ ƛǘ Ƴŀȅ ōŜ ǇƻǎƛƴƎ ǘƻ ƻǘƘŜǊ ƻǊƎŀƴƛǎŀǝƻƴǎΣ ŀǎ ǿŜƭƭ ŀǎ ƛǘǎ ƻǿƴ Ǌƛǎƪ ŜȄǇƻǎǳǊŜΦ hǘƘŜǊ ŀǎǇŜŎǘǎ ǘƘŀǘ 

Ƴŀȅ ōŜ ǊŜƭŜǾŀƴǘ ƛƴŎƭǳŘŜ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ƴŜŜŘǎ ŀƴŘ ƻōƧŜŎǝǾŜǎΣ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎΣ 

ƛǘǎ ƻǿƴ ǇǊƻŎŜǎǎŜǎ ŀƴŘ ǘƘŜ ǎƛȊŜΣ ŎƻƳǇƭŜȄƛǘȅ ŀƴŘ ǎǘǊǳŎǘǳǊŜ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΣ ŀƭƭ ƻŦ ǿƘƛŎƘ Ƴŀȅ ŎƘŀƴƎŜ 

ƻǾŜǊ ǝƳŜΦ 

!ǎ ŀ ƎŜƴŜǊŀƭ ƎǳƛŘŜΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŀǎǇŜŎǘǎ ƻŦ ǘƘŜ ŘŜƎǊŜŜ ƻŦ ǎŀŦŜǘȅ ǊŜƭŜǾŀƴŎŜ ŀƴŘ ƻǊƎŀƴƛǎŀǝƻƴŀƭ 

ŎƻƳǇƭŜȄƛǘȅ ŎƻǳƭŘ ōŜ ǘŀƪŜƴ ƛƴǘƻ ŀŎŎƻǳƴǘ ǿƘŜƴ ŘŜŬƴƛƴƎ ǘƘŜ L{a{Φ 9ŀŎƘ ƻŦ ǘƘŜǎŜ ƛƴƅǳŜƴŎŜǎ ǘƘŜ 

ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǘƘŜ L{a{ ƛƴ ŎŜǊǘŀƛƴ ŀǊŜŀǎΥ   

όŀύ ¢ƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ Ǉƻǎƛǝƻƴ ƛƴ ǘƘŜ ŦǳƴŎǝƻƴŀƭ ŎƘŀƛƴ ŀƴŘ ǘƘŜ ƴǳƳōŜǊ ŀƴŘ ŘŜƎǊŜŜ ƻŦ ǎŀŦŜǘȅ 

ǊŜƭŜǾŀƴŎŜ ƻŦ ǘƘŜ ƛƴǘŜǊŦŀŎƛƴƎ ƻǊƎŀƴƛǎŀǝƻƴǎκǎǘŀƪŜƘƻƭŘŜǊǎΦ 

όōύ ¢ƘŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴŀƭ ǎǘǊǳŎǘǳǊŜ ŀƴŘ ƘƛŜǊŀǊŎƘƛŜǎ όŜΦƎΦ ƴǳƳōŜǊ ƻŦ ǎǘŀũΣ 

ŘŜǇŀǊǘƳŜƴǘǎΣ ƘƛŜǊŀǊŎƘƛŎŀƭ ƭŀȅŜǊǎΣ ŜȄǘŜǊƴŀƭ ƭƻŎŀǝƻƴΣ ǎǳōǎƛŘƛŀǊƛŜǎΣ ŜǘŎΦύ 

όŎύ ¢ƘŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǘŜŎƘƴƻƭƻƎȅ ǎȅǎǘŜƳǎ ŀƴŘ Řŀǘŀ ǳǎŜŘ ōȅ 

ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ŀƴŘ ǘƘŜƛǊ ŎƻƴƴŜŎǝƻƴ ǘƻ ŜȄǘŜǊƴŀƭ ǇŀǊǝŜǎΦ 

aƻǊŜ ŘŜǘŀƛƭǎ ƻƴ ǘƘŜ ƛƴƅǳŜƴŎŜ ƻƴ ǘƘŜ ǇǊƻǇƻǊǝƻƴŀǘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ tŀǊǘπL{ ŦƻǊ ŜŀŎƘ ŀǎǇŜŎǘ ƻŦ ǎŀŦŜǘȅ 

ǊŜƭŜǾŀƴŎŜ ŀƴŘ ƻǊƎŀƴƛǎŀǝƻƴŀƭ ŎƻƳǇƭŜȄƛǘȅ ŀǊŜ ǇǊƻǾƛŘŜŘ ƛƴ !ǇǇŜƴŘƛȄ ±Φ 

 

{¦tthw¢95 Lat[9a9b¢!¢Lhb hC ¢I9 L{a{  

ώΦΦΦϐ 

GM1 IS.D.OR.200(e) Information security management system 

(ISMS) 

!ƴȅ ƻǊƎŀƴƛǎŀǝƻƴ ǘƘŀǘ ōŜƭƛŜǾŜǎ ǘƘŀǘ ƛǘ ŘƻŜǎ ƴƻǘ ǇƻǎŜ ŀƴȅ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ Ǌƛǎƪ ǿƛǘƘ ŀ ǇƻǘŜƴǝŀƭ 

ƛƳǇŀŎǘ ƻƴ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅΣ ŜƛǘƘŜǊ ǘƻ ƛǘǎŜƭŦ ƻǊ ǘƻ ƻǘƘŜǊ ƻǊƎŀƴƛǎŀǝƻƴǎΣ Ƴŀȅ ŎƻƴǎƛŘŜǊ ǊŜǉǳŜǎǝƴƎ ŀƴ 

ŀǇǇǊƻǾŀƭ ŦƻǊ ŀ ŘŜǊƻƎŀǝƻƴ ōȅ ǘƘŜ ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ǇǊƻŎŜŘǳǊŜ ƻǳǘƭƛƴŜŘ ƛƴ 

!a/м L{Φ5ΦhwΦнллόŜύΦ 

9ȄƛǎǝƴƎ ǎŀŦŜǘȅ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘǎΣ ǎǳŎƘ ŀǎ ǘƘƻǎŜ ŎŀǊǊƛŜŘ ƻǳǘ ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ {a{Σ Ŏŀƴ ŦƻǊƳ ǘƘŜ ōŀǎƛǎ ƻŦ 

ŜƴƘŀƴŎŜŘ ŀǎǎŜǎǎƳŜƴǘǎ ŎƻƴǎƛŘŜǊƛƴƎ ǎŀŦŜǘȅ Ǌƛǎƪǎ ŀǊƛǎƛƴƎ ŦǊƻƳ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ǘƘǊŜŀǘǎΦ 

Lǘ ǎƘƻǳƭŘ ōŜ ƴƻǘŜŘ ǘƘŀǘ ŀǇǇƭƛŎŀǝƻƴǎ ŦƻǊ ǇŀǊǝŀƭ ŜȄŜƳǇǝƻƴ ŦǊƻƳ ƛƴŘƛǾƛŘǳŀƭ ŀǊǝŎƭŜǎ ŀǊŜ ƴƻǘ ǇƻǎǎƛōƭŜΦ 

!tt[L/!¢Lhb Chw ! 59whD!¢Lhb 

Lƴ ƻǊŘŜǊ ǘƻ ŜƴǎǳǊŜ ŀ ŎƻƴǎƛǎǘŜƴǘ ŀǇǇǊƻŀŎƘ ōȅ ƻǊƎŀƴƛǎŀǝƻƴǎ ǿƘŜƴ ǎǳōƳƛǩƴƎ ŀ ŘŜǊƻƎŀǝƻƴ ǊŜǉǳŜǎǘΣ ǘƘŜ 

ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ Ƴŀȅ ŜǎǘŀōƭƛǎƘ ŀƴ ƻŶŎƛŀƭ ŘŜǊƻƎŀǝƻƴ ǊŜǉǳŜǎǘ ŀǇǇƭƛŎŀǝƻƴ ŦƻǊƳΦ 
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¢ƘŜ ŀǇǇƭƛŎŀǝƻƴ ŦƻǊ ŀ ŘŜǊƻƎŀǝƻƴΣ ōŀǎŜŘ ƻƴ ǘƘŜ ŀǇǇƭƛŎŀǝƻƴ ŦƻǊƳ ǿƘŜǊŜ ƻƴŜ ŜȄƛǎǘǎ ƻǊ ƛƴ ŀ ŦƻǊƳŀǘ ŘŜŎƛŘŜŘ 

ōȅ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΣ ǿƛƭƭ ƴŜŜŘ ǘƻ ōŜ ǎƛƎƴŜŘ ōȅ ǘƘŜ ŀŎŎƻǳƴǘŀōƭŜ ƳŀƴŀƎŜǊ ƻŦ ǘƘŜ ŀǇǇƭƛŎŀƴǘ ƻǊƎŀƴƛǎŀǝƻƴ 

ŀƴŘ ǎǳōƳƛǧŜŘ ǘƻ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ ŦƻǊ ǊŜǾƛŜǿ ŀƴŘ ŎƻƴǎƛŘŜǊŀǝƻƴΦ 

¢ƘŜ ŀǇǇƭƛŎŀǝƻƴ ŦƻǊ ŀ ŘŜǊƻƎŀǝƻƴ ǎƘƻǳƭŘ Ŏƻƴǘŀƛƴ ǇǊŜƭƛƳƛƴŀǊȅ ƛƴŦƻǊƳŀǝƻƴ ǳǎŜŘ ŦƻǊ ŀ ǇǊŜπŀǎǎŜǎǎƳŜƴǘ ōȅ 

ǘƘŜ ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅΣ ƛƴŎƭǳŘƛƴƎΥ 

τ Company information and contact information; 

τ Affected approval(s); 

τ Detailed justification for the exclusion of the provisions; 

τ Overview of services that the organisation provides and receives; 

τ Architecture overview of information systems used for business operation; 

τ Summary of the high-level information security risk assessment aligned with the above 

architecture; 

τ Methodology used to perform the information security risk assessment; 

τ List of people and roles involved in the information security risk assessment process; 

τ Date and signature. 

bƻǘŜΥ !ǘ ǘƘƛǎ ǎǘŀƎŜΣ ǘƘŜ ƘƛƎƘπƭŜǾŜƭ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ƴŜŜŘǎ ǘƻ ǇǊƻǇŜǊƭȅ ŘƻŎǳƳŜƴǘ ǘƘŜ ŀōǎŜƴŎŜ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ǘƘŀǘ Ƴŀȅ ƛƳǇŀŎǘ ǎŀŦŜǘȅΦ ¢ƻ Řƻ ǎƻΣ ƛǘ ǎƘƻǳƭŘ ŀǘ ƭŜŀǎǘ ŎƻǾŜǊ ǘƘŜ ƛŘŜƴǝŬŎŀǝƻƴ ƻŦ 

ǘƘŜ ǎŎƻǇŜ ŀƴŘ ōƻǳƴŘŀǊƛŜǎΣ ŀǎ ǊŜǉǳƛǊŜŘ ǳƴŘŜǊ Ǉƻƛƴǘǎ L{Φ5ΦhwΦнлр όŀύ ŀƴŘ όōύΣ ŀƴŘ ǘƘŜ ŀƴŀƭȅǎƛǎ ƻŦ ǎŀŦŜǘȅ 

ƛƳǇŀŎǘΣ ŀǎ ǊŜǉǳƛǊŜŘ ǳƴŘŜǊ Ǉƻƛƴǘ L{Φ5ΦhwΦнлрόŎύΦ 

9±![¦!¢Lhb hC ¢I9 w9v¦9{¢ Chw ! 59whD!¢Lhb 

¢ƘŜ ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ ǊŜǾƛŜǿǎ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ŀƴŘ ƻǘƘŜǊ ǎǳǇǇƻǊǝƴƎ 

ŘƻŎǳƳŜƴǘŀǝƻƴΣ ƴƻǊƳŀƭƭȅ ŀǎǎŜǎǎƛƴƎ ǿƘŜǘƘŜǊΥ 

τ the documentation is sufficient for a proper analysis and assessment; 

τ the repository or asset inventory of digital systems, data flows and processes is comprehensive; 

τ the high-level information security risk assessment has been conducted in accordance with the 

organisationΩǎ ƳŜǘƘƻŘƻƭƻƎȅ ŀƴŘ ǿƛǘƘ ǘƘŜ ŀǇǇǊƻǇǊƛŀǘŜ ŘƛƭƛƎŜƴŎŜΤ 

τ the relevant stakeholders have been involved in the assessment process; 

τ the assessment has been performed by people with sufficient expertise in information security 

and aviation safety; 

τ the organisation has assigned and indicated a point of contact for enquiries. 

Figure 1 below depicts the process, including the pre-assessment. If the pre-assessment provides the 

competent authority with sufficient evidence that the derogation request is legitimate and that the 

organisation meets the expected criteria, the process will proceed to the exchange of more detailed 

information. 
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No

Candidate meets 
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Begin derogation approval 
process

End of derogation process

Yes

Request and obtain 
complete 

documentation

Apply for 
derogation 
approval

Request 
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Conduct risk 
assessment

Conduct
pre-assessment
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Derogation accepted Derogation denied

Candidate meets 
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No

Yes

Issue / decline
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See note 1

See note 2

Involvement of more expertise

Inspectors of SMS

Information security expert

Safety Officer

Competent AuthorityOrganisation

 

CƛƎǳǊŜ мΥ wŜǇǊŜǎŜƴǘŀǝƻƴ ƻŦ ǘƘŜ ŘŜǊƻƎŀǝƻƴ ǇǊƻŎŜǎǎ 

bƻǘŜ м ǘƻ CƛƎǳǊŜ мΥ ¢ƘŜ ƻōƧŜŎǝǾŜ ƻŦ ǘƘƛǎ ǎǘŜǇ ƛǎ ǘƻ ƻōǘŀƛƴ ǇǊŜƭƛƳƛƴŀǊȅ ƛƴŦƻǊƳŀǝƻƴ ŀōƻǳǘ ǘƘŜ 

ƻǊƎŀƴƛǎŀǝƻƴ Ǌƛǎƪ ǇǊƻŬƭŜ ōȅ ǳǎƛƴƎ ǎǳƛǘŀōƭŜ ƳŜŀƴǎ όŜΦƎΦ ǉǳŜǎǝƻƴƴŀƛǊŜΣ ǎŜƭŦπŀǎǎŜǎǎƳŜƴǘ ǘŜƳǇƭŀǘŜΣ ǊŜǉǳŜǎǘ 

ǘƻƻƭΣ ŜǘŎΦύ  

bƻǘŜ н ǘƻ CƛƎǳǊŜ мΥ ¢ƘŜ ƻōƧŜŎǝǾŜ ƻŦ ǘƘƛǎ ǎǘŜǇ ƛǎ ǘƻ ŎƻƴŘǳŎǘ ŀ ǇǊŜπŜǾŀƭǳŀǝƻƴ ǘƻ ŎƘŜŎƪ ǿƘŜǘƘŜǊ ǘƘŜ 

ƻǊƎŀƴƛǎŀǝƻƴ Ƙŀǎ ǘƘŜ Ǉƻǎǎƛōƛƭƛǘȅ ǘƻ ōŜ ƎǊŀƴǘŜŘ ŀ ŘŜǊƻƎŀǝƻƴΦ ¢ƘŜ ǇǊŜπŀǎǎŜǎǎƳŜƴǘ ŀƭƭƻǿǎ ǘƻ ŀǾƻƛŘ ŀ 

ŘŜǘŀƛƭŜŘ ŀǎǎŜǎǎƳŜƴǘ ƛŦ ǘƘŜ ǇǊŜǊŜǉǳƛǎƛǘŜǎ ŦƻǊ ŀ ŘŜǊƻƎŀǝƻƴ ŀǊŜ ƴƻǘ ƳŜǘΦ  
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9·t9/¢!¢Lhb{ !b5 w9/haa9b5!¢Lhb !C¢9w 59whD!¢Lhb !ttwh±![ 

hƴŎŜ ŀ ŘŜǊƻƎŀǝƻƴ ŀǇǇǊƻǾŀƭ Ƙŀǎ ōŜŜƴ ƎǊŀƴǘŜŘΣ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ƛǎ ŜȄǇŜŎǘŜŘ ǘƻ ǳƴŘŜǊǘŀƪŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ 

ƻƴ ŀ Ŏƻƴǝƴǳƻǳǎ ōŀǎƛǎΥ 

τ Comply with all provisions of the regulation which are not exempted, in particular point 

IS.D.OR.200(a)(13) which should not be limited to only protection of the received information. 

When transmitting information with confidential nature, the organisation needs to have secure 

means in place as well;  

τ Comply with Regulation (EU) No 376/2014 to take into account the obligation to comply with 

the reporting requirements. 

τ Monitor any changes in the organisationΩǎ scope of work and identify those which may have a 

potential impact on the documented information, which supports the derogation approval. 

Where such changes are identified, the organisation should ensure that they are brought to the 

attention of the competent authority without delay and notified in accordance with the 

applicable implementing rule.  

τ Monitor the risk picture for any variation due to changes in the safety and security environment 

over time. To this end, point IS.D.OR.205(d) should be considered. 

τ Ensure that the accountable manager or the head of the design of the organisation can 

demonstrate an understanding of the derogation process and the terms on which the approval 

has been granted. This means that at least one person in the organisation needs to have a basic 

understanding of the Regulation. To this end, point IS.D.OR.240(a)(3) and the related AMC and 

GM should be considered. 

τ Implement basic protection against information security risks according to industry best 

practices. 

τ Remain up to date with the latest information security threat landscape and consult the 

respective national authority for additional guidance. 

 

9·!at[9{ 

ώΦΦΦϐ 

GM1 IS.D.OR.210 Information security risk treatment  

¦ƴŀŎŎŜǇǘŀōƭŜ Ǌƛǎƪǎ ƛŘŜƴǝŬŜŘ ƛƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ Ǉƻƛƴǘ L{Φ5ΦhwΦнлр ǊŜǉǳƛǊŜ ŀ Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ ǇǊƻŎŜǎǎ 

ǘƘŀǘ Ƴŀȅ ƭŜŀŘ ǘƻ ǘƘŜ ƛƴǘǊƻŘǳŎǝƻƴ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎΣ ƻƊŜƴ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎΦ  

CƻǊ ŜŀŎƘ ƛŘŜƴǝŬŜŘ ǊƛǎƪΣ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ǎƘƻǳƭŘ ŘŜŬƴŜǎ ǘƘŜ ǎǇŜŎƛŬŎ Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ ƳŜŀǎǳǊŜǎΣ ƳŜǘƘƻŘǎ 

ƻǊ ǊŜǎƻǳǊŎŜǎ ǘƘŀǘ ǿƛƭƭ ōŜ ǳǎŜŘ ƻǾŜǊ ǘƘŜ ƭƛŦŜ ŎȅŎƭŜ ƻŦ ŜŀŎƘ ŀǎǎŜǘ ǘƻΥ  

τ manage risk reduction; 

τ monitor and maintain each asset; 
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τ update and fulfil activities for configuration management; 

τ manage supply chain; 

τ manage contracted services or service provider. 

¢ƘŜ ǊŜǾƛŜǿ ƻŦ Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ ƳŜŀǎǳǊŜǎ ǎƘƻǳƭŘ ƛƴŎƭǳŘŜ ƛƴŎƭǳŘŜǎ ƭƛŦŜ ŎȅŎƭŜ ŎƻƴǎƛŘŜǊŀǝƻƴǎ ǿƘƛŎƘ ŀǊŜ 

ƛƴǘǊƻŘǳŎŜŘ ōȅ ŜǉǳƛǇƳŜƴǘΣ ǇǊƻŎŜŘǳǊŜǎ ŀƴŘ ǇŜǊǎƻƴƴŜƭΦ 

! Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ Ǉƭŀƴ ŀǎ ŀƴ ƻǳǘŎƻƳŜ ƻŦ ǘƘŜ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻŎŜǎǎ ǎƘƻǳƭŘ ƛƴŎƭǳŘŜ ƛƴŎƭǳŘŜǎ ŀ 

ǇǊƛƻǊƛǝǎŀǝƻƴ ƻŦ ǊƛǎƪǎΣ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ƛƴŦƻǊƳŀǝƻƴ ƻƴ ǘƘŜ ƻōƧŜŎǝǾŜǎ ŀƴŘ ƳŜŀƴǎ ŦƻǊ Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ 

ǘƻ ǊŜŀŎƘ ŀƴ ŀŎŎŜǇǘŀōƭŜ ƭŜǾŜƭ ƻŦ ǊƛǎƪΣ ŀǎ ǿŜƭƭ ŀǎ ŀƎǊŜŜŘ ǝƳŜƭƛƴŜǎ ǎǇŜŎƛŦȅƛƴƎ ǿƘŜƴ ǊŜǎǇƻƴǎƛōƭŜ ǇŜǊǎƻƴƴŜƭ 

ǎƘƻǳƭŘ ƘŀǾŜ ƛƳǇƭŜƳŜƴǘŜŘ ǘƘŜ Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ ƳŜŀǎǳǊŜǎΦ ¢ƘŜ ǝƳŜƭƛƴŜǎ ŦƻǊ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ŀ Ǌƛǎƪ 

ǘǊŜŀǘƳŜƴǘ ƳŜŀǎǳǊŜ ǎƘƻǳƭŘ ōŜ ŀƎǊŜŜŘ ŀǊŜ ǎǳōƧŜŎǘ ǘƻ ŀƎǊŜŜƳŜƴǘ ōȅ ǘƘŜ ǇŜǊǎƻƴƴŜƭ ǊŜǎǇƻƴǎƛōƭŜ ŦƻǊ ǘƘŜ 

ƛƳǇƭŜƳŜƴǘŀǝƻƴ ŀƴŘ ǎƘƻǳƭŘ ōŜ ŀǊŜ ŎƻƳƳǳƴƛŎŀǘŜŘ ǘƻ ŀƴŘ ŀŎŎŜǇǘŜŘ ōȅ ǘƘŜ ŀŎŎƻǳƴǘŀōƭŜ ƳŀƴŀƎŜǊ ōȅ ǘƘŜ 

ŀŎŎƻǳƴǘŀōƭŜ ƳŀƴŀƎŜǊ ƻǊΣ ƛƴ ǘƘŜ ŎŀǎŜ ƻŦ ŘŜǎƛƎƴ ƻǊƎŀƴƛǎŀǝƻƴǎΣ ōȅ ǘƘŜ ƘŜŀŘ ƻŦ ǘƘŜ ŘŜǎƛƎƴ ƻǊƎŀƴƛǎŀǝƻƴΣ 

ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ƻǊ ŘŜƭŜƎŀǘŜŘ ǇŜǊǎƻƴόǎύΦ  

!ƴȅ ǎǳōǎŜǉǳŜƴǘ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ŘŜƭŀȅΣ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ƛǘǎ ŎŀǳǎŜΣ ǊŜŀǎƻƴΣ ǊŀǝƻƴŀƭŜ ƻǊ ƴŜŎŜǎǎƛǘȅΣ ǎƘƻǳƭŘ 

ōŜ ƛǎ ŘƻŎǳƳŜƴǘŜŘ ƛƴ ǘƘŜ Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ ǇƭŀƴΣ ŦƻǊ Ǌƛǎƪǎ ǘƘŀǘ Ƴŀȅ ƭŜŀŘ ǘƻ ŀƴ ǳƴǎŀŦŜ ŎƻƴŘƛǝƻƴΦ ¢ƘŜ 

ǳǇŘŀǘŜŘ Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ ǎƘƻǳƭŘ ōŜ ŎƻƳƳǳƴƛŎŀǘŜŘ ǘƻ ǘƘŜ ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ ƛƴ ŎŀǎŜ ǘƘŜ 

ƳŀǘŜǊƛŀƭƛǎŀǝƻƴ ƻŦ Ǌƛǎƪ ǿƻǳƭŘ ƭŜŀŘ ǘƻ ŀƴ ǳƴǎŀŦŜ ŎƻƴŘƛǝƻƴΦ ¢ƘŜ ŘŜƭŀȅ ƛǎ ŀƭǎƻ ǎǳōƧŜŎǘ ǘƻ ǘƘŜ ŀŎŎŜǇǘŀƴŎŜ 

ōȅ ǘƘŜ ŀŎŎƻǳƴǘŀōƭŜ ƳŀƴŀƎŜǊ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΣ ƻǊ ōȅ ǘƘŜ ƘŜŀŘ ƻŦ ǘƘŜ ŘŜǎƛƎƴ ƻǊƎŀƴƛǎŀǝƻƴΣ ƻǊ 

ŘŜƭŜƎŀǘŜŘ ǇŜǊǎƻƴόǎύΦ ¢Ƙƛǎ ǇŜǊǎƻƴ Ƴŀȅ ŎƻƴŘƛǝƻƴ ǎǳŎƘ ŀŎŎŜǇǘŀƴŎŜ ƻƴ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻǊ ŀǾŀƛƭŀōƛƭƛǘȅ 

ƻŦ ŎƻƳǇŜƴǎŀǝƴƎ ŎƻƴǘǊƻƭǎ ƻǊ ǊŜŀŎǝǾŜ ƳŜŀǎǳǊŜǎ ǘƻ ƳƻƴƛǘƻǊΣ ŜŀǊƭȅ ŘŜǘŜŎǘ ŀƴŘ ǝƳŜƭȅ ǊŜǎǇƻƴŘ ǘƻ ǘƘŜ 

ƳŀǘŜǊƛŀƭƛǎŀǝƻƴ ƻŦ ǘƘŜ Ǌƛǎƪ ƛƴ ǘǊŜŀǘƳŜƴǘΦ Lƴ ƻǊŘŜǊ ǘƻ ǝƳŜƭȅ ǊŜǎǇƻƴŘΣ ǘƘŜ ƛƴŎƛŘŜƴǘ ǊŜǎǇƻƴǎŜ ǘŜŀƳ Ƴŀȅ 

ōŜ ƛƴŦƻǊƳŜŘ ǘƻ ǘǊƛƎƎŜǊ ǘƘŜƛǊ ǇǊŜǇŀǊŜŘƴŜǎǎΦ 

ώΧϐ 

GM1 IS.D.OR.240(g) Personnel requirements 

NECESSARY COMPETENCE AND TRAINING PROGRAMME 

! ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳƳŜ ǎƘƻǳƭŘ ǎǘŀǊǘ ǿƛǘƘ ǘƘŜ ƛŘŜƴǝŬŎŀǝƻƴ ƻŦ ǘƘŜ ŎƻƳǇŜǘŜƴŎŜ ǊŜǉǳƛǊŜŘ ōȅ ǘƘŜ ǇŜǊǎƻƴƴŜƭ 

ŦƻǊ ŜŀŎƘ ǊƻƭŜΣ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ ƛŘŜƴǝŬŎŀǝƻƴ ƻŦ ǘƘŜ ƎŀǇǎ ōŜǘǿŜŜƴ ǘƘŜ ŜȄƛǎǝƴƎ ŎƻƳǇŜǘŜƴŎŜ ŀƴŘ ǘƘŜ 

ǊŜǉǳƛǊŜŘ ƻƴŜΦ  

Lƴ ƻǊŘŜǊ ǘƻ ŘŜǾŜƭƻǇ ǘƘŜ ƭƛǎǘ ƻŦ ŎƻƳǇŜǘŜƴŎƛŜǎΣ ŀƴ ƻǊƎŀƴƛǎŀǝƻƴ Ƴŀȅ ǳǎŜΣ ŀǎ ƛƴƛǝŀƭ ƎǳƛŘŀƴŎŜΣ ŀƴ ŜȄƛǎǝƴƎ 

ŎȅōŜǊǎŜŎǳǊƛǘȅ ŎƻƳǇŜǘŜƴŎŜ ŦǊŀƳŜǿƻǊƪ ǎǳŎƘ ŀǎ ǘƘŜ 9ǳǊƻǇŜŀƴ Ŝπ/ƻƳǇŜǘŜƴŎŜ CǊŀƳŜǿƻǊƪ όŜπ/Cύ ƻǊ ǘƘŜ 

bL/9 όbŀǝƻƴŀƭ LƴƛǝŀǝǾŜ ŦƻǊ /ȅōŜǊǎŜŎǳǊƛǘȅ 9ŘǳŎŀǝƻƴύ ōŀǎŜŘ ƻƴ ǘƘŜ bL{¢ /ȅōŜǊǎŜŎǳǊƛǘȅ CǊŀƳŜǿƻǊƪ 

όbL{¢ /{CύΦ 

Lƴ !ǇǇŜƴŘƛȄ LLΣ ǘƘŜ Ƴŀƛƴ ǘŀǎƪǎ ƻŦ ǘƘƛǎ wŜƎǳƭŀǝƻƴ ŀǊŜ ƭƛǎǘŜŘ ŀƴŘ ƳŀǇǇŜŘ ǘƻ ǘƘŜ ŎƻƳǇŜǘŜƴŎƛŜǎ ŘŜǊƛǾŜŘ 

ŦǊƻƳ ǘƘŜ 9¦ Ŝπ/C ƻǊΣ ŦƻǊ ŜŀǎŜ ƻŦ ƳŀǇǇƛƴƎΣ ǘƻ ǘƘŜ ŦǳƴŎǝƻƴǎ ŀƴŘ ŎŀǘŜƎƻǊƛŜǎ ƻŦ ǘƘŜ bL{¢ /{CΦ ¢Ƙƛǎ ƳŀǇǇƛƴƎ 

Ƴŀȅ ōŜ ǳǎŜŘ ǘƻ ŜǎǘŀōƭƛǎƘ ŀ ōŀǎŜƭƛƴŜ ǘƻ ƛŘŜƴǝŦȅ ǘƘŜ ŀŦƻǊŜƳŜƴǝƻƴŜŘ ŎƻƳǇŜǘŜƴŎŜ ƎŀǇǎΦ IƻǿŜǾŜǊΣ ƛǘ 

ǎƘƻǳƭŘ ōŜ ƴƻǝŎŜŘ ǘƘŀǘ ŜȄƛǎǝƴƎ ŎȅōŜǊǎŜŎǳǊƛǘȅκƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŎƻƳǇŜǘŜƴŎŜ ŦǊŀƳŜǿƻǊƪǎ ǎǳŎƘ ŀǎ 

ǘƘŜ bL/9 ǘȅǇƛŎŀƭƭȅ ŦƻŎǳǎ ǇǊƛƳŀǊƛƭȅ ƻƴ ǘƘŜ ǇǊƻǘŜŎǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘ ƛƴŦƻǊƳŀǝƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎΤ ǘƘŜǊŜŦƻǊŜΣ 

ǘƘŜ ǇǊƻǇƻǎŜŘ ƭƛǎǘ ƻŦ ŎƻƳǇŜǘŜƴŎƛŜǎ Ƴŀȅ ƴŜŜŘ ǘƻ ōŜ ŀŘŀǇǘŜŘ ǘƻ ǘƘŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ƻǊ ƛƴǘŜƎǊŀǘŜŘ ǿƛǘƘ 

ǇǊƻŎŜǎǎŜǎ ǳǎŜŘ ƛƴ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΦ 
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¢ƘŜ ōǊƛŘƎƛƴƎ ƻŦ ǘƘŜ ƛŘŜƴǝŬŜŘ ƎŀǇǎ ǎƘƻǳƭŘ ōŜ ǎŜŜƴ ŀǎ ǘƘŜ ƻōƧŜŎǝǾŜ ƻŦ ǘƘŜ ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳƳŜΣ ǿƘƛŎƘ 

ǎƘƻǳƭŘ ŦǳǊǘƘŜǊ ƛƴŎƭǳŘŜ ǘƘŜ ǎŎƻǇŜΣ ŎƻƴǘŜƴǘΣ ƳŜǘƘƻŘǎ ƻŦ ŘŜƭƛǾŜǊȅ όŜΦƎΦ ŎƭŀǎǎǊƻƻƳ ǘǊŀƛƴƛƴƎΣ ŜπƭŜŀǊƴƛƴƎΣ 

ƴƻǝŬŎŀǝƻƴǎΣ ƻƴπǘƘŜπƧƻō ǘǊŀƛƴƛƴƎύ ŀƴŘ ŦǊŜǉǳŜƴŎȅ ƻŦ ǘǊŀƛƴƛƴƎ ǘƘŀǘ ōŜǎǘ ƳŜŜǘ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ƴŜŜŘǎ 

ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŜ ǎƛȊŜΣ ǎŎƻǇŜΣ ǊŜǉǳƛǊŜŘ ŎƻƳǇŜǘŜƴŎƛŜǎΣ ŀƴŘ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΦ 

CƛƴŀƭƭȅΣ ŀǎ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅκŎȅōŜǊǎŜŎǳǊƛǘȅ ŜǾƻƭǾŜǎ ŘǳŜ ǘƻ ǘƘŜ ǊƛǎŜ ƻŦ ƴŜǿ ǘƘǊŜŀǘǎΣ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ 

ǎƘƻǳƭŘ ǇŜǊƛƻŘƛŎŀƭƭȅ ǊŜǾƛŜǿ ǘƘŜ ŀŘŜǉǳŀŎȅ ƻŦ ǘƘŜ ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳƳŜΦ 

wh[9π.!{95 /hat9¢9b/9 Cw!a9²hwY 

!ƭǘƘƻǳƎƘ ǳƴŘŜǊ ǘƘƛǎ wŜƎǳƭŀǝƻƴ ǘƘŜǊŜ ŀǊŜ ƴƻ ǇǊƻǾƛǎƛƻƴǎ ŦƻǊ ǎǇŜŎƛŬŎ ǊƻƭŜǎΣ ōŜǎƛŘŜǎ ǘƘŜ ƻǇǝƻƴŀƭ 

ƴƻƳƛƴŀǝƻƴ ƻŦ ŀ /wtΣ ŦƻǊ ƻǊƎŀƴƛǎŀǝƻƴǎ ŎƘŀǊŀŎǘŜǊƛǎŜŘ ōȅ ŀ ƭŀǊƎŜ ƴǳƳōŜǊ ƻŦ ǎǘŀũ ƳŜƳōŜǊǎ ŀƴŘ 

ƘƛŜǊŀǊŎƘƛŎŀƭ ƭŀȅŜǊǎ ƛǘ Ƴŀȅ ōŜ ŎƻƴǾŜƴƛŜƴǘ ǘƻ ƛŘŜƴǝŦȅ ǎƻƳŜ ǊƻƭŜǎ ŀƴŘ ǘƘŜ ǊŜƭŀǘŜŘ ǊŜǉǳƛǊŜŘ ŎƻƳǇŜǘŜƴŎƛŜǎΦ 

¢ƻ ǘƘƛǎ ŜƴŘ 9!{!Σ Ƙŀǎ ŘŜǾŜƭƻǇŜŘ ŀƴ ŀŘŀǇǘŀǝƻƴ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ /ȅōŜǊǎŜŎǳǊƛǘȅ {ƪƛƭƭǎ CǊŀƳŜǿƻǊƪ ό9/{Cύ 

ǇǳōƭƛǎƘŜŘ ōȅ 9bL{! ƛƴ {ŜǇǘŜƳōŜǊ нлнн ǘƘŀǘ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ ǘƘŜ !ǇǇŜƴŘƛȄ ±LΦ 

GM1 IS.D.OR.260 Continuous improvement 

ώΧϐ 

{ƛƳƛƭŀǊ ǇǊƻǾƛǎƛƻƴǎ ŦƻǊ Ŏƻƴǝƴǳƻǳǎ ƛƳǇǊƻǾŜƳŜƴǘ ŀǊŜ ǇǊƻǾƛŘŜŘ ŦƻǊ ƛƴ ƻǘƘŜǊ ƛƴŦƻǊƳŀǝƻƴ ƳŀƴŀƎŜƳŜƴǘ 

ǎȅǎǘŜƳǎ ǎǳŎƘ ŀǎ L{hκL9/ нтллм όǎŜŜ !ǇǇŜƴŘƛȄ LLL± ǘƻ ǘƘƛǎ ŘƻŎǳƳŜƴǘύΦ 

ώΧϐ 

Appendix II τ Main tasks stemming from the implementation of 
Part-IS, including mapping  mapped to the EU e-CF and the NIST CSF 
1.1 2.0 competencies and ISO/IEC 27001 clauses and controls 
 

Part-IS main task 

Activity type Reference 

Management, 
Operational 

Part-IS 

EU e-CF  NIST CSF 2.0 

Competence 
areas & skills 

Functions & 
categories 

Establish and operate an 
information security 
management system (ISMS) 

Management 
 
IS.D.OR.200(a) 

ISM (E.08) 
GV.OP ς IS 
Governance 

Establish the scope of the ISMS in 
accordance with according to 
Part-IS requirements 

Management 
 
IS.D.OR.205(a) 

ISM (E.08) 
GV.RM ς Risk 
Management 

Implement and maintain an 
information security policy 

Management 
 
IS.D.OR.200(a)(1) 

ISM (E.08) GV.OP ς IS 
Governance 

Identify and review information 
security risks 

Management 
IS.D.OR.200(a)(2) 
IS.D.OR.205 

ISM (E.08), Risk 
Management 
(E.02) 

ID.RA ς Risk 
Assessment 

Implement information security 
risk treatment measures 

Management 
IS.D.OR.200(a)(3) 
IS.D.OR.210 

ISM (E.08), Risk 
Management 
(E.02) 

PR.IP ς 
Information 
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Part-IS main task 

Activity type Reference 

Management, 
Operational 

Part-IS 

EU e-CF  NIST CSF 2.0 

Competence 
areas & skills 

Functions & 
categories 

Protection 
Processes 

Implement measures to detect 
information security events and 
identify those related to aviation 
safety 

Management 
IS.D.OR.200(a)(5) 
IS.D.OR.220 

Incident 
Management 
(C.04) 

DE.AE ς 
Anomalies and 
Events 

Implement measures that have 
been notified by the competent 
authority 

Operational IS.D.OR.200(a)(6)    

Take appropriate remedial 
actions to address findings 
notified by the competent 
authority (non-compliances) 

Both 
IS.D.OR.200(a)(7) 
IS.D.OR.225 

   

Implement an external 
information security reporting 
scheme  

Management 
IS.D.OR.200(a)(8) 
IS.D.OR.230 

Incident 
Management 
(C.04) 

RS.CO ς 
Communicatio
ns 

Monitor compliance with this 
Regulation and report findings to 
top management 

Operational IS.D.OR.200(a)(12) 
Compliance 
(E.09) 

GV.RM ς Risk 
Management 

Protect confidentiality of 
exchanged information 

Operational IS.D.OR.200(a)(13) 

Information 
Security 
Management 
(E.08) 

PR.DS ς Data 
Security 

Implement and maintain a 
continuous improvement process 
to measure the effectiveness and 
maturity of the ISMS and strive to 
improve it 

Management 
IS.D.OR.200(b) 
IS.D.OR.260 

Information 
Security 
Management 
(E.08) 

GV.IA ς 
Improvement 
and 
Assessment 

Document and maintain all key 
processes, procedures, roles and 
responsibilities 

Management IS.D.OR.200(c) 

 
ISM (E.08), 
Compliance 
(E.09) 
 

GV.IA ς 
Improvement 
and 
Assessment 

Identify all elements which could 
be exposed to information 
security risks 

Management IS.D.OR.205(a) 
Risk 
Management 
(E.02) 

ID.AM ς Asset 
Management 

Identify the interfaces with other 
organisations which could result 
in exposure to information 
security risks 

Management IS.D.OR.205(b) 

Risk 
Management 
(E.02), Business 
Change 

ID.BE ς 
Business 
Environment 
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Part-IS main task 

Activity type Reference 

Management, 
Operational 

Part-IS 

EU e-CF  NIST CSF 2.0 

Competence 
areas & skills 

Functions & 
categories 

Management 
(E.07) 

Identify information security risks 
and assign a risk level 

Management IS.D.OR.205(c) 
Risk 
Management 
(E.02) 

ID.RA ς Risk 
Assessment 

Review and update the risk 
assessment based on certain 
criteria 

Operational IS.D.OR.205(d) 
Risk 
Management 
(E.02) 

GV.RM ς Risk 
Management 

Develop and implement 
measures to address risks and 
verify their effectiveness 

Operational IS.D.OR.210(a) 
Risk 
Management 
(E.02) 

GV.RM ς Risk 
Management 

Communicate the outcome of the 
risk assessment to management, 
other personnel and other 
organisations sharing an interface 

Operational IS.D.OR.210(b) 

Risk 
Management 
(E.02), ISM 
(E.08) 
 

RS.CO ς 
Communicatio
ns  
 

Establish an internal information 
security reporting scheme to 
enable the collection and 
evaluation of information 
security events from personnel  

Management 
IS.D.OR.200(a)(4) 
IS.D.OR.215(a) 
IS.D.OR.215(e) 

Incident 
Management 
(C.04) 

DE.CM ς 
Security 
Continuous 
Monitoring  

Ensure that contracted 
organisations report information 
security events 

Management IS.D.OR.215(c) 

Supplier 
Relationship 
Management 
(E.10)  

DE.CM ς 
Security 
Continuous 
Monitoring  

Analyse internally reported 
occurrences to identify 
information security events, 
incidents, and vulnerabilities  

Operational 
IS.D.OR.215(b)(1)-
(b)(3)  

Incident 
Management 
(C.04)  

DE.AE ς 
Anomalies and 
Events  

Implement measures to detect in 
processes and operations 
information security  events 
which may have a potential 
impact on aviation safety 

Operational IS.D.OR.220(a) 
ISM (E.08) 
 

DE.CM ς 
Security 
Continuous 
Monitoring  
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Part-IS main task 

Activity type Reference 

Management, 
Operational 

Part-IS 

EU e-CF  NIST CSF 2.0 

Competence 
areas & skills 

Functions & 
categories 

Implement measures to respond 
to information security  events 
that may cause an information 
security  incident 

Operational IS.D.OR.220(b) 
Incident 
Management 
(C.04) 

RS.RP ς 
Response 
Planning  

Cooperate on investigations with 
other organisations that 
contribute to the information 
security of its own activities  

Management IS.D.OR.215(d) 

Incident 
Management 
(C.04), Legal 
Advice and 
Compliance 
(E.09) 

RS.AN ς 
Analysis 

Implement measures to recover 
from information security 
incidents 

Operational IS.D.OR.220(c) 
Incident 
Management 
(C.04) 

RC.RP ς 
Recovery 
Planning 

Manage risks associated with 
contracted activities with regard 
to the management of 
information security 

Management IS.D.OR.235 

Supplier 
Relationship 
Management 
(E.10) 

GV.RM ς Risk 
Management 

Create and maintain a process to 
ensure that there is sufficient 
personnel to perform all activities 
regarding information security 
management 

Management IS.D.OR.240(f) 
Personnel 
Development 
(D.11) 

GV.PO ς 
Strategy, 
Policy, and 
Oversight 

Create and maintain a process to 
ensure that the personnel have 
the necessary competence for 
activities regarding information 
security management 

Management IS.D.OR.240(g) 

Personnel 
Development 
(D.11) 
 

GV.PO ς 
Strategy, 
Policy, and 
Oversight 
 

Create and maintain a process to 
ensure that the personnel 
acknowledge the responsibilities 
associated  with the assigned 
roles and tasks 

Management IS.D.OR.240(h) 
Personnel 
Development 
(D.11) 

GV.PO ς 
Strategy, 
Policy, and 
Oversight 

Verify the identity and 
trustworthiness of personnel who 
have access to information 
systems  

Management IS.D.OR.240(i) ISM (E.08) 

PR.AC ς 
Identity 
Management 
and Access 
Control 

Archive, protect and retain 
records and ensure they are 
traceable for a specified time 

Operational IS.D.OR.245 

ISM (E.08), 
Compliance 
(E.09) 

PR.DS ς Data 
Security 
 

Correct non-compliance findings 
upon notification by the 
competent authority within the 

Operational IS.D.OR.225   
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Part-IS main task 

Activity type Reference 

Management, 
Operational 

Part-IS 

EU e-CF  NIST CSF 2.0 

Competence 
areas & skills 

Functions & 
categories 

period agreed with the 
competent authority 

Implement an information 
security reporting system in 
accordance with Regulation (EU) 
No 376/2014 

Management IS.D.OR.230(a)   

Report information security 
incidents or vulnerabilities to the 
competent authority and, under 
certain conditions, to others 

Operational 
IS.D.OR.230(b) 
IS.D.OR.230(c) 

Incident 
Management 
(C.04) 
 

RS.CO ς 
Communicatio
ns 
 

Regularly assess the effectiveness 
and maturity of the ISMS 

Operational IS.D.OR.260(a) ISM (E.08) 

GV.IA ς 
Improvement 
and 
Assessment 

Take actions to improve the ISMS 
if required. Reassess the ISMS 
elements affected by the 
implemented measures. 

Operational IS.D.OR.260(b) 

ISM (E.08) GV.IA ς 
Improvement 
and 
Assessment 

Ensure accessibility of the 
competent authority to the 
contracted organisation 

Management IS.D.OR.235(b) 

ISM (E.08) 
GV.OP ς IS 
Governance 

Top management ensures that all 
necessary resources are available 
to comply with the Regulation 

Management IS.D.OR.240(a)(1) 

ISM (E.08) GV.PO ς 
Strategy, 
Policy, and 
Oversight 

Top management establishes and 
promotes the information 
security policy and demonstrates 
a basic understanding of the 
Regulation 

Management 
IS.D.OR.240(a)(2) 
IS.D.OR.240(a)(3)  

ISM (E.08) 
 
GV.PO ς 
Strategy, 
Policy, and 
Oversight 

Appoint a responsible person or a 
group of persons with 
appropriate knowledge to 
manage compliance with the 
Regulation 

Management 
IS.D.OR.240(b) 
IS.D.OR.240(c) 
IS.D.OR.240(d) 

ISM (E.08), 
Compliance 
(E.09) 
 

GV.OP ς IS 
Governance 
 

Create and maintain an 
information security 
management manual (ISMM) 

Management IS.D.OR.250   
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Part-IS main task 

Activity type Reference 

Management, 
Operational 

Part-IS 

EU e-CF  NIST CSF 2.0 

Competence 
areas & skills 

Functions & 
categories 

Develop a procedure on how to 
notify the competent authority 
upon changes to the ISMS 

Management IS.D.OR.255(a) 
Compliance 
(E.09) 

GV.OP ς IS 
Governance 

Manage changes to the ISMS and 
notify the competent authority 
and/or request for approval of 
changes 

Management 
IS.D.OR.255(a) 
IS.D.OR.255(b) 

ISM (E.08), 
Process 
Improvements 
(E.05) 

RS.IM-
Improvements 
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tŀǊǘπL{ Ƴŀƛƴ ǘŀǎƪ 

!ŎǝǾƛǘȅ ǘȅǇŜ wŜŦŜǊŜƴŎŜ 

aŀƴŀƎŜƳŜƴǘΣ 

hǇŜǊŀǝƻƴŀƭ 
tŀǊǘπL{ 

bL{¢ /{C ±ŜǊǎƛƻƴ мΦм L{hκL9/ нтллм 

CǳƴŎǝƻƴ /ŀǘŜƎƻǊȅ 
tŀǊŀƎǊŀǇƘ 

/ƭŀǳǎŜ 

!ƴƴŜȄ ! /ƻƴǘǊƻƭ  

Υнлмо Υнлнн 

9ǎǘŀōƭƛǎƘ ŀƴŘ ƻǇŜǊŀǘŜ ŀƴ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳ 

όL{a{ύ 

aŀƴŀƎŜƳŜƴǘ  

L{Φ5ΦhwΦнллόŀύ 
L59b¢LC¸ L5Φwa 

п 

сΦмΦм 
   

9ǎǘŀōƭƛǎƘ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ 

L{a{ ŀŎŎƻǊŘƛƴƎ ǘƻ tŀǊǘπL{ 

ǊŜǉǳƛǊŜƳŜƴǘǎ 

aŀƴŀƎŜƳŜƴǘ  

L{Φ5ΦhwΦнлрόŀύ 
L59b¢LC¸ 

L5Φ.9πн 

L5Φ.9πп 

L5Φ!aπр 

пΦо   

LƳǇƭŜƳŜƴǘ ŀƴŘ Ƴŀƛƴǘŀƛƴ 

ŀƴ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ  

ǇƻƭƛŎȅ 

aŀƴŀƎŜƳŜƴǘ  

L{Φ5ΦhwΦнллόŀύόмύ 
L59b¢LC¸ L5ΦD±πм рΦн !рΦм !рΦм 

LŘŜƴǝŦȅ ŀƴŘ ǊŜǾƛŜǿ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ 
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LƳǇƭŜƳŜƴǘ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ  Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ 

ƳŜŀǎǳǊŜǎ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнллόŀύόоύ 
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twh¢9/¢ twΦt¢ 

сΦмΦо 

уΦм 
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LƳǇƭŜƳŜƴǘ ƳŜŀǎǳǊŜǎ ǘƻ 
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59¢9/¢ 

59Φ!9πо 

59Φ/aπм 

59Φ/aπн 

59Φ/aπо 

  

!ммΦмΦн 

 !мнΦпΦм 

!мнΦпΦо 

!мсΦмΦт 

!тΦн 

!уΦмр 

!рΦну 

LƳǇƭŜƳŜƴǘ ƳŜŀǎǳǊŜǎ ǘƘŀǘ 

ƘŀǾŜ ōŜŜƴ ƴƻǝŬŜŘ ōȅ ǘƘŜ 

ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнллόŀύόсύ    млΦм !сΦмΦо !рΦр 

¢ŀƪŜ ŀǇǇǊƻǇǊƛŀǘŜ 

ǊŜƳŜŘƛŀƭ ŀŎǝƻƴǎ ǘƻ 

ŀŘŘǊŜǎǎ ŬƴŘƛƴƎǎ ƴƻǝŬŜŘ 

ōȅ ǘƘŜ ŎƻƳǇŜǘŜƴǘ 

ŀǳǘƘƻǊƛǘȅ όƴƻƴπ

ŎƻƳǇƭƛŀƴŎŜǎύ 

.ƻǘƘ L{Φ5ΦhwΦнллόŀύόтύ 

L{Φ5ΦhwΦннр 
   млΦм !сΦмΦо  !рΦр 

LƳǇƭŜƳŜƴǘ ŀƴ ŜȄǘŜǊƴŀƭ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ǊŜǇƻǊǝƴƎ ǎŎƘŜƳŜ  

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнллόŀύόуύ 

L{Φ5ΦhwΦнол 
w9{thb5 

w{Φ/hπн 

w{Φ/hπо 

w{Φ/hπп 

w{Φ/hπр 

тΦп 

!сΦмΦо 

!мсΦмΦн 

!мсΦмΦо 

!рΦр 

!сΦу 

aƻƴƛǘƻǊ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ 

ǘƘƛǎ wŜƎǳƭŀǝƻƴ ŀƴŘ ǊŜǇƻǊǘ 

ŬƴŘƛƴƎǎ ǘƻ ǘƻǇ 

ƳŀƴŀƎŜƳŜƴǘ 

hǇŜǊŀǝƻƴŀƭ L{ΦhLΦwΦнллόŀύόмнύ L59b¢LC¸ L5ΦD±πо фΦн 
!муΦнΦм 

!муΦнΦн 

!рΦор 

!рΦос 
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tŀǊǘπL{ Ƴŀƛƴ ǘŀǎƪ 

!ŎǝǾƛǘȅ ǘȅǇŜ wŜŦŜǊŜƴŎŜ 

aŀƴŀƎŜƳŜƴǘΣ 

hǇŜǊŀǝƻƴŀƭ 
tŀǊǘπL{ 

bL{¢ /{C ±ŜǊǎƛƻƴ мΦм L{hκL9/ нтллм 

CǳƴŎǝƻƴ /ŀǘŜƎƻǊȅ 
tŀǊŀƎǊŀǇƘ 

/ƭŀǳǎŜ 

!ƴƴŜȄ ! /ƻƴǘǊƻƭ  

Υнлмо Υнлнн 

tǊƻǘŜŎǘ ŎƻƴŬŘŜƴǝŀƭƛǘȅ ƻŦ 

ŜȄŎƘŀƴƎŜŘ ƛƴŦƻǊƳŀǝƻƴ 
hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнллόŀύόмоύ twh¢9/¢ 

twΦ5{πм 

twΦ5{πн 
  

!уΦнΦн 

!моΦн 

!рΦмо 

!рΦмп 

LƳǇƭŜƳŜƴǘ ŀƴŘ Ƴŀƛƴǘŀƛƴ 

ŀ Ŏƻƴǝƴǳƻǳǎ 

ƛƳǇǊƻǾŜƳŜƴǘ ǇǊƻŎŜǎǎ ǘƻ 

ƳŜŀǎǳǊŜ ǘƘŜ ŜũŜŎǝǾŜƴŜǎǎ 

ŀƴŘ ƳŀǘǳǊƛǘȅ ƻŦ ǘƘŜ L{a{ 

ŀƴŘ ǎǘǊƛǾŜ ǘƻ ƛƳǇǊƻǾŜ ƛǘ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнллόōύ 

L{Φ5ΦhwΦнсл 

L59b¢LC¸ 
L5Φw!πс 

L5Φ{/πп 

пΦп 

фΦм 

фΦо 

млΦм 

млΦн 

!рΦмΦн 

!мсΦмΦт 

!мтΦмΦо 

!муΦнΦм 

!рΦм 

!рΦну 

!рΦнф 

!рΦор 

twh¢9/¢ 
twΦLtπт 

twΦLtπмл 

59¢9/¢ 59Φ5tπр 

w9{thb5 
w{ΦaLπо 

w{ΦLaπн 

w9/h±9w w/ΦLaπн 

5ƻŎǳƳŜƴǘ ŀƴŘ Ƴŀƛƴǘŀƛƴ 

ŀƭƭ ƪŜȅ ǇǊƻŎŜǎǎŜǎΣ 

ǇǊƻŎŜŘǳǊŜǎΣ ǊƻƭŜǎ ŀƴŘ 

ǊŜǎǇƻƴǎƛōƛƭƛǝŜǎ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнллόŎύ 

L59b¢LC¸ 

L5Φ!aπс 

L5ΦD±πп 

L5Φwaπм 

L5Φ{/πм 

L5Φ{/πн 

пΦн 

рΦн 

рΦо 

!рΦм 

!сΦмΦм 

!рΦм 

!рΦн 
twh¢9/¢ 

twΦ!¢πн 

twΦ!¢πп 

twΦ!¢πр 

twΦLtπмн 

59¢9/¢ 59Φ5tπм 

w9{thb5 
w{Φ/hπм 

w{Φ!bπр 

LŘŜƴǝŦȅ ŀƭƭ ŜƭŜƳŜƴǘǎ 

ǿƘƛŎƘ ŎƻǳƭŘ ōŜ ŜȄǇƻǎŜŘ 

ǘƻ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

Ǌƛǎƪǎ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнлрόŀύ L59b¢LC¸ 

L5Φ!aπм 

L5Φ!aπн 

L5Φ!aπп 

L5Φ!aπр 

пΦо  !уΦмΦм !рΦф 

LŘŜƴǝŦȅ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ 

ǿƛǘƘ ƻǘƘŜǊ ƻǊƎŀƴƛǎŀǝƻƴǎ 

ǿƘƛŎƘ ŎƻǳƭŘ ǊŜǎǳƭǘ ƛƴ 

ŜȄǇƻǎǳǊŜ ǘƻ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнлрόōύ L59b¢LC¸ 

L5Φ.9πм 

L5Φ.9πн 

L5Φ.9πп 

L5Φ.9πр 

пΦо    

LŘŜƴǝŦȅ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ŀƴŘ ŀǎǎƛƎƴ ŀ 

Ǌƛǎƪ ƭŜǾŜƭ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнлрόŎύ L59b¢LC¸ 

L5Φw!πм 

L5Φw!πн 

L5Φw!πо 

L5Φw!πп 

L5Φw!πр 

сΦмΦн    

wŜǾƛŜǿ ŀƴŘ ǳǇŘŀǘŜ ǘƘŜ 

Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ōŀǎŜŘ ƻƴ 

ŎŜǊǘŀƛƴ ŎǊƛǘŜǊƛŀ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнлрόŘύ L59b¢LC¸ L5Φwa уΦн   !рΦт 



 AMC & GM to Part-IS.D.OR 
Issue 1, Amendment 1 

 

 

Annex I to ED Decision 2025/014/R Page 18 of 74 

tŀǊǘπL{ Ƴŀƛƴ ǘŀǎƪ 

!ŎǝǾƛǘȅ ǘȅǇŜ wŜŦŜǊŜƴŎŜ 

aŀƴŀƎŜƳŜƴǘΣ 

hǇŜǊŀǝƻƴŀƭ 
tŀǊǘπL{ 

bL{¢ /{C ±ŜǊǎƛƻƴ мΦм L{hκL9/ нтллм 

CǳƴŎǝƻƴ /ŀǘŜƎƻǊȅ 
tŀǊŀƎǊŀǇƘ 

/ƭŀǳǎŜ 

!ƴƴŜȄ ! /ƻƴǘǊƻƭ  

Υнлмо Υнлнн 

5ŜǾŜƭƻǇ ŀƴŘ ƛƳǇƭŜƳŜƴǘ 

ƳŜŀǎǳǊŜǎ ǘƻ ŀŘŘǊŜǎǎ Ǌƛǎƪǎ 

ŀƴŘ ǾŜǊƛŦȅ ǘƘŜƛǊ 

ŜũŜŎǝǾŜƴŜǎǎ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнмлόŀύ twh¢9/¢ 
twΦLt 

twΦt¢ 

сΦмΦо 

уΦо 
   

/ƻƳƳǳƴƛŎŀǘŜ ǘƘŜ 

ƻǳǘŎƻƳŜ ƻŦ ǘƘŜ Ǌƛǎƪ 

ŀǎǎŜǎǎƳŜƴǘ ǘƻ 

ƳŀƴŀƎŜƳŜƴǘΣ ƻǘƘŜǊ 

ǇŜǊǎƻƴƴŜƭ ŀƴŘ ƻǘƘŜǊ 

ƻǊƎŀƴƛǎŀǝƻƴǎ ǎƘŀǊƛƴƎ ŀƴ 

ƛƴǘŜǊŦŀŎŜ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнмлόōύ 
L59b¢LC¸ 

L5Φ!aπо 

L5Φ.9πм 

L5Φ.9πн 

L5Φ.9πп 

L5Φwaπо 

L5Φ{/πо 

уΦм    

twh¢9/¢ twΦLtπт 

9ǎǘŀōƭƛǎƘ ŀƴ ƛƴǘŜǊƴŀƭ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ǊŜǇƻǊǝƴƎ ǎŎƘŜƳŜ ǘƻ 

ŜƴŀōƭŜ ǘƘŜ ŎƻƭƭŜŎǝƻƴ ŀƴŘ 

ŜǾŀƭǳŀǝƻƴ ƻŦ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ ŜǾŜƴǘǎ ŦǊƻƳ 

ǇŜǊǎƻƴƴŜƭ  

aŀƴŀƎŜƳŜƴǘ 
L{Φ5ΦhwΦнллόŀύόпύ 

L{Φ5ΦhwΦнмрόŀύ 

L{Φ5ΦhwΦнмрόŜύ 

L59b¢LC¸ L5Φ!aπо тΦп  
!мсΦмΦм 

!мсΦмΦн  

!рΦну 

!сΦу 

9ƴǎǳǊŜ ǘƘŀǘ ŎƻƴǘǊŀŎǘŜŘ 

ƻǊƎŀƴƛǎŀǝƻƴǎ ǊŜǇƻǊǘ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ŜǾŜƴǘǎ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнмрόŎύ w9{thb5 
w{Φ/hπн 

w{Φ/hπп тΦп  
 !мрΦмΦм 

!мсΦмΦн 

!рΦмф 

!сΦу 

!ƴŀƭȅǎŜ ƛƴǘŜǊƴŀƭƭȅ 

ǊŜǇƻǊǘŜŘ ƻŎŎǳǊǊŜƴŎŜǎ ǘƻ 

ƛŘŜƴǝŦȅ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ ŜǾŜƴǘǎΣ ƛƴŎƛŘŜƴǘǎΣ 

ŀƴŘ ǾǳƭƴŜǊŀōƛƭƛǝŜǎ  

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнмрόōύόмύπ

όōύόоύ  

L59b¢LC¸  L5Φw!πм  

  

!мнΦсΦм 

!мсΦмΦм 

!мсΦмΦп  

!уΦу 

!рΦнп 

!рΦнр 

59¢9/¢ 

59Φ!9πн 

59Φ!9πо 

59Φ!9πр 

LƳǇƭŜƳŜƴǘ ƳŜŀǎǳǊŜǎ ǘƻ 

ŘŜǘŜŎǘ ƛƴ ǇǊƻŎŜǎǎŜǎ ŀƴŘ 

ƻǇŜǊŀǝƻƴǎ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ  ŜǾŜƴǘǎ ǿƘƛŎƘ 

Ƴŀȅ ƘŀǾŜ ŀ ǇƻǘŜƴǝŀƭ 

ƛƳǇŀŎǘ ƻƴ ŀǾƛŀǝƻƴ ǎŀŦŜǘȅ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦннлόŀύ 

59¢9/¢ 

59Φ!9 

59Φ/a 

59Φ5t 
  

!ммΦмΦн 

!мнΦпΦм 

!мнΦсΦм 

!мсΦмΦм 

!мсΦмΦн 

!мсΦмΦо 

!мсΦмΦп 

!мсΦмΦр 

!тΦн 

!уΦу 

!уΦмр 

!уΦмс 

!рΦнп 

!рΦнр 

!рΦнс 

!сΦу 

twh¢9/¢ twΦt¢πм 

LƳǇƭŜƳŜƴǘ ƳŜŀǎǳǊŜǎ ǘƻ 

ǊŜǎǇƻƴŘ ǘƻ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ  ŜǾŜƴǘǎ ǘƘŀǘ Ƴŀȅ 

ŎŀǳǎŜ ŀƴ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ  ƛƴŎƛŘŜƴǘ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦннлόōύ w9{thb5 

w{Φwt 

w{Φ!b 

w{ΦaL 

   !мсΦмΦр !рΦнс 
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tŀǊǘπL{ Ƴŀƛƴ ǘŀǎƪ 

!ŎǝǾƛǘȅ ǘȅǇŜ wŜŦŜǊŜƴŎŜ 

aŀƴŀƎŜƳŜƴǘΣ 

hǇŜǊŀǝƻƴŀƭ 
tŀǊǘπL{ 

bL{¢ /{C ±ŜǊǎƛƻƴ мΦм L{hκL9/ нтллм 

CǳƴŎǝƻƴ /ŀǘŜƎƻǊȅ 
tŀǊŀƎǊŀǇƘ 

/ƭŀǳǎŜ 

!ƴƴŜȄ ! /ƻƴǘǊƻƭ  

Υнлмо Υнлнн 

/ƻƻǇŜǊŀǘŜ ƻƴ 

ƛƴǾŜǎǝƎŀǝƻƴǎ ǿƛǘƘ ƻǘƘŜǊ 

ƻǊƎŀƴƛǎŀǝƻƴǎ ǘƘŀǘ 

ŎƻƴǘǊƛōǳǘŜ ǘƻ ǘƘŜ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ƻŦ ƛǘǎ 

ƻǿƴ ŀŎǝǾƛǝŜǎ  

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнмрόŘύ w9{thb5 
w{Φ!bπо 

w{Φ!bπр 
  

 !мрΦмΦн 

!мрΦмΦо 

!мсΦмΦт 

!рΦнл 

!рΦнм 

!рΦну 

LƳǇƭŜƳŜƴǘ ƳŜŀǎǳǊŜǎ ǘƻ 

ǊŜŎƻǾŜǊ ŦǊƻƳ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ ƛƴŎƛŘŜƴǘǎ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦннлόŎύ w9/h±9w 
w/Φwtπм 

w/ΦLaπм 
  

 !мсΦмΦр 

!мсΦмΦс 

!рΦнс 

!рΦнт 

aŀƴŀƎŜ Ǌƛǎƪǎ ŀǎǎƻŎƛŀǘŜŘ 

ǿƛǘƘ ŎƻƴǘǊŀŎǘŜŘ ŀŎǝǾƛǝŜǎ 

ǿƛǘƘ ǊŜƎŀǊŘ ǘƻ ǘƘŜ 

ƳŀƴŀƎŜƳŜƴǘ ƻŦ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнор L59b¢LC¸ 
L5Φ{/πм 

L5Φ{/πн 
  

!мрΦм 

!мрΦн 

!рΦмф 

!рΦнл 

!рΦнм 

!рΦнн 

/ǊŜŀǘŜ ŀƴŘ Ƴŀƛƴǘŀƛƴ ŀ 

ǇǊƻŎŜǎǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ 

ǘƘŜǊŜ ƛǎ ǎǳŶŎƛŜƴǘ 

ǇŜǊǎƻƴƴŜƭ ǘƻ ǇŜǊŦƻǊƳ ŀƭƭ 

ŀŎǝǾƛǝŜǎ ǊŜƎŀǊŘƛƴƎ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ƳŀƴŀƎŜƳŜƴǘ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнплόŦύ L59b¢LC¸ 

L5Φ!aπр 

L5Φ!aπс 

L5ΦD±πн 

тΦм  !сΦмΦм  !рΦн 

/ǊŜŀǘŜ ŀƴŘ Ƴŀƛƴǘŀƛƴ ŀ 

ǇǊƻŎŜǎǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ 

ǘƘŜ ǇŜǊǎƻƴƴŜƭ ƘŀǾŜ ǘƘŜ 

ƴŜŎŜǎǎŀǊȅ ŎƻƳǇŜǘŜƴŎŜ 

ŦƻǊ ŀŎǝǾƛǝŜǎ ǊŜƎŀǊŘƛƴƎ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ƳŀƴŀƎŜƳŜƴǘ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнплόƎύ 

L59b¢LC¸ 
L5Φ!aπр 

L5Φ!aπс 

тΦн !тΦнΦн !сΦо 

twh¢9/¢ twΦ!¢πм 

/ǊŜŀǘŜ ŀƴŘ Ƴŀƛƴǘŀƛƴ ŀ 

ǇǊƻŎŜǎǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ 

ǘƘŜ ǇŜǊǎƻƴƴŜƭ 

ŀŎƪƴƻǿƭŜŘƎŜ ǘƘŜ 

ǊŜǎǇƻƴǎƛōƛƭƛǝŜǎ ŀǎǎƻŎƛŀǘŜŘ  

ǿƛǘƘ ǘƘŜ ŀǎǎƛƎƴŜŘ ǊƻƭŜǎ 

ŀƴŘ ǘŀǎƪǎ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнплόƘύ L59b¢LC¸ 
L5ΦD±πн 

L5ΦD±πо 

тΦо 

тΦп 
!тΦмΦн !сΦн 

±ŜǊƛŦȅ ǘƘŜ ƛŘŜƴǝǘȅ ŀƴŘ 

ǘǊǳǎǘǿƻǊǘƘƛƴŜǎǎ ƻŦ 

ǇŜǊǎƻƴƴŜƭ ǿƘƻ ƘŀǾŜ 

ŀŎŎŜǎǎ ǘƻ ƛƴŦƻǊƳŀǝƻƴ 

ǎȅǎǘŜƳǎ 

 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнплόƛύ twh¢9/¢ 
twΦ!/πс 

twΦLtπмм 
тΦм !тΦмΦм !сΦм 

L{Φ5ΦhwΦнпр L59b¢LC¸ L5Φw!πп  тΦр !уΦнΦн !рΦмл 
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tŀǊǘπL{ Ƴŀƛƴ ǘŀǎƪ 

!ŎǝǾƛǘȅ ǘȅǇŜ wŜŦŜǊŜƴŎŜ 

aŀƴŀƎŜƳŜƴǘΣ 

hǇŜǊŀǝƻƴŀƭ 
tŀǊǘπL{ 

bL{¢ /{C ±ŜǊǎƛƻƴ мΦм L{hκL9/ нтллм 

CǳƴŎǝƻƴ /ŀǘŜƎƻǊȅ 
tŀǊŀƎǊŀǇƘ 

/ƭŀǳǎŜ 

!ƴƴŜȄ ! /ƻƴǘǊƻƭ  

Υнлмо Υнлнн 

!ǊŎƘƛǾŜΣ ǇǊƻǘŜŎǘ ŀƴŘ 

ǊŜǘŀƛƴ ǊŜŎƻǊŘǎ ŀƴŘ ŜƴǎǳǊŜ 

ǘƘŜȅ ŀǊŜ ǘǊŀŎŜŀōƭŜ ŦƻǊ ŀ 

ǎǇŜŎƛŬŜŘ ǝƳŜ 

hǇŜǊŀǝƻƴŀƭ twh¢9/¢ 

twΦ!/πн 

twΦ!/πо 

twΦ!/πп 

twΦ5{πм 

twΦ5{πп 

twΦ5{πр 

twΦ5{πс 

twΦLtπп 

twΦLtπс 

twΦt¢πм 

!уΦнΦо 

!ммΦмΦо 

!ммΦмΦп 

!мнΦмΦо 

!мнΦоΦм 

!мнΦпΦм 

!мнΦпΦн 

!мнΦпΦо 

!рΦмо 

!тΦо 

!тΦр 

!уΦс 

!уΦмл 

!уΦмо 

!уΦмр 

/ƻǊǊŜŎǘ ƴƻƴπŎƻƳǇƭƛŀƴŎŜ 

ŬƴŘƛƴƎǎ ǳǇƻƴ ƴƻǝŬŎŀǝƻƴ 

ōȅ ǘƘŜ ŎƻƳǇŜǘŜƴǘ 

ŀǳǘƘƻǊƛǘȅ ǿƛǘƘƛƴ ǘƘŜ 

ǇŜǊƛƻŘ ŀƎǊŜŜŘ ǿƛǘƘ ǘƘŜ 

ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦннр     млΦм 
!муΦмΦм 

!муΦн 

!рΦом 

!рΦор 

!рΦос 

LƳǇƭŜƳŜƴǘ ŀƴ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ǊŜǇƻǊǝƴƎ ǎȅǎǘŜƳ ƛƴ 

ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ 

wŜƎǳƭŀǝƻƴ ό9¦ύ 

bƻ отсκнлмп 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнолόŀύ         

wŜǇƻǊǘ ƛƴŦƻǊƳŀǝƻƴ 

ǎŜŎǳǊƛǘȅ ƛƴŎƛŘŜƴǘǎ ƻǊ 

ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ǘƻ ǘƘŜ 

ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ ŀƴŘΣ 

ǳƴŘŜǊ ŎŜǊǘŀƛƴ ŎƻƴŘƛǝƻƴǎΣ 

ǘƻ ƻǘƘŜǊǎ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнолόōύ 

L{Φ5ΦhwΦнолόŎύ 

59¢9/¢ 59Φ5tπо 

 тΦп 

!мсΦмΦм 

!мсΦмΦн 

!мсΦмΦо  

!рΦнп 

!сΦу 
w9{thb5 

w{Φ/hπн 

w{Φ/hπо 

w{Φ/hπп 

w{Φ/hπр 

w9/h±9w w/Φ/hπо 

wŜƎǳƭŀǊƭȅ ŀǎǎŜǎǎ ǘƘŜ 

ŜũŜŎǝǾŜƴŜǎǎ ŀƴŘ 

ƳŀǘǳǊƛǘȅ ƻŦ ǘƘŜ L{a{ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнслόŀύ    ф 

!рΦмΦн 

!мнΦтΦм 

!мсΦмΦс 

!рΦм 

!рΦнт 

!уΦоп 

¢ŀƪŜ ŀŎǝƻƴǎ ǘƻ ƛƳǇǊƻǾŜ 

ǘƘŜ L{a{ ƛŦ ǊŜǉǳƛǊŜŘΦ 

wŜŀǎǎŜǎǎ ǘƘŜ L{a{ 

ŜƭŜƳŜƴǘǎ ŀũŜŎǘŜŘ ōȅ ǘƘŜ 

ƛƳǇƭŜƳŜƴǘŜŘ ƳŜŀǎǳǊŜǎΦ 

hǇŜǊŀǝƻƴŀƭ L{Φ5ΦhwΦнслόōύ    мл  !рΦмΦн  !рΦм 

9ƴǎǳǊŜ ŀŎŎŜǎǎƛōƛƭƛǘȅ ƻŦ ǘƘŜ 

ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ ǘƻ 

ǘƘŜ ŎƻƴǘǊŀŎǘŜŘ 

ƻǊƎŀƴƛǎŀǝƻƴ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнорόōύ     фΦо 

!сΦмΦо 

!мрΦм 

!мрΦн 

!рΦр 

!рΦнл 

!рΦнн 



 AMC & GM to Part-IS.D.OR 
Issue 1, Amendment 1 

 

 

Annex I to ED Decision 2025/014/R Page 21 of 74 

tŀǊǘπL{ Ƴŀƛƴ ǘŀǎƪ 

!ŎǝǾƛǘȅ ǘȅǇŜ wŜŦŜǊŜƴŎŜ 

aŀƴŀƎŜƳŜƴǘΣ 

hǇŜǊŀǝƻƴŀƭ 
tŀǊǘπL{ 

bL{¢ /{C ±ŜǊǎƛƻƴ мΦм L{hκL9/ нтллм 

CǳƴŎǝƻƴ /ŀǘŜƎƻǊȅ 
tŀǊŀƎǊŀǇƘ 

/ƭŀǳǎŜ 

!ƴƴŜȄ ! /ƻƴǘǊƻƭ  

Υнлмо Υнлнн 

¢ƻǇ ƳŀƴŀƎŜƳŜƴǘ ŜƴǎǳǊŜǎ 

ǘƘŀǘ ŀƭƭ ƴŜŎŜǎǎŀǊȅ 

ǊŜǎƻǳǊŎŜǎ ŀǊŜ ŀǾŀƛƭŀōƭŜ ǘƻ 

ŎƻƳǇƭȅ ǿƛǘƘ ǘƘŜ 

wŜƎǳƭŀǝƻƴ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнплόŀύόмύ L59b¢LC¸ 
L5Φ!aπр 

L5Φ!aπс 
тΦм   !сΦмΦм !рΦн 

¢ƻǇ ƳŀƴŀƎŜƳŜƴǘ 

ŜǎǘŀōƭƛǎƘŜǎ ŀƴŘ ǇǊƻƳƻǘŜǎ 

ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ǇƻƭƛŎȅ ŀƴŘ ŘŜƳƻƴǎǘǊŀǘŜǎ 

ŀ ōŀǎƛŎ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ 

ǘƘŜ wŜƎǳƭŀǝƻƴ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнплόŀύόнύϧό

ŀύόоύ 

L59b¢LC¸ L5ΦD±πм 
рΦм 

рΦн 

тΦп 

!рΦмΦм 

!тΦнΦм 

!тΦнΦн  

!рΦм 

!рΦп 

!сΦо 
twh¢9/¢ 

twΦ!¢πм 

twΦ!¢πп 

!ǇǇƻƛƴǘ ŀ ǊŜǎǇƻƴǎƛōƭŜ 

ǇŜǊǎƻƴ ƻǊ ŀ ƎǊƻǳǇ ƻŦ 

ǇŜǊǎƻƴǎ ǿƛǘƘ ŀǇǇǊƻǇǊƛŀǘŜ 

ƪƴƻǿƭŜŘƎŜ ǘƻ ƳŀƴŀƎŜ 

ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ 

wŜƎǳƭŀǝƻƴ 

aŀƴŀƎŜƳŜƴǘ 
L{Φ5ΦhwΦнплόōύ 

L{Φ5ΦhwΦнплόŎύ 

L{Φ5ΦhwΦнплόŘύ 

L59b¢LC¸ 
L5Φ!aπс 

L5ΦD±πн 
 тΦм 

тΦн 

 !сΦмΦм 

!тΦнΦм 

!тΦнΦн  

!рΦн 

!рΦп 

!сΦо 
twh¢9/¢ 

twΦ!¢πм 

twΦ!¢πп 

/ǊŜŀǘŜ ŀƴŘ Ƴŀƛƴǘŀƛƴ ŀƴ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ƳŀƴŀƎŜƳŜƴǘ Ƴŀƴǳŀƭ 

όL{aaύ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнрл    тΦрΦм  
!сΦмΦо 

!мнΦмΦм  

!рΦр 

!рΦот 

5ŜǾŜƭƻǇ ŀ ǇǊƻŎŜŘǳǊŜ ƻƴ 

Ƙƻǿ ǘƻ ƴƻǝŦȅ ǘƘŜ 

ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ 

ǳǇƻƴ ŎƘŀƴƎŜǎ ǘƻ ǘƘŜ L{a{ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнррόŀύ L59b¢LC¸ L5Φ!aπо 
 тΦп 

тΦрΦм  

!сΦмΦо 

!моΦнΦм 

!моΦнΦн  

!рΦр 

!рΦмп 

aŀƴŀƎŜ ŎƘŀƴƎŜǎ ǘƻ ǘƘŜ 

L{a{ ŀƴŘ ƴƻǝŦȅ ǘƘŜ 

ŎƻƳǇŜǘŜƴǘ ŀǳǘƘƻǊƛǘȅ 

ŀƴŘκƻǊ ǊŜǉǳŜǎǘ ŦƻǊ 

ŀǇǇǊƻǾŀƭ ƻŦ ŎƘŀƴƎŜǎ 

aŀƴŀƎŜƳŜƴǘ L{Φ5ΦhwΦнррόŀύ 

L{Φ5ΦhwΦнррόōύ 
L59b¢LC¸ L5Φ!aπо тΦп  

!сΦмΦо 

!моΦнΦм 

!моΦнΦн  

!рΦр 

!рΦмп 

 

Appendix III τ Examples of aviation services and interfaces 
 

!±L!¢Lhb {9w±L/9{ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƛǎ ŀ ƴƻƴπŜȄƘŀǳǎǝǾŜ ŀƴŘ ƴƻƴπŎƻƳǇƭŜǘŜ ƭƛǎǘ ƻŦ ŀǾƛŀǝƻƴ ǎŜǊǾƛŎŜǎ ǘƘŀǘ Ŏŀƴ ōŜ ǳǎŜŘ ŀǎ ŀ ōŀǎƛǎ 

ǘƻ ƛŘŜƴǝŦȅ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ŦƻǊ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΥ 

τ aerodrome & ATM-MET service providers 

τ aeronautical digital mapping services 

τ aeronautical information management (AIM) ς external, national, regional 

τ airports 
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τ air traffic control (ATC) ς external, superior 

τ air traffic management (ATM) 

τ approach (APP) & area control (ACC) Services ς ER ACC, APP ACC 

τ cargo and passenger loading 

τ civil & state airspace user (AU) operations centres 

τ communication infrastructure 

τ flight information & traffic information services (FIS/TIS) data integrator 

τ fuel calculation 

τ navigation infrastructure ς ground-based, satellite-based 

τ non-ATM meteorological (MET) service providers 

τ mass & balance calculation 

τ non-aviation users (external) 

τ regional & sub-regional airspace management (ASM) and air traffic flow & capacity 

management (ATFCM) 

τ static aeronautical data services 

τ sub-regional demand & capacity balancing (DCB) common service providers 

τ surveillance infrastructure ς airport, en-route, terminal manoeuvring area (TMA) 

τ route planning 

τ time reference services (external) 

τ tower (TWR) services 

 

¶ aerodrome ATM-MET services provider 

¶ aeronautical digital map service 

¶ AIM (external) 

¶ airport 

¶ APP ACC 

¶ ATC (external) 

¶ ATC superior 

¶ ATM  

¶ ATM-MET services provider 

¶ civil AU operations centre 

¶ communication infrastructure 

¶ ER ACC 

¶ FIS/TIS data integrator 

¶ national AIM 

¶ navigation infrastructure τ ground-based 

¶ navigation Infrastructure τ satellite-based 

¶ non-ATM-MET services provider  

¶ non-aviation users (external) 
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¶ regional AIM 

¶ regional ASM 

¶ regional ATFCM 

¶ state AU operations centre 

¶ static aeronautical data service 

¶ sub-regional DCB common service provision 

¶ sub-regional/local ATFCM 

¶ sub-regional/national ASM 

¶ surveillance infrastructure airport 

¶ surveillance infrastructure en-route 

¶ surveillance infrastructure TMA 

¶ time reference (external) 

¶ tower (TWR) 
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Lb¢9wC!/9{ 

.Ŝƭƻǿ ŀǊŜ ǎƻƳŜ ŜȄŀƳǇƭŜǎ ƻŦ Řŀǘŀ ŜȄŎƘŀƴƎŜ ŀǘ ǘƘŜ ƛƴǘŜǊŦŀŎŜǎ ōŜǘǿŜŜƴ ƻǊƎŀƴƛǎŀǝƻƴǎ ƛƴǘŜǊŀŎǝƴƎ ƛƴ 

ŘƛũŜǊŜƴǘ ŦǳƴŎǝƻƴŀƭ ŎƘŀƛƴǎΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ǳǎŜŘ ŀǎ ŀ ōŀǎƛǎ ŦƻǊ ƛŘŜƴǝŦȅƛƴƎ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ 

ŦƻǊ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΦ  

bƻǘŜ мΥ ¢ƘŜǎŜ ŜȄŀƳǇƭŜǎ ŀǊŜ ƎǊŀǇƘƛŎŀƭ ǊŜǇǊŜǎŜƴǘŀǝƻƴǎ ōŀǎŜŘ ƻƴ ǘƘŜ Ψ9ȄŀƳǇƭŜǎ ƻŦ ŜŎƻǎȅǎǘŜƳ Řŀǘŀ 

ŜȄŎƘŀƴƎŜΩ ǇǊƻǾƛŘŜŘ ƛƴ 9¦wh/!9 95πнлм!Σ !ǇǇŜƴŘƛȄ . π ¢ŀōƭŜǎ .πмпΣ ǿƘƛŎƘ Ŏŀƴ ōŜ ŎƻƴǎǳƭǘŜŘ ŦƻǊ 

ŦǳǊǘƘŜǊ ƛƴŦƻǊƳŀǝƻƴΦ  

bƻǘŜ нΥ !ƭǘƘƻǳƎƘ ƛǘ ƛǎ ƴƻǘ ŀƴ ƻǊƎŀƴƛǎŀǝƻƴΣ ŀƴ ŀƛǊŎǊŀƊ Ƙŀǎ ōŜŜƴ ƛƴŎƭǳŘŜŘ ƛƴ ŀƭƭ ǘƘŜǎŜ ŜȄŀƳǇƭŜǎ ŦƻǊ ǘƘŜ 

ǎŀƪŜ ƻŦ ŎƻƳǇƭŜǘŜƴŜǎǎ ƻŦ ǘƘŜ ŘŜǎŎǊƛǇǝƻƴ ƻŦ ǘƘŜ Řŀǘŀ ŜȄŎƘŀƴƎŜΦ ¢ƘŜ ŀƛǊŎǊŀƊ ǎƘƻǳƭŘ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŀǎ ŀƴ 

ŜƭŜƳŜƴǘ ǿƛǘƘƛƴ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ L{a{ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ǘƻ ǿƘƛŎƘ ƛǘ ōŜƭƻƴƎǎ όǘȅǇƛŎŀƭƭȅ ǘƘŜ ŀƛǊƭƛƴŜύΦ !ƴȅ 

Řŀǘŀ ŜȄŎƘŀƴƎŜ ōŜǘǿŜŜƴ ŀƛǊŎǊŀƊ ŀƴŘ ƻǘƘŜǊ ǎȅǎǘŜƳǎ ǿƛǘƘƛƴ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ǎƘƻǳƭŘ ǘŀƪŜ ƛƴǘƻ ŀŎŎƻǳƴǘ 

ŜȄƛǎǝƴƎ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎ ǘƘŀǘ Ƴŀȅ ƘŀǾŜ ōŜŜƴ ŜǾŀƭǳŀǘŜŘ ŀǎ ǇŀǊǘ ƻŦ ŀƛǊŎǊŀƊ ŎŜǊǝŬŎŀǝƻƴ όǎŜŜ ŀƭǎƻ Daм 

L{Φ5ΦhwΦ5ΦнлрόŎύύΦ  

 

ATSP

Initial flight plan processing system (IFPS)

Collaborative decision-making (CDM)

Daily operational briefing

AIS - NOTAMs

Weather forecast and observations / METAR

Consolidated maintenance data, 
completed checklist with performed 

activities

Operational documentation

Software updates

Airport capacity, BPM ς luggage 
treatment state, PHMR identification, 

recording terminals

AOC data

QAR, FDR data

Centralised maintenance system (CMS), Aircraft 
conditioning management system (ACMS) report

AISP

METSP

Maintenance

Design and 
Production

Airline

Airport

Aircraft

 

Figure 1: Interfaces of other organisations with an airline operator 
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Appendix IV τ Part-IS requirements mapping to ISO/IEC 27001:2022 

clauses and controls, and considerations on differences 

!ƭǘƘƻǳƎƘ tŀǊǘπL{ ŘƻŜǎ ƴƻǘ ŎǊŜŘƛǘ L{hκL9/ нтллм ŎŜǊǝŬŎŀǝƻƴΣ ǘƘŜ ǇǊŀŎǝŎŜǎ ŀƴŘ ƳŜǘƘƻŘǎ ǘȅǇƛŎŀƭƭȅ 

ŀŘƻǇǘŜŘ ŦƻǊ ƛƳǇƭŜƳŜƴǝƴƎ ŀƴŘ ƳŀƛƴǘŀƛƴƛƴƎ ŀƴ L{a{ ǳƴŘŜǊ L{hκL9/ нтллл ƭŀǊƎŜƭȅ ŀƭƛƎƴ ǿƛǘƘ ǘƘŜ 

ƻōƧŜŎǝǾŜǎ ƻŦ ǘƘƛǎ ǊŜƎǳƭŀǝƻƴΦ ¢ƘŜǊŜŦƻǊŜΣ ŜƴǝǝŜǎ ǘƘŀǘ ƘŀǾŜ ŀƭǊŜŀŘȅ ƛƳǇƭŜƳŜƴǘŜŘ ŀƴ L{a{ ǳƴŘŜǊ L{hκL9/ 

нтллмΥнлнн Ŏŀƴ ǳǎŜ ǘƘƛǎ ŀǎ ŀ ōŀǎƛǎ ŦƻǊ tŀǊǘπL{ ŎƻƳǇƭƛŀƴŎŜΦ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƻǾƛŘŜǎ ƎǳƛŘŀƴŎŜ ƻƴ Ƙƻǿ ƻǊƎŀƴƛǎŀǝƻƴǎ ǘƘŀǘ ƘŀǾŜ ŀƭǊŜŀŘȅ ƛƳǇƭŜƳŜƴǘŜŘ ŀƴ L{a{ 

ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ L{hκL9/ нтллмΥнлнн Ŏŀƴ ƛƴǘŜƎǊŀǘŜ tŀǊǘπL{ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛƴǘƻ ǘƘŜƛǊ ŜȄƛǎǝƴƎ L{a{Φ 

{ǇŜŎƛŬŎŀƭƭȅΣ ǘƘŜ ǘŀōƭŜ ōŜƭƻǿ ƛƭƭǳǎǘǊŀǘŜǎ Ƙƻǿ ǘƻ ƛƴŎƻǊǇƻǊŀǘŜ ǘƘŜ ΨtŀǊǘπL{ ǇŀǊǝŎǳƭŀǊƛǘȅΩ ƻŦ ŜŀŎƘ 

ǊŜǉǳƛǊŜƳŜƴǘ ƛƴǘƻ ŀƴ ŜȄƛǎǝƴƎ L{hκL9/ нтллмπōŀǎŜŘ L{a{ ƛƴ ƻǊŘŜǊ ǘƻ ŀŎƘƛŜǾŜ tŀǊǘπL{ ŎƻƳǇƭƛŀƴŎŜΦ ¢Ƙƛǎ ƛǎ 

ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ΨDǳƛŘŀƴŎŜ ƻƴ tŀǊǘπL{ ƛƳǇƭŜƳŜƴǘŀǝƻƴΩΦ 

Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

IS.D.OR.200(a) Related ISO/IEC 27001:2022 clauses and controls 

4. Context of the organisation 

6.1.1 Actions to address risks and opportunities - General 

Part-IS particularity 

An ISMS designed in the context of an ISO/IEC 27001:2022 ISMS, which is 
currently not connected to the management systems required by the 
delegated and implementing acts of Regulation (EU) 2018/1139, including 
Part-IS, may differ if these different systems do not address the same goals. 
Part-IS focuses on information security requirements meeting the applicable 
aviation safety objectives, which have an influence on elements of the ISMS. 
Also, the Ψinterested partiesΩ and the Ψinternal and external issuesΩ as laid 
down in Chapter 4 of ISO/IEC 27001:2022 may be adapted to address the 
requirements of Part-IS for the organisation. 

Guidance on Part-IS implementation 

Please note that the point IS.D.OR.200 requirement points to many other 
Part-IS requirements that the ISMS has to comply with, namely points 205, 
210, 215, 220, 225, 230, 235, 240,245, 255, and 260. Further details are 
provided in the specific chapters on the particular requirement. 

Regarding the other remaining requirements, not pointing out to other Part-
IS requirements, and comparing them with ISO/IEC 27001:2022, there are 
four requirements left, namely points IS.D.OR.200(a)(1), IS.D.OR.200(a)(6), 
IS.D.OR.200(a)(12) and IS.D.OR.200(a)(13).  

IS.D.OR.200(a)(1) Related ISO/IEC 27001:2022 clauses and controls 

5.2 Policy 

A.5.1 Policies for information securities 

Part-IS particularity 
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Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

An ISMS designed in the context of an ISO/IEC 27001:2022 ISMS, which is 
currently not connected to the management systems required by the 
delegated and implementing acts of Regulation (EU) 2018/1139, may differ 
as these different systems do often not address the same goals. Part-IS 
focuses on information security requirements influencing the applicable 
aviation safety objectives, which in their turn have an influence on the 
elements of the ISMS. 

In addition, all domain-specific delegated and implementing acts of 
Regulation (EU) 2018/1139, namely points ORO.GEN.200(a)(2), 
ORA.GEN.200(a)(2), CAMO.A.200(a)(2), 145.A.200(a)(2), 21.A.139(c)(1), 
21.A.239(c)(1), ATM/ANS.OR.B.005(a)(2), ATCO.OC.C.001(b) and 
ADR.OR.D.005(b)(2), require a Ψsafety policyΩ, where information security 
may be integrated. 

Guidance on Part-IS implementation 

The policy on information security established in an ISO/IEC 27001:2022 
context has to be updated with regard to the potential impact of the risks 
on aviation safety. At least the elements of AMC1 IS.D.OR.200(a)(1) have to 
be mentioned in the policy. Therefore, the following elements may need to 
be added to an existing ISMS policy. The elements in bold and italics are 
additional guidance that might also be considered. 

(a) committing to complying with applicable legislation, considering relevant 
standards and best practices, including safety- and cybersecurity-related 
standards and guidance published or prescribed by ICAO, EASA or the 
relevant civil aviation authority; 

(b) setting objectives and performance measures for managing information 
security, updated to ensure meeting the applicable aviation safety 
objectives; 

(c) defining general principles, activities, processes for the organisation to 
appropriately secure information and communication technology systems 
and data, in relation to the information security / safety risk assessment 
required by point IS.D.OR.205; 

(d) committing to applying ISMS requirements into the processes of the 
organisation; 

(e) committing to continually improving towards higher levels of 
information security process maturity as per point IS.D.OR.260; 

(f) committing to satisfying applicable requirements regarding information 
security (including requirements stemming from civil aviation authorities) 
and its proactive and systematic management and to the provision of 
appropriate resources for its implementation and operation; 

(g) assigning information security as one of the essential responsibilities for 
all managers; 

(h) committing to promoting the information security policy through training 
or awareness sessions within the organisation to all personnel on a regular 
basis or upon modifications; 
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Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

(i) ŜƴŎƻǳǊŀƎƛƴƎ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ ŀ ΨƧǳǎǘ-ŎǳƭǘǳǊŜΩ and the reporting of 
vulnerabilities, suspicious/anomalous events and/or information security 
incidents; 

(j) committing to communicating the information security policy to all 
relevant parties, as appropriate. 

IS.D.OR.200(a)(6) Related ISO/IEC 27001:2022 clauses and controls 

10.1 Corrective actions 

A5.5 Contact with authorities 

A5.26 Response to information security incidents 

A8.8 Management of technical vulnerabilities 

Part-IS particularity 

This requirement has no specific counterpart in ISO/IEC 27001:2022. 

Guidance on Part-IS implementation 

The policies and procedures, defined as means of compliance with the 
requirements listed above, should be extended to information security 
measures mandated by the competent authority. 

IS.D.OR.200(a)(12) Related ISO/IEC 27001:2022 clauses and controls 

9.2. Internal audit 

9.3 Management review 

10.2 Non-conformity and corrective action  

A5.36 Compliance with policies, rules and standards for information security 

Part-IS particularity 

This requirement is strongly related to the internal audit system and the 

independent checking function of ISO/IEC 27001:2022. The required 

feedback system to the accountable manager or the head of the design 

organisation fits into the requirement of 9.3. 

In addition, all delegated and implementing acts for the specific domains 

require a similar Ψcompliance monitoring functionΩ, where information 

security should be integrated as described in AMC1 IS.D.OR.200(a)(12). 

Guidance on Part-IS implementation 

The requirements of ISO/IEC 27001:2022 and the delegated and 

implementing acts of Regulation (EU) 2018/1139 are compatible. Therefore, 

it will be easy to integrate Part-IS into the audit scope of the ISO/IEC 

27001:2022 internal audit system. 

The role of the accountable manager or the head of the design organisation 

as defined under point IS.D.OR.240(a) has to be addressed accordingly in the 
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Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

feedback loop if the role is not already addressed in the management review 

process. The accountable manager or the head of the design organisation is 

required to be personally briefed on the key findings so that appropriate 

decisions can be made. 

Refer also to GM1 IS.D.OR.200(a)(12).  

Note: ISO 19011:2018 provides guidance on the establishment of an internal 
audit system. Specifically, Chapter A.7 ΨAuditing compliance within a 
management systemΩ provides useful guidance on how to integrate a 
compliance monitoring function into an internal audit system. 

IS.D.OR.200(a)(13) Related ISO/IEC 27001:2022 clauses and controls 

7.5.3. Control of documented information (Note) 

A5.12 Classification of information 

A5.34 Privacy and protection of personal identifiable information (PII) 

A8.12 Data leakage prevention 

Part-IS particularity 

This requirement is limited to Ψinformation from other organisationsΩ and to 
confidentiality. ISO/IEC 27001:2022 does not differentiate between ΨinternalΩ 
or ΨexternalΩ information (as laid down e.g. in ISO 9001:2015 Chapter 8.5.3). 
The only reference is made in the note in Chapter 7.5.3. 

Part-IS stresses protection of external information received due to the 
sensitivity it may have regarding incidents and vulnerabilities disclosure. 
Insufficient confidentiality protection may result in exploitation of 
vulnerabilities affecting safety that the original provider of information may 
not have perceived. 

Guidance on Part-IS implementation 

The protection of information, specifically regarding confidentiality (as in 
ISO/IEC 27002:2022), is related to a set of controls that can be found in Table 
A.1 (Matrix of controls and attribute values) of ISO/IEC 27002:2022. See also 
the definition in ISO 27002:2022: 

3.1.7 confidential information 

information that is not intended to be made available or disclosed to 
unauthorized individuals, entities or processes. 

The organisation having implemented these controls should take special care 
that they apply to information received from external information that may 
result in information security threats if known by unauthorised actors. When 
this kind of information is further shared with other organisations or 
authorities, appropriate confidentiality procedures must be put in place and 
followed (TLP marking, for instance). 

IS.D.OR.200(b) Related ISO/IEC 27001:2022 clauses and controls 

10.1 Continual improvement 
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Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

Part-IS particularity 

Part-IS and ISO/IEC 27001:2022 are very similar regarding this requirement. 
See points IS.D.OR.260 (a) and (b) for subtle differences. 

Guidance on Part-IS implementation 

See point IS.D.OR.260 in this table. 

IS.D.OR.200(c) Related ISO/IEC 27001:2022 clauses and controls 

6.3 Planning of changes 

7.5.3 Control of documented information 

Part-IS particularity 

Control of documented information is one of the key processes in each ISO 
management system standard, following the ISO Ψhigh-level structureΩ 
(ISO/IEC Directives part 1 Annex SL), such as ISO/IEC 27001 :2022. 

For changes, see point IS.D.OR.255. 

In addition, most of the delegated and implementing acts for the specific 
domains require a similar need to document, where information security 
should be integrated. 

Guidance on Part-IS implementation 

See points IS.D.OR.250 and IS.D.OR.255 in this table. 

IS.D.OR.200(d) Related ISO/IEC 27001:2022 clauses and controls 

4.3 Determining the scope of the information security management system 

Part-IS particularity 

The scope statement and the Ψstatement of applicabilityΩ (SOA) are the best 
references to apply the Ψnature and complexityΩ. 

In addition, most of the delegated and implementing acts for the specific 
domains require a similar need to document, where information security 
should be integrated. 

Guidance on Part-IS implementation 

When determining the scope, it should be noted that Part-IS is delimited to 
the subject matter as defined in Article 1 of the Regulation(s), which refers to 
identification and management of information security risks with potential 
impact on aviation safety. 

Considering this, the scope of an ISMS under ISO/IEC 27001:2022 may be 
broader than that required by Part-IS. Some organisational units, processes 
or locations may fall under what is covered by the ISMS under ISO/IEC 
27001:2022, but not within the scope of Part-IS.  

The opposite may happen too: the scope under ISO/IEC 27001:2022 may be 
narrower than the one Part-IS would require (e. g. the ISO/IEC 27001:2022 
scope covers only the IT department). 
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Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

In both situations, scope definitions must be compared and adjusted when 
necessary. 

Note: See also guidance on point IS.D.OR.205(a) in this table. 

The scope statement in the ISO/IEC 27001:2022 context is the right place 
where this clarification is made. 

IS.D.OR.200(e) Related ISO/IEC 27001:2022 clauses and controls 

4.1 Understanding the organisation and its context. 

Part-IS particularity 

This is a ΨderogationΩ for organisations falling under the applicability of Article 

2 of this Regulation. This process is independent from an ISO/IEC 27001:2022 

certification process.  

Guidance on Part-IS implementation 

If an organisation which already has an established ISMS according to ISO/IEC 

27001:2022 decides to embark on this process, the full implementation of 

Part-IS into the ISMS may be put on hold until the decision of the competent 

authority is made. 

To demonstrate that an organisationΩs activities, facilities and resources, as 

well as the services it operates, provides, receives and maintains, do not pose 

any information security risks with a potential impact on aviation safety 

either to itself or to other organisations, the existing risk assessment 

methodology according to ISO/IEC 27001:2022 Chapter 6.1.2 may be used if 

the methodology is enhanced with a focus on the impact on safety. On the 

other hand, an existing risk assessment methodology used by the existing 

safety management system (SMS) could be enhanced by addressing potential 

information security risks. 

In any case, the competent authority responsible for the organisation will 

determine which process and methodology shall be used. 

This demonstration has to be at least verified and reassessed at regular 

intervals and as a mandatory part of the organisationΩs change process. In 

case of any doubt about the conclusion, the appropriate civil aviation 

authority must be contacted. 

IS.D.OR.205(a) Related ISO/IEC 27001:2022 clauses and controls 

4.3 Determining the scope of the information security management system 

6.1.2 Information security risk assessment 

Part-IS particularity 

This requirement of Part-IS is in line with ISO/IEC 27001:2022, however 

ISO/IEC 27001:2022 allows a wider focus, whereas Part-IS puts the focus on 

safety already ŦǊƻƳ ǘƘŜ ŜƭŜƳŜƴǘΩǎ ƛŘŜƴǘƛŦƛŎŀǘƛƻƴ stage.  
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Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

In addition, all of the delegated and implementing acts for the specific 

domains require a risk assessment process, where information security can 

be integrated.  

Guidance on Part-IS implementation 

AMC1 IS.D.OR.205(a) explains that when conducting an information security 

risk assessment, the organisation should ensure that each relevant aviation 

safety impact is identified and included in the ISMS scope, which might not 

be the case when using ISO/IEC 27001:2022.  

On the other hand, an ISO/IEC 27001:2022 ISMS focuses its security risk 

assessment mainly on the business impact of infringement on confidentiality, 

integrity and availability, their risks and the impact on assets (e. g. loss of IT 

infrastructure, breach of data). 

This means that, starting from an ISMS based on ISO/IEC 27001:2022, a 

complementary analysis has to be made to take into account all the 

elements related to aviation safety. 

To bridge the two approaches of safety management systems (SMS) and 

ISMS, an identified information security risk may be entered as a ΨcauseΩ or 

Ψcontributing eventΩ in the aviation-safety-focused risk assessment required 

by the domain-specific implementing or delegated act. The figure in 

GM1.IS.D.OR.205(c) provides a good indication of how this bridge could be 

built. 

IS.D.OR.205(b) Related ISO/IEC 27001:2022 clauses and controls 

4.1 Understanding the organisation and its context 

4.3 Determining the scope of the information security management system 

A5.19 Information security in supplier relationships 

A5.21 Managing information security in the information and communication 

technology (ICT) supply chain 

Part-IS particularity 

Point IS.D.OR.205(b) focuses on the identification of interfaces with the other 
organisations. ISO/IEC 27001:2022 4.3 requires considering in point c) the 
interfaces at and dependencies between activities performed by the 
organisation and those that are performed by other organisations. So, there 
is more in Part-IS than that required by ISO/IEC 27001:2022, provided that 
the scope considered includes safety, as required by point IS.D.OR.205(a).  

The controls A5.19 and A5.21 are a profound foundation for the 
requirements of point IS.D.OR.205(b). 

Guidance on Part-IS implementation 

ISO/IEC 27001:2022 A5.19 requires the identification of risks associated with 
the use of suppliersΩ products or services. ISO 27002 A5.19 contains 
additional guidance in points f) to j) on how to manage the risk exposure. 
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Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

ISO/IEC 27001:2022 A5.21 requires the management of information security 
risks associated with the ICT products and services supply chain. ISO 27002 
A5.21 contains additional guidance in points f), k), l) and m) on how to 
manage risks through the supply chain. 

The Part-IS notion about interfaces and supply chain goes beyond the 
respective ISO/IEC 27001:2022 notion. GM1 IS.D.OR.205(b) requests 
interfacing organisations to share information about mutual risk exposure 
(including all data flows) and urges organisations to use ED-201A for that. 
Point IS.D.OR.205(c) also requires accounting for information acquired by 
interfacing organisations, which underlines the two-way nature of the 
considerations. Particular attention should be paid to the Part-IS intent to 
protect the so-called functional chains. The notion is that while organisations 
may protect themselves well enough, interfaces between organisations may 
pose risks to each chain when not accounted for.  

IS.D.OR.205(c) Related ISO/IEC 27001:2022 clauses and controls 

6.1.2 Information security risk assessment 

Part-IS particularity 

Point IS.D.OR.205(c) is the ΨheartΩ of Part-IS. ISO/IEC 27001:2022 6.1.2 opens 
a ΨframeworkΩ where the requirements of point IS.D.OR.205 may fit in. 

It has to be assured that the risk management systems of the ISMS and those 
required by the SMS regulations (see point IS.D.OR.205(a)) do NOT operate 
independently, as there might be difficulties in connecting the two systems. 

Guidance on Part-IS implementation 

Further to this provision, a proper risk assessment has to be made, taking into 
account the scope and interfaces described in points IS.D.OR.205(a) and 
IS.D.OR.205(b). It has to be noted (see also GM1 IS.D.OR.205(c)) that point 
IS.D.OR.205 does not require the use of any specific information security risk 
assessment framework, such as ISO 31000, NIST or others, to develop the risk 
assessment. ISO/IEC 27001:2022 tends to lean towards using ISO 27005 as a 
risk assessment standard; however, it does not make it mandatory. The key 
point is that the risk assessment carried out in the application of ISO/IEC 
27001:2022 6.1.2 does not necessarily consider safety risks, and may focus 
on different types of risks. 

With respect to safety, conditions that may lead to safety consequences are 
identified as hazards. Their materialisation may be either directly triggered 
or caused by information security threats which have not been successfully 
prevented. Information security can thus cause or contribute to a safety 
consequence in four different ways: 

(1) it can act as a safety threat; 

(2) it can have a negative effect on a safety barrier, rendering it less 
effective than before; 
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Part-IS 
requirement 

ISO/IEC 27001:2022 mapping and specific guidance 

(3) it can directly trigger the materialisation of an already identified 
hazard; or 

(4) it can constitute a new, not yet identified, hazard, which can obviously 
also materialise. 

By using e.g. the Ψbow-tie methodΩ regarding information security, a ΨhazardΩ 
would be replaced by a ΨvulnerabilityΩ, which can be exploited resulting in 
information security consequences (e.g. lack or reduction of confidentiality, 
integrity, availability, authenticity properties). Hence, from a methodology 
perspective, both considerations are very similar and can be designed to 
interact (e. g. consequences of the information security bow-tie may connect 
as causes of the Ψsafety bow-tieΩ).  

Guidance on organisations that are NOT required to operate an SMS, 
including safety risk management 

Any ISO/IEC 27001:2022 risk assessment has to be reviewed and revised by 
introducing safety impact (consequence) considerations. 

Any risk matrix stemming from an ISO/IEC 27001:2022 6.1.2 risk assessment 
is acceptable, provided that it includes safety impacts (consequences), and 
the results remain within the limitations of ICAO Annex 19. If two different 
risk assessment schemes are used, they need to be linked accordingly. 

Guidance on organisations that are required to operate an SMS, including 
safety risk management  

In most of the cases, where an organisation is subject to the domain-specific 
implementing or delegated acts for SMS and operates an ISMS under 
voluntary compliance with ISO/IEC 27001:2022, it may operate two risk 
management systems, one for safety under the oversight of a competent 
authority, and one for information security. The latter may ultimately be 
certified by an ISO/IEC 27001:2022 accredited body. 

Each potential risk identified by the ISMS risk management has to be 
systematically assessed for its potential impact on safety. To establish the 
connection between the systems, the following approach should be used: 

(1) If a safety risk assessment is available, it should be able to provide its 
context and determined target likelihoods for acceptable information 
security risks to the information security risk assessment process. The 
context consists of the system architecture, including its preventative 
and mitigative barriers, the hazards assessed and the safety risks 
identified. Based upon the information provided, the information 
security risk assessment can be conducted. Modifications to the 
system architecture, or any modifications of properties of the 
preventative or mitigative barriers, as well as the achieved risk 
properties need to be communicated back to the safety risk 
assessment process. Based upon this communication, the safety risk 
assessment has to be updated. In other words: mitigation measures 
put in place as a result of the information security risk assessment 
should also be considered as they may not only mitigate, but possibly 
also create a negative safety impact. 
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Part-IS 
requirement 
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(2) If a safety risk assessment is available, but the information security 
assessment process identifies a new hazard that was previously 
unknown to the safety risk assessment, a full hazard assessment of all 
safety aspects have to be conducted to ensure that the safety risk 
assessment contains the Ψfull pictureΩ of the newly addressed hazard. 

(3) The safety risk and the information security risk assessments need to 
be repeated as described above until all acceptability requirements for 
all aspects are met. 

IS.D.OR.205(d) Related ISO/IEC 27001:2022 clauses and controls 

6.3 Planning of changes 

8.2 Information security risk assessment 

Part-IS particularity 

Point IS.D.OR.205(d) is about the subsequent changes to the original risk 
assessment, due to a change of context or interfaces or knowledge about the 
risks or lessons learnt. This is equivalent to ISO/IEC 27001:2022 8.2. In both 
frameworks the reviews are planned and documented. 

Guidance on Part-IS implementation 

The same process as that already in place in an ISO/IEC 27001:2022 context 
can be used to implement point IS.D.OR.205(d), provided that this process 
has been updated to include safety criteria evaluation of changes that trigger 
an unplanned update of the risk assessment.  

Those organisations that have most experienced risk assessment updates at 
planned intervals will need to be proactive to trigger such updates more 
often in the situations listed in points IS.D.OR.205(d) (1), (2), (3), and (4) that 
could affect safety.  

The triggering criteria and the process should be documented and tested 
before implementation, for example through table-top exercises. 

The change management process is key to keep a management system in a 
solid and stable condition. Considering an established ISMS according to 
ISO/IEC 27001:2022, the regular updates of the risk assessment based on 
changes and lessons learned should be effective. The essential focus, 
introduced by Part-IS, is the Ψimpact on safetyΩ, which drives the update 
assessment. Change management processes focusing on changes that may 
have impact on safety are also set out in all domain-specific implementing 
and delegated acts. 

Without the ΨbridgeΩ of Part-IS, both systems (ISMS and SMS) are 
implemented independently, often without considering interdependencies. 
Part-IS implies the need (and provides the opportunity) to interlink the 
systems to provide a common risk picture for the organisation, with a focus 
on safety, but also opening the horizon to information security. 

IS.D.OR.205(e) Related ISO/IEC 27001:2022 clauses and controls 
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6.1.2 Information security risk assessment 

Part-IS particularity 

This Part-IS requirement is specific to organisations required to comply with 

Subpart C of Annex III (Part-ATM/ANS.OR) to Regulation (EU) 2017/373. 

Guidance on Part-IS implementation 

Those organisations falling under Subpart C of Annex III (Part-ATM/ANS.OR) 

to Regulation (EU) 2017/373, which operate an ISO/IEC 27001:2022-

conformed management system, use safety support assessment instead of 

the information security risk assessment required in point IS.D.OR.205(c).  

IS.D.OR.210(a) Related ISO/IEC 27001:2022 clauses and controls 

6.1.3 Information security risk treatment 

8.3 Information security risk treatment 

Part-IS particularity 

Point IS.D.OR.210(a) is about Information security risk treatment, which is 
widely covered by ISO/IEC 27001:2022, its Appendix A, and ISO/IEC 27002. 
Point IS.D.OR.210(a) provides however some additional inputs related to the 
risks that may have a safety impact. 

Guidance on Part-IS implementation 

ISO/IEC 27001:2022 6.1.3 is about the definition of the risk treatment plan, 
while ISO/IEC 27001:2022 8.3 deals with the implementation of the plan, and 
both are relevant. 

ISO/IEC 27001:2022 Annex A contains a list of possible information security 
controls, and therefore should also be used in addition to the already existing 
controls, to mitigate information security risks having an impact of safety. All 
the controls of Annex A are detailed in ISO/IEC 27002. 

Point IS.D.OR.210(a) specifies that the measures selected in the plan have to 
reduce the consequences on aviation safety associated with the 
materialisation of the threat scenario. This is in line with point IS.D.OR.205 
since the risk treatment phase is a consequence of the risk assessment phase 
and has to address all the risks that have been evaluated. 

Point IS.D.OR.210(a) also stipulates that those (protection) measures shall 
not introduce any new potential unacceptable risks to aviation safety. 

This is an area that is not directly covered by either ISO/IEC 27001:2022 or 
ISO/IEC 27002. The requirement addresses the so-called Ψside effectsΩ when 
introducing measures into a system (a well-known issue in software 
development which is also very relevant for information security measures). 
Preventive or mitigative measures specifically (e.g. physical security, access 
control) could lead to unintended side effects. 

Also, the risk treatment of the identified risks should focus on addressing 
safety via the same linkage/integration of ISMS and safety management.  
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IS.D.OR.210(b) Related ISO/IEC 27001:2022 clauses and controls 

6.1.3.f Information security risk treatment 

7.3 Awareness 

9.3 Management review 

A5.19 Information security in supplier relationships 

A5.21 Managing information security in the ICT supply chain 

Part-IS particularity 

Point IS.D.OR.210(b) requires key personnel in the organisation to be 
informed about the risks, the corresponding threat scenarios and the security 
risk treatment measures, which result in specific controls covered by Annex 
A to ISO/IEC 27001:2022 and ISO/IEC 27002. It partially covers IS.D.OR.210(b) 
ōȅ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜǉǳƛǊŜƳŜƴǘΥ ƻōǘŀƛƴ Ǌƛǎƪ ƻǿƴŜǊǎΩ ŀǇǇǊƻǾŀƭ ƻŦ ǘƘŜ 
information security risk treatment plan and acceptance of the residual 
information security risks. 

Point IS.D.OR.210(b) has two specific requirements that also have equivalent 
requirements in ISO/IEC 27001:2022 and ISO/IEC 27002: 

τ Inform the accountable manager or the head of the design organisation 
of the risk treatment plan τ which is a mandatory input to the 
management review. 

τ Inform the interfacing entities (the same as in point IS.D.OR.205(b)) of 
all risks shared with them τ which is stated in A5.19 Guidance point l). 

Guidance on Part-IS implementation 

In addition ǘƻ ǘƘŜ Ǌƛǎƪ ƻǿƴŜǊΩǎ ŀǇǇǊƻǾŀƭ ǊŜǉǳŜǎǘŜŘ ōȅ ISO/IEC 27001:2022 

6.1.3.f, the organisation will need to inform:   

τ the accountable manager or the head of the design organisation of the 

risk treatment plan. ISO/IEC 27001:2022 9.3. f) defines Ψresults of risk 

assessment and status of risk treatment planΩ as mandatory input for 

the management review which is the vehicle to inform the accountable 

managers/heads of the design organisation;  

τ the interfacing entities (the same as in point IS.D.OR.205(b)) of all risks 

shared with them. ISO/IEC 27002 A5.21 states in point f) Ψdefining rules 

for sharing of information and any potential issues and compromises 

between the organisationsΩ. GM1 IS.D.OR.205(b) and ED-201A may also 

be used as guidance on risk sharing. 

IS.D.OR.215(a) Related ISO/IEC 27001:2022 clauses and controls 

A5.24 Information security incident management planning and preparation 

A6.8 Information security event reporting 

Part-IS particularity 
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Fully covered by the requirements of A5.24 and A6.8. However, the linkage 
to the external reporting scheme for the incidents with relation to safety 
(unsafe conditions) has to be established. 

Guidance on Part-IS implementation 

The linkage to the external reporting scheme for the incidents with relation 
to safety could be described under A5.5 (contact with authorities) in the ISO 
structure. 

IS.D.OR.215(b) Related ISO/IEC 27001:2022 clauses and controls 

A5.25 Assessment and decision on information security events 

A5.26 Response to information security incidents 

A5.27 Learning from information security incidents 

A5.28 Collection of evidence 

A8.8 Management of technical vulnerabilities 

Part-IS particularity 

Fully covered by the requirements from A5.25 to A5.28 and A8.8 with a need 
to focus on safety impacts.  

Guidance on Part-IS implementation 

The requirements of the controls A8.8, A5.25 to A5.28 and the guidance in 
ISO/IEC 27002:2022 are comprehensive to fulfil the requirements of 
IS.D.OR.215(b). 

In accordance with point IS.D.OR.215(b)(1), the impact on safety always 
needs to be assessed specifically. 

AMC1 IS.D.OR.215(a)&(b) has also to be considered. 

IS.D.OR.215(c) A5.19 Information security in supplier relationships 

A5.20 Addressing information security within supplier agreements 

A5.21 Managing information security in the information and communication 
technology (ICT) supply chain 

Part-IS particularity 

To be covered under the procedures according to A5.19 and A5.21, as well as 

under the agreements according to A5.20. 

Guidance on Part-IS implementation 

However, this depends on whether the supplier is also subject to Part-IS or 

not. In the latter case, the external reporting shall be done by the contracting 

organisation. GM1 IS.D.OR.215(c) provides guidance on the relationship with 

contracted organisations. 

IS.D.OR.215(d) Related ISO/IEC 27001:2022 clauses and controls 

A5.6 Contact with special interest groups 
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A5.20 Addressing information security within supplier agreements 

A5.21 Managing information security in the information and communication 
technology (ICT) supply chain 

A5.28 Collection of evidence 

Part-IS particularity 

The requirements of the controls A5.20, A5.21 and A5.28 and the guidance 
in ISO 27002:2022 are comprehensive to fulfil the requirements of point 
IS.D.OR.215(d) in terms of process, but Part-IS will require cooperation with 
a broader range of organisations. 

Guidance on Part-IS implementation 

As ISO/IEC 27001:2022 only focuses on the supply chain and Part-IS requires 
a broader focus, the process needs to be highlighted to other relevant 
stakeholders. This may be covered under A5.6. Nevertheless, ISO/IEC 27002 
A5.19 has a clear statement under point (i) of the guidance. 

See also the cooperation in accordance with point IS.D.OR.205(c). 

IS.D.OR.215(d) Related ISO/IEC 27001:2022 clauses and controls 

A5.24 Information security incident management planning and preparation 

A6.8 Information security event reporting 

Part-IS particularity 

Fully covered by the requirements of A5.24 and A6.8.  

Guidance on Part-IS implementation 

However, the linkage to the external reporting scheme for the incidents with 
relation to safety (unsafe conditions) shall be established. This could be 
described under A5.5 (contact with authorities) in the ISO structure. 

IS.D.OR.220(a) Related ISO/IEC 27001:2022 clauses and controls 

A5.24 Information security incident management planning and preparation 

A5.25 Assessment and decision on information security events 

A5.26 Response to information security incidents 

A5.27 Learning from information security incidents 

A5.28 Collection of evidence 

A5.29 Information security during disruption 

A7.5 Physical security monitoring 

A8.16 Monitoring activities 

Part-IS particularity 
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Fully covered by the requirements of A5.24 to A5.29, and A7.5 for physical 
security and A8.16 for technical monitoring. 

Guidance on Part-IS implementation 

The requirements of the controls (both reactive and proactive) mentioned 
above and the guidance in ISO/IEC 27002:2022 are comprehensive to fulfil 
the requirements of point IS.D.OR.220(a). 

Again, the impact on safety needs to be assessed, and measures shall be 
taken to ensure safety. Part-IS refers to Ψunsafe conditionsΩ, which have to be 
mitigated to an acceptable level. A re-assessment of risks that are related to 
incidents that have occurred or to a vulnerability that has been identified is 
mandatory in Part-IS to ensure that no risk becomes unacceptable.   

Note: Due to historical reasons, information security and safety management 
use different wording when referring to situations which are more or less the 
same. The term ΨincidentΩ is used in a similar way (an event which already 
happened and infringes safety/security). A vulnerability in the sense of 
information security could be mapped to the term ΨhazardΩ in the area of 
safety (a situation identified, which is possible to happen, but has not 
happened so far). 

IS.D.OR.220(b) Related ISO/IEC 27001:2022 clauses and controls 

A5.26 Response to information security incidents 

A5.29 Information security during disruption 

A7.5 Physical security monitoring 

A8.8 Management of technical vulnerabilities 

Part-IS particularity 

Fully covered by the requirements of A5.26 and A5.29. 

Guidance on Part-IS implementation 

The requirements of the control A5.26 and the guidance in ISO/IEC 
27002:2022 are comprehensive to fulfil the requirements of point 
IS.D.OR.220(b).  

IS.D.OR.220(c) Related ISO/IEC 27001:2022 clauses and controls 

A5.26 Response to information security incidents 

A5.29 Information security during disruption 

Part-IS particularity 

This requirement is covered by the requirements of A5.26 and A5.29, with 
the difference that the recovery here is not intended to continuously ensure 
confidentiality, integrity, availability and integrity; instead, it is intended to 
maintain or return to an acceptable level of safety. 
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In addition, some domain-specific implementing and delegated acts of 
Regulation (EU) 2018/1139 (e.g. points ARO.GEN.200, ATM/ANS.OR.A.070, 
ADR.OR.B.070) require emergency response planning and/or contingency 
planning, where information security should be integrated. 

Guidance on Part-IS implementation 

Coupled with the requirements of controls A5.26 and A5.28 and the guidance 
in ISO/IEC 27002:2022, AMC1.IS.D.OR.220(c) should be applied in order to 
revert as quickly as possible to a safe state.  

IS.D.OR.225 Related ISO/IEC 27001:2022 clauses and controls 

10.2 Non-conformity and corrective action 

Part-IS particularity 

This requirement has no specific counterpart in ISO/IEC 27001:2022. 

Guidance on Part-IS implementation 

This issue is not covered by the requirements of ISO/IEC 27001:2022, so it is 
not possible to adapt existing policies and procedures under ISO/IEC 
27001:2022 for this requirement. To ensure compliance with this 
requirement, please refer exclusively to the related AMC and GM. 

IS.D.OR.230 Related ISO/IEC 27001:2022 clauses and controls 

A5.5 Contact with authorities 

Part-IS particularity 

This requirement is not directly addressed in ISO/IEC 27001:2022.  

Guidance on Part-IS implementation 

This issue is not covered by the requirements of ISO/IEC 27001:2022, so it is 
not possible to adapt existing policies and procedures under ISO/IEC 
27001:2022 for this requirement. To ensure compliance with this 
requirement, please refer exclusively to the related AMC and GM. 

The reporting requirement should also be considered if the organisation falls 
under the NIS 2 Directive. 

IS.D.OR.235(a) Related ISO/IEC 27001:2022 clauses and controls 

A5.19 Information security in supplier relationships 

A5.21 Managing information security in the information and communication 
technology (ICT) supply chain 

A5.22 Monitoring, review and change management of supplier services 

Part-IS particularity 
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ISO/IEC 27001:2022 controls A5.19, A5.21 and A5.29 may cover this 
requirement. The difference in the requirements of point IS.D.OR.235 is that 
they are limited to those activities directly related to the ISMS (e. g. internal 
audits, consultancy for risk assessments, etc.). 

In addition, all domain-specific implementing or delegated acts require 
procedures to deal with contracted activities in a wider scope, where 
information security should be integrated. 

Guidance on Part-IS implementation 

This requirement relates only to ISMS activities (e.g. internal audits, risk 
assessments), not to those activities not directly related to ISMS itself (e. g. 
hardware, software, IT and OT). 

The difference in the requirements of point IS.D.OR.235 is that they are 
limited to those activities directly related to the ISMS (e. g. internal audits, 
consultancy for risk assessments, etc.). The controls in ISO/IEC 27001:2022 
do not exclude those kinds of services, but sometimes they will not be in the 
focus of the organisation. 

Therefore, there is no need to establish an independent system for those 
contractors referred to in point IS.D.OR.235(a). The list of suppliers should be 
reviewed to ensure that the suppliers providing the services mentioned in 
point IS.D.OR.235 are covered. 

IS.D.OR.235(b) Related ISO/IEC 27001:2022 clauses and controls 

A5.20 Addressing information security within supplier agreements 

Part-IS particularity 

Access provided to the authority is not covered in ISO/IEC 27001:2022. 

Guidance on Part-IS implementation 

Organisations subject to Part-IS are required to provide access to the 
competent authority. If the contracted organisation is approved by an 
authority of another Member State, the different competent authorities will 
coordinate on which authority will perform oversight of the organisation 
according to their authority procedures (e.g. Regulation (EU) No 965/2012, 
point ARO.GEN.300(e)). 

For contracted organisations not subject to Part-IS, GM1 IS.D.OR.235(b) 
provides the content to be introduced either in the Ψgeneral terms and 
conditions of tradeΩ of the contracting organisation, or if standard general 
terms and conditions are used (e. g. for COTS-products), the content of the 
GM has to be arranged on a contractual basis (e. g. through a side letter). 

AMC1.IS.D.OR.235(b) should be considered in conjunction with ISO/IEC 
27001:2022 A5.20. 

IS.D.OR.240(a)  
IS.D.OR.240(e)  
 

Related ISO/IEC 27001:2022 clauses and controls 

5.1 Leadership and commitment 
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5.3 Organisational roles, responsibilities and authorities 

7.1 Resources 

A5.2 Information security roles and responsibilities 

Part-IS particularity 

ISO/IEC 27001:2022 does not require a specific role such as the Ψaccountable 
managerΩ or Ψhead of the design ƻǊƎŀƴƛǎŀǘƛƻƴΩ. 

Guidance on Part-IS implementation 

The implementation of the requirements of point IS.D.OR.240(a) can be 
covered by the implementation of ISO/IEC 27001:2022 requirements 
mentioned above, provided that the role of accountable manager/head of 
the design organisation is clearly defined and meets the requirements in 
point IS.D.OR.240(a). 

The requirement of point IS.D.OR.240(a)(3) has to be set in line with the roles 
in A5.2 (where an accountable manager or the head of the design 
organisation is not envisaged). However, the measures in A6.3 should be 
used to ensure the competency of the accountable manager or the head of 
the design organisation (point IS.D.OR.240(a)(3)). 

IS.D.OR.240(b)  
IS.D.OR.240(c)  
 

Related ISO/IEC 27001:2022 clauses and controls 

5.3 Organisational roles, responsibilities and authorities 

7.1 Resources 

A5.2 Information security roles and responsibilities 

A5.3 Segregation of duties 

Part-IS particularity 

This requirement is not directly addressed in ISO/IEC 27001:2022. 

Guidance on Part-IS implementation 

The implementation of the requirements of A5.2 and A5.3 should be used as 
a basis to fulfil the provisions of points IS.D.OR.240 (b) and (c), but some 
adaptation may be needed. 

This issue is covered in A5.2, but A5.3 may also be applicable. In addition, 
similar requirements for the Ψsafety rolesΩ are laid down in the domain-
specific ΨsafetyΩ implementing or delegated acts of Regulation (EU) 
2018/1139. 

AMC1 IS.D.OR.240(b) should be considered. 

IS.D.OR.240(d)  
 

Related ISO/IEC 27001:2022 clauses and controls 

4.3 Determining the scope of the information security management system 

A5.2 Information security roles and responsibilities 

A5.3 Segregation of duties 
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Part-IS particularity 

The implementation of the requirements of A5.2 and A5.3, as well as the 
guidance of ISO/IEC 27002, allow the delegation of responsibility within 
organisations. 

Guidance on Part-IS implementation 

This option might be useful for large organisations or groups, where the ISMS 
is implemented as an Ψumbrella functionΩ over a group of organisations, 
where not all of them are subject to Part-IS. 

The implementation of a Ψgroup CISOΩ or an enterprise-wide ISMS could make 
use of this option in Part-IS. 

Nevertheless, the common responsible person has to fulfil the competency 
requirements of point IS.D.OR.240(a)(3). This might be relevant in cases 
where the other activities of the organisation or group are not related to 
aviation. 

IS.D.OR.240(f)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.1 Resources 

Part-IS particularity 

The requirements of 7.1 should be implemented. 

Guidance on Part-IS implementation 

A systematic capacity planning of human resources is a key element of any 
management system. Therefore, such a process should be established in an 
ISMS. The possible additional requirement stemming from Part-IS has to be 
assessed, and the capacity planning updated accordingly. 

The targeted safety levels set in the safety/information security assessment 
should never be jeopardised by a lack of resources, even temporarily. 

AMC1 IS.D.OR.240(f) should be considered. 

IS.D.OR.240(g)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.2 Competency 

A6.3 Information security awareness, education and training 

Part-IS particularity 

The implementation of the requirements of 7.2 and A6.3 is sufficient to cover 
the requirement. 

Guidance on Part-IS implementation 

A systematic competency management process of staff is a key element of 
any management system. Therefore, such a process should be established in 
an ISMS. The possible additional requirement stemming from Part-IS has to 
be assessed and the competency requirements updated accordingly. 
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AMC1 IS.D.OR.240(g) should be considered. 

IS.D.OR.240(h)  
 

Related ISO/IEC 27001:2022 clauses and controls 

A6.2 Terms and conditions of employment 

Part-IS particularity 

The implementation of the requirements of A6.2 with some adaptation 
would be sufficient to cover the provision of point IS.D.OR.240(h). 

Guidance on Part-IS implementation 

Point IS.D.OR.240(h) is (at least partially) covered by ISO/IEC 27001:2022 
A.6.2 ΨThe employment contractual agreements have to be state the 
ǇŜǊǎƻƴƴŜƭΩǎ ŀƴŘ ǘƘŜ organisationΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘƛŜǎ ŦƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ.Ω 
and A.6.4 Ψdisciplinary processΩ (see ΨJust CultureΩ). 

It depends on the organisational culture and on whether job descriptions or 
role assignments need to be formally acknowledged. In many organisations, 
the assigned jobs and roles are mutually acknowledged by performing the 
tasks assigned. 

IS.D.OR.240(i)  
 

Related ISO/IEC 27001:2022 clauses and controls 

A5.19 Information security in supplier relationships 

A6.1 Screening 

A7.2 Physical entry 

A8.3 Information access restriction 

A8.5 Secure authentication 

Part-IS particularity 

The implementation of the requirements of A5.19, A6.1, A7.2, A8.3 and A8.5 
might be sufficient controls to cover this requirement for the personnel of 
the organisation, as well as for contractors and suppliers. 

Guidance on Part-IS implementation 

All the controls established in an ISO/IEC 27001:2022-compliant ISMS are 
designed to ensure the confidentiality and integrity of information. The 
implementation of those controls will provide sufficient protection to ensure 
compliance with this requirement. 

AMC1 IS.D.OR.240(i) should be considered. 

IS.D.OR.245(a)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.5 Documented information 

A5.9 Inventory of information and other associated assets 

A5.13 Labelling of information 

A8.10 Information deletion 
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A8.13 Information backup 

Part-IS particularity 

Record-keeping and retention are an inherent part of the document control 
system under 7.5 of ISO/IEC 27001:2022. The controls A5.9, A5.13, A8.10 and 
A8.13 also apply. 

Guidance on Part-IS implementation 

Chapter 7.5.1 b) states that the ISMS has to include Ψdocumented information 
determined by the organisation as being necessary for the effectiveness of 
the information security management system.Ω This includes the records 
defined in point IS.D.OR.245(a)(1). Chapter 7.5.3 requires, under f), also 
document control for retention and disposition. Part-IS requirements have to 
be integrated into the existing system, especially the minimum duration of 
record-keeping of five years. 

The minimum set of records, as defined in point IS.D.OR.245(a)(1) should be 
covered in the inventory of assets. For the coverage, the content of GM1 
IS.D.OR.245 also applies. 

As records are not only information assets, the requested Ψrecord retention 
policyΩ may be integrated into a wider policy as recommended by ISO/IEC 
27002:2022 above. 

AMC1 IS.D.OR.245(a)(1)(vi)&(a)(5) should be implemented. 

IS.D.OR.245(b)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.5 Documented information 

A5.9 Inventory of information and other associated assets 

A5.10 Acceptable use of information and other associated assets 

A5.13 Labelling of information 

A5.34 Privacy and protection of personal identifiable information (PII) 

A8.10 Information deletion 

A8.13 Information backup 

Part-IS particularity 

Record-keeping and retention are an inherent part of the document control 
system under 7.5 of ISO/IEC 27001:2022. The controls A5.9, A5.13, A8.10 and 
A8.13 will also apply and, due to GDPR issues specifically, also A5.10 and 
A5.34. 

Guidance on Part-IS implementation 

Chapter 7.5.1 b) states that the ISMS has to include Ψdocumented information 
determined by the organisation as being necessary for the effectiveness of 
the information security management system.Ω This includes the records 
defined in point IS.D.OR.245(a)(1). Chapter 7.5.3 requires, under f), also 
document control for retention and disposition. Part-IS requirements have to 
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Part-IS 
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ISO/IEC 27001:2022 mapping and specific guidance 

be integrated into the existing system, especially the minimum duration of 
record-keeping of five years. 

However, whereas there is no retention duration specified in ISO/IEC 
27001:2022, point IS.D.OR.245(a) specifies three years after the person has 
left the organisation. 

As these records fall under the GDPR Regulation, each organisation has to 
ensure that they are handled accordingly. It is recommended that the 
procedures are used not only for records related to ISMS, but also for the 
entire HR personnel files of the staff. 

IS.D.OR.245(c)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.5 Documented information 

A5.13 Labelling of information 

Part-IS particularity 

Record-keeping and retention are an inherent part of the document control 
system under 7.5 of ISO/IEC 27001:2022 as well as the control A5.13. 

Guidance on Part-IS implementation 

Chapter 7.5.3, under a), requires for the information that Ψit is available and 
suitable for use, where and when it is neededΩ. Part-IS requirements have to 
be integrated into the existing system. 

ISO 27002:2022 A5.13 states ΨProcedures for information labelling should 
cover information and other associated assets in all formats.ΩΤ therefore, the 
Part-IS requirement is fulfilled with control A5.13. 

A series of AMC material to the implementing and delegated acts regarding 
safety (e.g. AMC1 ARA.GEN.220(a), AMC1 145.A.55) also covers this issue. 

IS.D.OR.245(d)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.5 Documented information 

A5.10 Acceptable use of information and other associated assets 

A5.12 Classification of information 

A5.33 Protection of records 

A8.12 Data leakage prevention  

Part-IS particularity 

Record-keeping and retention are an inherent part of the document control 
system under 7.5 of ISO/IEC 27001:2022. The controls A5.10, A5.12, A5.33 
and A8.12 will also apply. 

Guidance on Part-IS implementation 

Chapter 7.5.3, under d), requires Ψstorage and preservation, including the 
preservation of legibilityΩ. Part-IS requirements have to be integrated into the 
existing system. 
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The application of A5.33 and A8.12 has a strong relationship to A7.5 
(Protecting against physical and environmental threats), A7.10 (Storage 
media), A8.3 (Information access restriction), A8.13 (Information backup), 
A8.14 (Redundancy of information processing facilities), A8.15 (Logging), 
A8.17 (Clock synchronization) and A8.24 (Use of cryptography). 

IS.D.OR.250(a)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.5 Documented information 

A5.13 Labelling of information  

Part-IS particularity 

Document control is an inherent part of the ISMS under 7.5 of ISO/IEC 
27001:2022. The control A5.13 is also an Ψanchor pointΩ for this requirement. 
ISO/IEC 27001:2022 does not specifically request a document called 
Ψinformation security management manualΩ, made available to the authority. 

Guidance on Part-IS implementation 

Chapter 7.5.1 b) states that the ISMS has to include Ψdocumented information 
determined by the organisation as being necessary for the effectiveness of 
the information security management systemΩ which will allow the inclusion 
of the ISMS manual in the documentation. 

Part-IS requires a specific ISMS manual (ISMM), made available to the 
competent authority. 

It has to be made clear to the competent authority which set of documented 
information constitutes the Ψapproved manualΩ. The document Ψstatement of 
applicabilityΩ (SOA), mandatory for all ISO/IEC 27001:2022-certified 
organisations may be helpful (e.g. by adding an additional column to label 
specific documents as part of a ΨvirtualΩ ISMS Manual). GM1 IS.D.OR.250(a) 
also provides associated guidance. 

It has to be ensured that all information listed in point IS.D.OR.250(a) is 
covered. 

IS.D.OR.250(b)  
IS.D.OR.250(c)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.5 Documented information 

A5.5 Contact with authorities  

Part-IS particularity 

Document control is an inherent part of the ISMS under 7.5 of ISO/IEC 
27001:2022. 

Guidance on Part-IS implementation 

The use of the same procedure as the one implemented for the Ψsafety 
regulationsΩ (see above) is recommended also for the approval, update and 
communication processes with the competent authority. 

Many organisations have their documented information available via 
document management systems (e.g. MS SharePoint). The access of the 
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competent authority to these systems have to be managed in accordance 
with the rules of any other external access in respect of A5.15, A5.18, A6.6, 
A7.9, A8.3, A8.7, A8.11, and A8.24. 

IS.D.OR.250(d)  
 

Related ISO/IEC 27001:2022 clauses and controls 

7.5 Documented information  

Part-IS particularity 

This possibility of ISMM integration with other expositions or manuals has no 
specific counterpart in ISO/IEC 27001:2022. However, following the ISO 
ΨAnnex SLΩ structure, ISO/IEC 27001:2022 enables an easy integration of 
other management system standards. 

Guidance on Part-IS implementation 

There is a tendency in the aviation industry to integrate different 
management systems, depending on the structure of the organisation. 

IS.D.OR.255(a)  
 

Related ISO/IEC 27001:2022 clauses and controls 

6.3 Planning of changes 

A5.5 Contact with authorities  

Part-IS particularity 

Change management is an inherent part of the ISMS under 6.3 of ISO/IEC 
27001:2022, but there is no provision for approval of a procedure by a 
competent authority. 

Guidance on Part-IS implementation 

The use of the same procedure as the one implemented for the Ψsafety 
regulationsΩ (see above) is recommended also for the approval of changes 
not requiring prior approval by the competent authority. This procedure 
should be extended to Part-IS in agreement with the competent authority. 

Note:  
This recommendation will only work if the competent authority is the 
authority as laid down in Article 6(1) of Regulation (EU) 2023/203 or Article 
5(1) of Regulation (EU) 2022/1645. 

 WARNING: 
An organisation with a derogation approval in accordance with point 
IS.D.OR.200(e) needs to assess for all changes (also those not requiring prior 
approval) whether the criteria for the approved derogation are still valid. If 
not, the change needs the approval of the competent authority/authorities 
prior to being implemented. 

IS.D.OR.255(b)  
 

Related ISO/IEC 27001:2022 clauses and controls 

6.3 Planning of changes 

A5.5 Contact with authorities  

Part-IS particularity 
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Change management is an inherent part of the ISMS under 6.3 of ISO/IEC 
27001:2022. However, ISO/IEC 27001:2022 does not require any kind of 
approval by a competent authority. 

Guidance on Part-IS implementation 

The use of the same procedure as the one implemented for the Ψsafety-
regulationsΩ (see above) is recommended also for the approval of changes in 
agreement with the competent authority. 

Note: 
This recommendation will only work if the competent authority is the 
authority as laid down in Article 6(1) of Regulation (EU) 2023/203 or Article 
5(1) of Regulation (EU) 2022/1645. 

IS.D.OR.260(a)  
 

Related ISO/IEC 27001:2022 clauses and controls 

9.3 Management review 

10.1 Continual improvement 

A5.35 Independent review of information security 

Part-IS particularity 

This requirement reflects a combination of requirements 9.3 and 10.1 of 
ISO/IEC 27001:2022 with references to requirements 4.4 and 5.2. While 
ISO/IEC 27001:2022 focuses on ISMS suitability, adequacy and effectiveness, 
point IS.D.OR.260(a) requires also a periodical maturity assessment of the 
ISMS. 

Guidance on Part-IS implementation 

ISO/IEC 27001:2022, 4.4 shows a clear requirement όΨshallΩύ for ISMS 
maintenance and improvement. The top management has a responsibility for 
continuous ISMS improvement as per ISO/IEC 27001:2022 5.2(d). The 
planning section also requires continuous improvement (ISO/IEC 27001:2022 
6.1.1(c)). 

Point IS.D.OR.260(a) requires an assessment of the effectiveness and 
maturity of the ISMS on a calendar basis or following an information security 
incident. This assessment should be performed by using indicators. ISO/IEC 
27001:2022 Chapter 9.3.1 defines a very similar approach for the 
management review process. Chapter 10.1 indicates a more independent 
process to improve the ISMS. The process in Chapter 10.1 is seen as more of 
a bottom-up approach, whereas that in Chapter 9.3 is intended to be top-
down. 

The results from A5.35 should all be used as inputs for continuous 
improvement. 

Point IS.D.OR.260(a) also requires a maturity assessment of the ISMS. 

Each organisation should establish which maturity model will be followed 
and which targeted maturity level is expected to be reached and by when. 
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For the maturity assessment, point (b) of AMC1 IS.D.OR.260(a) and GM1 
IS.D.OR.260(a) provides guidance on how to ensure compliance with point 
IS.D.OR.260(a). 

IS.D.OR.260(b)  
 

Related ISO/IEC 27001:2022 clauses and controls 

10.2 Non-conformity and corrective action 

A5.7 Threat intelligence  

Part-IS particularity 

Point IS.D.OR.260(b) addresses the improvement measures, i.e. corrections 
and corrective actions for the deficiencies detected in point IS.D.OR.260(a) 
and the continuous improvement process.  

This requirement reflects mainly requirement 10.2 of ISO/IEC 27001:2022, 
even if the term used is Ψnon-conformityΩ, while point IS.D.OR.260(b) uses the 
term ΨdeficienciesΩ. Deficiency has a broader meaning than non-conformity. 
It encompasses the case of a targeted maturity level that would not be 
reached at the planned date; that would be a deficiency but not necessarily 
a non-conformity. 

Guidance on Part-IS implementation 

The provisions listed in ISO/IEC 27001:2022 10.2 can be used to take 
corrective actions, to resolve both non-conformities and maturity level gaps. 
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Appendix V τ Proportionality considerations related to safety 
relevance and aspects of complexity 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƛǎ ŀ ƴƻƴπŜȄƘŀǳǎǝǾŜΣ ƴƻƴπōƛƴŘƛƴƎΣ ƭƛǎǘ ƻŦ ŀŎǝǾƛǝŜǎ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ƻŦ ǘƘŜ 

L{a{ ǳƴŘŜǊ ǘƘƛǎ wŜƎǳƭŀǝƻƴΦ ¢ƘŜǎŜ ŀŎǝǾƛǝŜǎ ŀǊŜ ǇǊƻǇƻǎŜŘ ƛƴ ŀǎǎƻŎƛŀǝƻƴ ǿƛǘƘ ŀ ǎŜǘ ƻŦ ƛƴŘƛŎŀǘƻǊǎΣ ǿƛǘƘ 

ŀŎǝǾƛǝŜǎ ǎǳƎƎŜǎǘŜŘ ŀǘ ǘƘŜ ƭƻǿŜǊ ŀƴŘ ǳǇǇŜǊ ŜƴŘǎ ƻŦ ǘƘŜ ǎŎŀƭŜΦ hǊƎŀƴƛǎŀǝƻƴǎ ŀǊŜ ŜƴŎƻǳǊŀƎŜŘ ǘƻ ŀǎǎŜǎǎ 

ǘƘŜƛǊ ƻǿƴ ƭŜǾŜƭ ŦƻǊ ŜŀŎƘ ƛƴŘƛŎŀǘƻǊΣ ǎŜƭŜŎǝƴƎ ƻǊ ŀŘŀǇǝƴƎ ǘƘŜ ǇǊƻǇƻǎŜŘ ŀŎǝǾƛǝŜǎ ōŀǎŜŘ ƻƴ ǘƘŜƛǊ ǎǇŜŎƛŬŎ 

ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ Ǌƛǎƪǎ ŀƴŘ ƻǊƎŀƴƛǎŀǝƻƴŀƭ ŎƻƴǘŜȄǘΦ ¢Ƙƛǎ ŀǇǇǊƻŀŎƘ ƘŜƭǇǎ ǘƻ ƪŜŜǇ ǘƘŜ ŀŎǝǾƛǝŜǎ 

ǇǊƻǇƻǊǝƻƴŀǘŜ ǘƻ ǘƘŜ ƻǾŜǊŀƭƭ ǎŀŦŜǘȅ ǊŜƭŜǾŀƴŎŜ ŀƴŘ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΦ  

LƴŘƛŎŀǘƻǊ ƻŦ ǘƘŜ ŘŜƎǊŜŜ ƻŦ ǎŀŦŜǘȅ ǊŜƭŜǾŀƴŎŜΥ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ǊƻƭŜ ƛƴ ǘƘŜ ŦǳƴŎǝƻƴŀƭ ŎƘŀƛƴΣ ŀƴŘ 

ƴǳƳōŜǊ ŀƴŘ ŎǊƛǝŎŀƭƛǘȅ ƻŦ ƛƴǘŜǊŦŀŎƛƴƎ ƻǊƎŀƴƛǎŀǝƻƴǎ 

¢ƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ǊƻƭŜ ƛƴ ǘƘŜ ŦǳƴŎǝƻƴŀƭ ŎƘŀƛƴ ŀƴŘ ƛǘǎ ƻǾŜǊŀƭƭ ŎƻƴǘǊƛōǳǝƻƴ ǘƻ ǘƘŜ ǎŀŦŜǘȅ ƻŦ ǊŜƭŀǘŜŘ 

ŦǳƴŎǝƻƴŀƭ ǇǊƻŎŜǎǎŜǎ ŀǊŜ ƪŜȅ ƛƴŘƛŎŀǘƻǊǎ ƻŦ ǎŀŦŜǘȅ ǊŜƭŜǾŀƴŎŜΦ ¢Ƙƛǎ ǎƘƻǳƭŘ ƛƳǇŀŎǘ ǘƘŜ ŘŜǇǘƘ ƻŦ Ǌƛǎƪ 

ŀǎǎŜǎǎƳŜƴǘ ǊŜǉǳƛǊŜŘ ŀƴŘ ǘƘŜ ƭŜǾŜƭ ƻŦ ŀǎǎǳǊŀƴŎŜ ƴŜŜŘŜŘ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ŜũŜŎǝǾŜƴŜǎǎ ƻŦ ƳŜŀǎǳǊŜǎ 

ƛƳǇƭŜƳŜƴǘŜŘ ǘƻ ƳƛǝƎŀǘŜ ǳƴŀŎŎŜǇǘŀōƭŜ ǊƛǎƪǎΦ 

[ƻǿ ǎŀŦŜǘȅ ǊŜƭŜǾŀƴŎŜΥ ƻǊƎŀƴƛǎŀǝƻƴǎ ǿƘƻǎŜ ǊƻƭŜ ƛƴ ǘƘŜ ŦǳƴŎǝƻƴŀƭ ŎƘŀƛƴ ŀƴŘ ǘƘŜƛǊ ƛƴǘŜǊŦŀŎŜǎ Řƻ ƴƻǘ 

ǇƻǎŜ ŀ Ǌƛǎƪ ƻŦ ǳƴǎŀŦŜ ŎƻƴŘƛǝƻƴǎΦ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǇǇǊƻŀŎƘ Ƴŀȅ ōŜ ŀŘƻǇǘŜŘΥ 

wƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ŀƴŘ ǘǊŜŀǘƳŜƴǘ  

τ {ƛƳǇƭƛŬŜŘ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘΥ ! ǎǘǊŜŀƳƭƛƴŜŘ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ǇǊƻŎŜǎǎ ǘƘŀǘ ǇǊƛƻǊƛǝǎŜǎ Ǌƛǎƪǎ ōŀǎŜŘ 

ƻƴ ǘƘŜƛǊ ǇƻǘŜƴǝŀƭ ƛƳǇŀŎǘ ƻƴ ǎŀŦŜǘȅ ƛǎ ǳǎŜŘΦ ¢ƘŜ ŀǎǎŜǎǎƳŜƴǘ ŦƻŎǳǎŜǎ ƻƴ ƘƛƎƘπƛƳǇŀŎǘ ŀǊŜŀǎΤ ƳƻǊŜ 

ŘŜǘŀƛƭŜŘ ŀǎǎŜǎǎƳŜƴǘǎ ŀǊŜ ǇŜǊŦƻǊƳŜŘ ƻƴƭȅ ǿƘŜǊŜ ŀƴŘ ƛŦ ƴŜŎŜǎǎŀǊȅΦ 

τ wƛǎƪ ǘǊŜŀǘƳŜƴǘ ǇǊƛƻǊƛǝǎŀǝƻƴΥ ! Ǌƛǎƪ ǘǊŜŀǘƳŜƴǘ Ǉƭŀƴ ǘƘŀǘ ǇǊƛƻǊƛǝǎŜǎ ƘƛƎƘπƛƳǇŀŎǘ Ǌƛǎƪǎ ǿƛǘƘ Ŏƻǎǘπ

ŜũŜŎǝǾŜ ƳŜŀǎǳǊŜǎ ƛǎ ŀŘƻǇǘŜŘΦ Lƴ ǎǳŎƘ ŎŀǎŜǎΣ ŎƻǎǘπŜũŜŎǝǾŜ ŎƻƴǘǊƻƭǎ ǘƘŀǘ ǊŜŘǳŎŜ Ǌƛǎƪǎ ǘƻ 

ŀŎŎŜǇǘŀōƭŜ ƭŜǾŜƭǎ Ƴŀȅ ōŜ ǳǎŜŘΦ ¢ƘŜǎŜ ŎƻƴǘǊƻƭǎ Ŏŀƴ ƻƊŜƴ ƭŜǾŜǊŀƎŜ ŜȄƛǎǝƴƎ ǇǊƻŎŜǎǎŜǎΣ ǇƘȅǎƛŎŀƭ 

ŎƻƴǘǊƻƭǎ ƻǊ ǘŜŎƘƴƻƭƻƎȅΦ 

IƛƎƘ ǎŀŦŜǘȅ ǊŜƭŜǾŀƴŎŜΥ ƻǊƎŀƴƛǎŀǝƻƴǎ ǿƘƻǎŜ ǊƻƭŜ ƛƴ ǘƘŜ ŦǳƴŎǝƻƴŀƭ ŎƘŀƛƴ ŀƴŘ ǘƘŜƛǊ ƛƴǘŜǊŦŀŎŜǎ Ƴŀȅ ǇƻǎŜ 

ŀ Ǌƛǎƪ ƻŦ ǳƴǎŀŦŜ ŎƻƴŘƛǝƻƴǎ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǇǇǊƻŀŎƘ Ƴŀȅ ōŜ ŀŘƻǇǘŜŘΥ 

wƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ŀƴŘ ǘǊŜŀǘƳŜƴǘ  

5ŜǘŀƛƭŜŘ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘǎΥ 5ŜǘŀƛƭŜŘ ŀƴŘ ƻƊŜƴ ƳƻǊŜ ŦǊŜǉǳŜƴǘ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘǎ ŀǊŜ ŎŀǊǊƛŜŘ ƻǳǘ ŦƻǊ 

ǘƘƻǎŜ ŜƭŜƳŜƴǘǎ ǘƘŀǘ ƘŀǾŜ ōŜŜƴ ƛŘŜƴǝŬŜŘ ŀǎ ƘŀǾƛƴƎ ŀ ǊŜƭŜǾŀƴǘ ǎŀŦŜǘȅ ƛƳǇŀŎǘΣ ƛΦŜΦ ŀƴ ǳƴǎŀŦŜ ŎƻƴŘƛǝƻƴΦ  

LƴŘƛŎŀǘƻǊ ƻŦ ŎƻƳǇƭŜȄƛǘȅ мΥ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴŀƭ ǎǘǊǳŎǘǳǊŜ ŀƴŘ ƘƛŜǊŀǊŎƘƛŜǎ 

¢ƘŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ŀƴ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ǎǘǊǳŎǘǳǊŜ τ ǘȅǇƛŎŀƭƭȅ ŘŜǘŜǊƳƛƴŜŘ ōȅ ǘƘŜ ƴǳƳōŜǊ ƻŦ ǎǘŀũΣ 

ŘŜǇŀǊǘƳŜƴǘǎ ŀƴŘ ƘƛŜǊŀǊŎƘƛŎŀƭ ƭŀȅŜǊǎ τ ŘƛǊŜŎǘƭȅ ƛƴƅǳŜƴŎŜǎ ǘƘŜ ƭŜǾŜƭ ƻŦ ƛƴǘŜǊƴŀƭ ŎƻƻǊŘƛƴŀǝƻƴ ǊŜǉǳƛǊŜŘ 

ŀƴŘ ǘƘŜ ŜȄǘŜƴǘ ǘƻ ǿƘƛŎƘ ƛƴŦƻǊƳŀǝƻƴ ŜȄŎƘŀƴƎŜ ƴŜŜŘǎ ǘƻ ōŜ ŦƻǊƳŀƭƛǎŜŘ ŀƴŘ ǇǊƻŎŜŘǳǊŀƭƛǎŜŘΦ  

[ƻǿ ŎƻƳǇƭŜȄƛǘȅΥ ƻǊƎŀƴƛǎŀǝƻƴǎ ŎƘŀǊŀŎǘŜǊƛǎŜŘ ōȅ ŀ ŎƻƳōƛƴŀǝƻƴ ƻŦ ƭƛƳƛǘŜŘ ƴǳƳōŜǊ ƻŦ ǎǘŀũ ƳŜƳōŜǊǎΣ 

ŦŜǿ ƘƛŜǊŀǊŎƘƛŎŀƭ ƭŀȅŜǊǎ ŀƴŘ ŘŜǇŀǊǘƳŜƴǘǎ 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǇǇǊƻŀŎƘŜǎ Ƴŀȅ ōŜ ŀŘƻǇǘŜŘΥ 
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όŀύ tƻƭƛŎȅ ŀƴŘ ǇǊƻŎŜŘǳǊŜ ǎƛƳǇƭƛŬŎŀǝƻƴ 

τ {ǘǊŜŀƳƭƛƴŜŘ ŘƻŎǳƳŜƴǘŀǝƻƴΥ tƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ Ŏŀƴ ōŜ ŎƻƴŎƛǎŜΣ ŎƭŜŀǊ ŀƴŘ Ŝŀǎȅ ǘƻ 

ǊŜŀŘΦ 5ƻŎǳƳŜƴǘǎ ŀǊŜ ƪŜǇǘ ǎƘƻǊǘ ŀƴŘ ǎƛƳǇƭŜ ǘƻ ƳŀƪŜ ǘƘŜƳ Ŝŀǎƛƭȅ ǳƴŘŜǊǎǘŀƴŘŀōƭŜΦ 

¢ŜƳǇƭŀǘŜǎ Ŏŀƴ ōŜ ǳǎŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ŜȄǇŜŘƛǘŜ ǘƘŜ ŎǊŜŀǝƻƴ ƻŦ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ŘƻŎǳƳŜƴǘŀǝƻƴΦ 

τ CƻŎǳǎ ƻƴ ƪŜȅ ǇƻƭƛŎƛŜǎΥ 5ǳǊƛƴƎ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘΣ ǘƘŜ ƪŜȅ ǇƻƭƛŎƛŜǎ ƘŀǾŜ ōŜŜƴ ǇǊƛƻǊƛǝǎŜŘ ƛƴ 

ƻǊŘŜǊ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜ Ƴƻǎǘ ŎǊƛǝŎŀƭ ŀǎǇŜŎǘǎ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅΣ ǎǳŎƘ ŀǎ ƳŀƴŀƎŜƳŜƴǘ 

ŎƻƳƳƛǘƳŜƴǘΣ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ŀƴŘ ƛƴŎƛŘŜƴǘ ǊŜǎǇƻƴǎŜΦ  

όōύ 9ƳǇƭƻȅŜŜ ǘǊŀƛƴƛƴƎ ŀƴŘ ŀǿŀǊŜƴŜǎǎ 

τ ¢ŀǊƎŜǘŜŘ ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳƳŜǎΥ CƻŎǳǎŜŘ ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳƳŜǎ ǘƘŀǘ ǘŀǊƎŜǘ ǘƘŜ ǎǇŜŎƛŬŎ 

ǊƻƭŜǎ ŀƴŘ ǊŜǎǇƻƴǎƛōƛƭƛǝŜǎ ƻŦ ŜƳǇƭƻȅŜŜǎ ŀǊŜ ǇǊƻǾƛŘŜŘΦ ¢ƘŜ ǘǊŀƛƴƛƴƎ ƛǎ ǊŜƭŜǾŀƴǘ ǘƻ ǘƘŜ 

ƻǊƎŀƴƛǎŀǝƻƴΩǎ ǎǇŜŎƛŬŎ Ǌƛǎƪǎ ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ŎƻƴǘŜȄǘΦ 

τ {ŜŎǳǊƛǘȅ ŎǳƭǘǳǊŜΥ ! ŎǳƭǘǳǊŜ ƻŦ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŀǿŀǊŜƴŜǎǎ ƛǎ ŜƴŎƻǳǊŀƎŜŘ ǘƘǊƻǳƎƘƻǳǘ 

ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΦ {ƘƻǊǘ ǘǊŀƛƴƛƴƎ ǎŜǎǎƛƻƴǎ ŀƴŘ ŀǿŀǊŜƴŜǎǎ ŎŀƳǇŀƛƎƴǎ ŀǊŜ ŎƻƴŘǳŎǘŜŘ ƻƴ ŀ 

ǊŜƎǳƭŀǊ ōŀǎƛǎΦ 

όŎύ hǳǘǎƻǳǊŎƛƴƎ ŀƴŘ ǇŀǊǘƴŜǊǎƘƛǇǎ 

τ hǳǘǎƻǳǊŎƛƴƎΥ CƻǊ ŀǊŜŀǎ ǿƘŜǊŜ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ƭŀŎƪǎ ŜȄǇŜǊǝǎŜΣ ƻǳǘǎƻǳǊŎƛƴƎ ǘƻ ǇǊƻǾƛŘŜǊǎ 

ƻŦ ƳŀƴŀƎŜŘπǎŜŎǳǊƛǘȅ ǎŜǊǾƛŎŜǎ ƛǎ ŀŘƻǇǘŜŘΦ  

τ /ƻƭƭŀōƻǊŀǝƻƴ ǿƛǘƘ ǇŜŜǊǎΥ LƴŦƻǊƳŀǝƻƴπǎƘŀǊƛƴƎ ǿƛǘƘ ǎƛƳƛƭŀǊ ƻǊƎŀƴƛǎŀǝƻƴǎ όŜΦƎΦ ǘƘǊƻǳƎƘ 

ǘƘŜ 9ǳǊƻǇŜŀƴ /ŜƴǘǊŜ ŦƻǊ /ȅōŜǊ {ŜŎǳǊƛǘȅ ƛƴ !Ǿƛŀǝƻƴ ό9//{!ύύ ƻǊ ƛƴŘǳǎǘǊȅ ƎǊƻǳǇǎ ƛǎ ŎŀǊǊƛŜŘ 

ƻǳǘΦ /ƻƭƭŀōƻǊŀǝƻƴ ǇǊƻǾƛŘŜǎ ƛƴǎƛƎƘǘǎ ǘƻ ŜǾŀƭǳŀǘŜ ǘƘŜ ŜǾƻƭǳǝƻƴ ƻŦ ǘƘŜ ǎŜŎǳǊƛǘȅ ŜƴǾƛǊƻƴƳŜƴǘ 

ǿƛǘƘ ƭƛƳƛǘŜŘ ŜũƻǊǘΦ 

όŘύ 9ƴƎŀƎŜƳŜƴǘ ǿƛǘƘ ƳŀƴŀƎŜƳŜƴǘ 

{ƛƳǇƭƛŬŜŘ ƳŀƴŀƎŜƳŜƴǘ ǊŜǇƻǊǝƴƎΥ wŜǇƻǊǘǎ ǘƻ ƳŀƴŀƎŜƳŜƴǘ ŀǊŜ ŎƻƴŎƛǎŜ ŀƴŘ ŦƻŎǳǎŜŘ ƻƴ ƪŜȅ 

ƳŜǘǊƛŎǎ ǘƘŀǘ ŘŜƳƻƴǎǘǊŀǘŜ ǘƘŜ ŜũŜŎǝǾŜƴŜǎǎ ƻŦ ǘƘŜ L{a{Φ /ƻƴǝƴǳŜŘ ǎǳǇǇƻǊǘ ŀƴŘ ǊŜǎƻǳǊŎŜ 

ŀƭƭƻŎŀǝƻƴ ŦǊƻƳ ǘƻǇ ƳŀƴŀƎŜƳŜƴǘ ƛǎ ŜƴǎǳǊŜŘΦ 

όŜύ /ƻƳǇƭƛŀƴŎŜ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ Ŏƻƴǝƴǳƻǳǎ ƛƳǇǊƻǾŜƳŜƴǘ 

τ wŜƎǳƭŀǊ ōǳǘ ǎŎŀƭŜŘ ŀǳŘƛǘǎΥ LƴǘŜǊƴŀƭ ŀǳŘƛǘǎ ŀǊŜ ǊŜƎǳƭŀǊƭȅ ŎƻƴŘǳŎǘŜŘΣ ōǳǘ ǘƘŜ ŜũƻǊǘ ƛǎ ǎŎŀƭŜŘ 

ǘƻ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ǎƛȊŜ ŀƴŘ ŎƻƳǇƭŜȄƛǘȅΦ ¢ƘŜ ŦƻŎǳǎ ƛǎ ƻƴ ǘƘŜ Ƴƻǎǘ ŎǊƛǝŎŀƭ ŀǊŜŀǎ ŀƴŘ ǘƘŜ 

ŀǳŘƛǘ ǊŜǎǳƭǘǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ǘƻ ǘƘŜ ŀŎŎƻǳƴǘŀōƭŜ ƳŀƴŀƎŜǊ ƻǊ ǘƘŜ ƘŜŀŘ ƻŦ ǘƘŜ ŘŜǎƛƎƴ 

ƻǊƎŀƴƛǎŀǝƻƴ ŀƴŘ ǳǝƭƛǎŜŘ ǘƻ ƎǳƛŘŜ Ŏƻƴǝƴǳƻǳǎ ƛƳǇǊƻǾŜƳŜƴǘΦ 

τ !ƎƛƭŜ ǊŜǾƛŜǿ ǇǊƻŎŜǎǎΥ ¢ƘŜ L{a{ ƛǎ ǊŜƎǳƭŀǊƭȅ ǊŜǾƛŜǿŜŘ ŀƴŘΣ ƛŦ ƴŜŎŜǎǎŀǊȅΣ ŀŘŀǇǘŜŘ ǘƻ ŜƴǎǳǊŜ 

ǘƘŀǘ ƛǘ ǊŜƳŀƛƴǎ ŀƭƛƎƴŜŘ ǿƛǘƘ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ŜǾƻƭǾƛƴƎ ƴŜŜŘǎ ŀƴŘ ǘƘǊŜŀǘǎΦ 

IƛƎƘ ŎƻƳǇƭŜȄƛǘȅΥ ƻǊƎŀƴƛǎŀǝƻƴǎ ŎƘŀǊŀŎǘŜǊƛǎŜŘ ōȅ ŀ ŎƻƳōƛƴŀǝƻƴ ƻŦ ƭŀǊƎŜ ƴǳƳōŜǊ ƻŦ ǎǘŀũ ƳŜƳōŜǊǎΣ 

ƘƛŜǊŀǊŎƘƛŎŀƭ ƭŀȅŜǊǎ ŀƴŘ ŘŜǇŀǊǘƳŜƴǘǎ ŀƴŘ ƛƴǘŜǊŦŀŎŜǎ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǇǇǊƻŀŎƘŜǎ Ƴŀȅ ōŜ ŀŘƻǇǘŜŘΥ 

όŀύ wƻōǳǎǘ ƎƻǾŜǊƴŀƴŎŜ ǎǘǊǳŎǘǳǊŜ 

τ LƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ƎƻǾŜǊƴŀƴŎŜΥ DƻǾŜǊƴŀƴŎŜ ƛƳǇƭŜƳŜƴǘŀǝƻƴ ǘƻ ƻǾŜǊǎŜŜ ǘƘŜ L{a{ ŀǊŜ 

ǇǊŜǎŜƴǘΦ ¢Ƙƛǎ ƛǎ ǘƻ ŜƴǎǳǊŜ ŀƭƛƎƴƳŜƴǘ ǿƛǘƘ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ǎŀŦŜǘȅ ŀƴŘ ǎŜŎǳǊƛǘȅ ƻōƧŜŎǝǾŜǎΦ 
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¢Ƙƛǎ ƎƻǾŜǊƴŀƴŎŜ ǎƘƻǳƭŘ ƻǇŜǊŀǘŜ ǘƘǊƻǳƎƘ ŦƻǊƳŀƭ ŎƻƳƳƛǧŜŜǎ ƻǊ ǿƻǊƪƛƴƎ ƎǊƻǳǇǎ ǘƘŀǘ 

ƛƴŎƭǳŘŜ ǊŜǇǊŜǎŜƴǘŀǝǾŜǎ ŦǊƻƳ ǎŜƴƛƻǊ ƳŀƴŀƎŜƳŜƴǘΣ ǎŀŦŜǘȅΣ ƛƴŦƻǊƳŀǝƻƴ ǘŜŎƘƴƻƭƻƎȅΣ ƭŜƎŀƭ 

ŀƴŘ ƪŜȅ ōǳǎƛƴŜǎǎ ǳƴƛǘǎΦ 

τ aŜǘǊƛŎǎ ŀƴŘ ǊŜǇƻǊǝƴƎΥ /ƻƳǇǊŜƘŜƴǎƛǾŜ ƳŜǘǊƛŎǎ ŀƴŘ ǊŜǇƻǊǝƴƎ ǎǘǊǳŎǘǳǊŜǎ ǘƻ ǘǊŀŎƪ ǘƘŜ 

ŜũŜŎǝǾŜƴŜǎǎ ƻŦ ǘƘŜ L{a{ ŀǊŜ ƛƳǇƭŜƳŜƴǘŜŘΦ wŜǇƻǊǘ ƻƴ ƪŜȅ ǇŜǊŦƻǊƳŀƴŎŜ ƛƴŘƛŎŀǘƻǊǎ όYtLǎύ 

ǘƻ ǎŜƴƛƻǊ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ǘƘŜ ƳŀƴŀƎŜƳŜƴǘ ōƻŀǊŘ ŀǊŜ ǇǊƻǾƛŘŜŘ ǘƻ ŜƴǎǳǊŜ ƻƴƎƻƛƴƎ 

ǎǳǇǇƻǊǘ ŀƴŘ ǊŜǎƻǳǊŎŜ ŀƭƭƻŎŀǝƻƴΦ 

όōύ 9ȄǘŜƴǎƛǾŜ ǇƻƭƛŎȅ ŀƴŘ ǇǊƻŎŜŘǳǊŜ ŦǊŀƳŜǿƻǊƪ 

τ 5ŜǘŀƛƭŜŘ ǇƻƭƛŎƛŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎΥ !ƭǘƘƻǳƎƘ ǎǘǊŜŀƳƭƛƴŜŘ ŘƻŎǳƳŜƴǘŀǝƻƴ ƛǎ ǎǝƭƭ ǘƘŜ ƻǾŜǊŀƭƭ 

ƻōƧŜŎǝǾŜΣ ƳƻǊŜ ŎƻƳǇƭŜȄ ƻǊƎŀƴƛǎŀǝƻƴǎ Ƴŀȅ ǊŜǉǳƛǊŜ ŀ ōǊƻŀŘŜǊ ǊŀƴƎŜ ƻŦ ǇƻƭƛŎƛŜǎ ŀƴŘ 

ǇǊƻŎŜŘǳǊŜǎ ǘƻ ŎƻǾŜǊ ŘƛũŜǊŜƴǘ ōǳǎƛƴŜǎǎ ǳƴƛǘǎ ŀƴŘ ŘŜǇŀǊǘƳŜƴǘǎΣ ŎƻƳǇƭƛŀƴŎŜ ǊŜǉǳƛǊŜƳŜƴǘǎ 

ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ǇǊƻŎŜǎǎŜǎΦ  

τ tƻƭƛŎȅ ƘŀǊƳƻƴƛǎŀǝƻƴΥ tƻƭƛŎƛŜǎ ŀǊŜ ƘŀǊƳƻƴƛǎŜŘ ŀŎǊƻǎǎ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ǘƻ ŀǾƻƛŘ ŎƻƴƅƛŎǝƴƎ 

ǇǊŀŎǝŎŜǎ ōŜǘǿŜŜƴ ŘƛũŜǊŜƴǘ ŘŜǇŀǊǘƳŜƴǘǎ ƻǊ ǊŜƎƛƻƴǎΦ ¢Ƙƛǎ ǊŜǉǳƛǊŜǎ ŀ ŎŜƴǘǊŀƭƛǎŜŘ 

ƎƻǾŜǊƴŀƴŎŜ ƳƻŘŜƭ ǘƻ ƻǾŜǊǎŜŜ ǇƻƭƛŎȅ ŘŜǾŜƭƻǇƳŜƴǘ ŀƴŘ ŜƴŦƻǊŎŜƳŜƴǘΦ 

όŎύ wƛǎƪ ŀǎǎŜǎǎƳŜƴǘ ŀƴŘ ǘǊŜŀǘƳŜƴǘ 

τ /ǊƻǎǎπǊƛǎƪ ŀǎǎŜǎǎƳŜƴǘǎΥ /ǊƻǎǎπǊƛǎƪ ŀǎǎŜǎǎƳŜƴǘǎ ƛƴŎƭǳŘŜ ŀǎǎŜǎǎƛƴƎ Ǌƛǎƪǎ ŀŎǊƻǎǎ ǾŀǊƛƻǳǎ 

ŘŜǇŀǊǘƳŜƴǘǎΣ ƎŜƻƎǊŀǇƘƛŎ ƭƻŎŀǝƻƴǎ ŀƴŘ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ǇƭŀǜƻǊƳǎΦ 

τ wƛǎƪ ŀƎƎǊŜƎŀǝƻƴ ŀƴŘ ŎƻǊǊŜƭŀǝƻƴΥ ²ƛǘƘ ŀ ƭŀǊƎŜǊ ǾƻƭǳƳŜ ƻŦ ƛƴŦƻǊƳŀǝƻƴΣ Ǌƛǎƪǎ ŀǎǎŜǎǎƳŜƴǘǎ 

ŀǊŜ ŀƎƎǊŜƎŀǘŜŘ ŀƴŘ ŎƻǊǊŜƭŀǘŜŘ ǘƻ ƛŘŜƴǝŦȅ ǎȅǎǘŜƳƛŎ ƛǎǎǳŜǎ ŀƴŘ ŜƴǎǳǊŜ ǘƘŀǘ Ǌƛǎƪǎ ŀǊŜ 

ƳŀƴŀƎŜŘ ŀƴŘ ŜǎŎŀƭŀǘŜŘ ŀǘ ŀƴ ƻǊƎŀƴƛǎŀǝƻƴŀƭ ƭŜǾŜƭΣ ƴƻǘ Ƨǳǎǘ ǿƛǘƘƛƴ ƛƴŘƛǾƛŘǳŀƭ ǎƛƭƻǎΦ 

όŘύ /ƻƳǇǊŜƘŜƴǎƛǾŜ ǘǊŀƛƴƛƴƎ ŀƴŘ ŀǿŀǊŜƴŜǎǎ ǇǊƻƎǊŀƳƳŜǎ 

τ wƻƭŜπōŀǎŜŘ ǘǊŀƛƴƛƴƎΥ 9ȄǘŜƴǎƛǾŜ ǊƻƭŜπōŀǎŜŘ ǘǊŀƛƴƛƴƎ ǇǊƻƎǊŀƳƳŜǎ ǘŀƛƭƻǊŜŘ ǘƻ ŘƛũŜǊŜƴǘ 

ŦǳƴŎǝƻƴǎ ǿƛǘƘƛƴ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ŀǊŜ ƛƳǇƭŜƳŜƴǘŜŘΦ CƻǊ ŜȄŀƳǇƭŜΣ L¢ ǎǘŀũΣ ŜȄŜŎǳǝǾŜǎ ŀƴŘ 

ŜƴŘπǳǎŜǊǎ ŀƭƭ ƘŀǾŜ ŘƛũŜǊŜƴǘ ƭŜǾŜƭǎ ƻŦ ǘǊŀƛƴƛƴƎ ǎǇŜŎƛŬŎ ǘƻ ǘƘŜƛǊ ǊƻƭŜǎΦ 

τ /ƻƴǝƴǳƻǳǎ ǎŜŎǳǊƛǘȅ ŀǿŀǊŜƴŜǎǎ ŎŀƳǇŀƛƎƴǎΥ {ŜŎǳǊƛǘȅ ŀǿŀǊŜƴŜǎǎ ŎŀƳǇŀƛƎƴǎ ǳǎƛƴƎ ǾŀǊƛƻǳǎ 

ƳŜǘƘƻŘǎ όŜΦƎΦ ǇƘƛǎƘƛƴƎ ǎƛƳǳƭŀǝƻƴǎΣ ǿƻǊƪǎƘƻǇǎ ŀƴŘ ŜπƭŜŀǊƴƛƴƎ ƳƻŘǳƭŜǎύ ŀǊŜ Ŏƻƴǝƴǳƻǳǎƭȅ 

ŘŜǇƭƻȅŜŘ ǘƻ ƪŜŜǇ ǎŜŎǳǊƛǘȅ ǘƻǇπƻŦπƳƛƴŘ ŦƻǊ ŀƭƭ ŜƳǇƭƻȅŜŜǎ ŀŎǊƻǎǎ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΦ 

όŜύ 9ƴƘŀƴŎŜŘ ŎƻƴǘǊŀŎǘŜŘ ŀŎǝǾƛǝŜǎ ƳŀƴŀƎŜƳŜƴǘ 

τ {ǳǇǇƭȅ ŎƘŀƛƴ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘΥ ¢ƘƻǊƻǳƎƘ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ŀǎǎŜǎǎƳŜƴǘǎ ƻŦ 

ŎƻƴǘǊŀŎǘŜŘ ƻǊƎŀƴƛǎŀǝƻƴǎ ŀƴŘ ƻƴƎƻƛƴƎ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ǘƘƛǊŘπǇŀǊǘȅ Ǌƛǎƪǎ ŀǊŜ ŎŀǊǊƛŜŘ ƻǳǘΦ 

LƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ŎƻƴǘǊŀŎǘǎΦ 

όŦύ /ƻƳǇǊŜƘŜƴǎƛǾŜ ƛƴŎƛŘŜƴǘ ƳŀƴŀƎŜƳŜƴǘ 

τ {ŜŎǳǊƛǘȅ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ƛƴŎƛŘŜƴǘ ǊŜǎǇƻƴǎŜ ŎŀǇŀōƛƭƛǘȅΥ Lƴ ƻǊŘŜǊ ǘƻ ƳƻƴƛǘƻǊ ǎŜŎǳǊƛǘȅ ŜǾŜƴǘǎ 

ŀǊƻǳƴŘ ǘƘŜ ŎƭƻŎƪΣ ƳŀƴŀƎŜ ƛƴŎƛŘŜƴǘǎ ŀƴŘ ŎƻƻǊŘƛƴŀǘŜ ǊŜǎǇƻƴǎŜ ŜũƻǊǘǎ ŀŎǊƻǎǎ ǘƘŜ 

ƻǊƎŀƴƛǎŀǝƻƴΣ ǎǘǊǳŎǘǳǊŜŘ ǎŜŎǳǊƛǘȅ ƻǇŜǊŀǝƻƴǎ ŀǊŜ ŜǎǘŀōƭƛǎƘŜŘΦ 5ŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ 

ƻǊƎŀƴƛǎŀǝƻƴϥǎ ǊŜǎƻǳǊŎŜǎΣ ǘƘƛǎ Ŏŀƴ ōŜ ŀŎƘƛŜǾŜŘ ǘƘǊƻǳƎƘ ŀ ŘŜŘƛŎŀǘŜŘ ǎŜŎǳǊƛǘȅ ƻǇŜǊŀǝƻƴǎ 

ŎŜƴǘǊŜ ό{h/ύΣ ŀ ǾƛǊǘǳŀƭ {h/Σ ƳŀƴŀƎŜŘ ǎŜŎǳǊƛǘȅ ǎŜǊǾƛŎŜǎ ƻǊ ƻǘƘŜǊ ŀǇǇǊƻǇǊƛŀǘŜ ǎƻƭǳǝƻƴǎ ǘƘŀǘ 

ŜƴǎǳǊŜ ŜũŜŎǝǾŜ ŎƻǾŜǊŀƎŜΦ 
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τ /ƻƳǇƭŜȄ ƛƴŎƛŘŜƴǘ ǊŜǎǇƻƴǎŜ ǇƭŀƴǎΥ 5ŜǘŀƛƭŜŘ ƛƴŎƛŘŜƴǘ ǊŜǎǇƻƴǎŜ Ǉƭŀƴǎ ǘƘŀǘ ŎƻǾŜǊ ŀ ǾŀǊƛŜǘȅ 

ƻŦ ǎŎŜƴŀǊƛƻǎΣ ƛƴŎƭǳŘƛƴƎ ŎǊƻǎǎπŘŜǇŀǊǘƳŜƴǘŀƭ ŎƻƻǊŘƛƴŀǝƻƴΣ ŎƻƳƳǳƴƛŎŀǝƻƴ ǎǘǊŀǘŜƎƛŜǎ ŀƴŘ 

ƻǇŜǊŀǝƻƴŀƭ Ŏƻƴǝƴǳƛǘȅ ǇƭŀƴƴƛƴƎ ŀǊŜ ŘŜǾŜƭƻǇŜŘ ŀƴŘ ƳŀƛƴǘŀƛƴŜŘΦ 

τ /Ǌƛǎƛǎ ǎƛƳǳƭŀǝƻƴ ŜȄŜǊŎƛǎŜǎΥ /Ǌƛǎƛǎ ǎƛƳǳƭŀǝƻƴ ŜȄŜǊŎƛǎŜǎ ǘƘŀǘ ƛƴǾƻƭǾŜ ƪŜȅ ǎǘŀƪŜƘƻƭŘŜǊǎ ŀŎǊƻǎǎ 

ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ ŀǊŜ ǊŜƎǳƭŀǊƭȅ ŎƻƴŘǳŎǘŜŘ ǘƻ ǘŜǎǘ ǘƘŜ ŜũŜŎǝǾŜƴŜǎǎ ƻŦ ƛƴŎƛŘŜƴǘ ǊŜǎǇƻƴǎŜ 

ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ Ŏƻƴǝƴǳƛǘȅ ǇƭŀƴǎΦ 

όƎύ /ƻƴǝƴǳƻǳǎ ƛƳǇǊƻǾŜƳŜƴǘ ŀƴŘ ŎƻƳǇƭƛŀƴŎŜ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻƎǊŀƳƳŜǎ 

τ LƴǘŜǊƴŀƭ ŀǳŘƛǘǎΥ /ƻƳǇǊŜƘŜƴǎƛǾŜ ƛƴǘŜǊƴŀƭ ŀǳŘƛǘǎ ŀǊŜ ǊŜƎǳƭŀǊƭȅ ŎƻƴŘǳŎǘŜŘ ǘƻ ŀǎǎŜǎǎ 

ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ L{a{ ŀƴŘ ƛŘŜƴǝŦȅ ŀǊŜŀǎ ŦƻǊ ƛƳǇǊƻǾŜƳŜƴǘΦ  

τ !ǳŘƛǘǎ ƻŦ ŎƻƴǘǊŀŎǘŜŘ ƻǊƎŀƴƛǎŀǝƻƴǎΥ ¢ƻ ŜƴǎǳǊŜ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΩǎ ǎŜŎǳǊƛǘȅ 

ŀƴŘ ǎŀŦŜǘȅ ƻōƧŜŎǝǾŜǎΣ ŀǳŘƛǘǎ ƻŦ ŎƻƴǘǊŀŎǘŜŘ ƻǊƎŀƴƛǎŀǝƻƴǎ ŀǊŜ ŎƻƴŘǳŎǘŜŘ ŀǘ ŀ ŦǊŜǉǳŜƴŎȅ 

ǇǊƻǇƻǊǝƻƴŀǘŜ ǘƻ ǘƘŜ ǊŜƭŜǾŀƴŎŜ ƻŦ ǘƘŜ ŎƻƴǘǊŀŎǘŜŘ ŀŎǝǾƛǝŜǎ ǘƻ ǎŜŎǳǊƛǘȅ ŀƴŘ ǎŀŦŜǘȅΦ ¦ǎƛƴƎ 

ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ ŜȄƛǎǝƴƎ ǊŜƭŜǾŀƴǘ ŀǳŘƛǘǎ ƛǎ ŀƭǎƻ ŜƴŎƻǳǊŀƎŜŘ ǘƻ ǊŜŘǳŎŜ ǘƘŜ ōǳǊŘŜƴΦ 

τ /ƻƴǝƴǳƻǳǎ ƛƳǇǊƻǾŜƳŜƴǘ ǇǊƻƎǊŀƳƳŜǎΥ ! Ŏƻƴǝƴǳƻǳǎ ƛƳǇǊƻǾŜƳŜƴǘ ǇǊƻŎŜǎǎ ǘƻ ǳǇŘŀǘŜ 

ŀƴŘ ǊŜŬƴŜ ǘƘŜ L{a{ ōŀǎŜŘ ƻƴ ŀǳŘƛǘ ŬƴŘƛƴƎǎΣ ƛƴŎƛŘŜƴǘ ǇƻǎǘπƳƻǊǘŜƳǎ ŀƴŘ ŎƘŀƴƎŜǎ ƛƴ ǘƘŜ 

ǘƘǊŜŀǘ ƭŀƴŘǎŎŀǇŜ ƛǎ ƛƳǇƭŜƳŜƴǘŜŘΦ 

LƴŘƛŎŀǘƻǊ ƻŦ ŎƻƳǇƭŜȄƛǘȅ нΥ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ L/¢ ǎȅǎǘŜƳǎ ŀƴŘ Řŀǘŀ ǳǎŜŘ ōȅ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴ  

¢ƘŜ ŎƻƳǇƭŜȄƛǘȅ ƻŦ ǘƘŜ ƛƴŦƻǊƳŀǝƻƴ ŀƴŘ ŎƻƳƳǳƴƛŎŀǝƻƴ ǘŜŎƘƴƻƭƻƎȅ ǎȅǎǘŜƳǎ ŀƴŘ Řŀǘŀ ǳǎŜŘ ōȅ ǘƘŜ 

ƻǊƎŀƴƛǎŀǝƻƴΣ ŀƴŘ ǘƘŜƛǊ ŎƻƴƴŜŎǝƻƴ ǘƻ ŜȄǘŜǊƴŀƭ ǇŀǊǝŜǎΣ ŘƛǊŜŎǘƭȅ ƛƴƅǳŜƴŎŜǎ ǘƘŜ ƭŜǾŜƭ ƻŦ ŎǳǎǘƻƳƛǎŀǝƻƴ 

ŀƴŘ ǘŀƛƭƻǊƛƴƎ ǊŜǉǳƛǊŜŘ ŦƻǊ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ŀƴŘ ƛƴŎƛŘŜƴǘ ŘŜǘŜŎǝƻƴΣ ǊŜǎǇƻƴǎŜ ŀƴŘ ǊŜŎƻǾŜǊȅΦ  

[ƻǿ ŎƻƳǇƭŜȄƛǘȅΥ ƻǊƎŀƴƛǎŀǝƻƴǎ ŎƘŀǊŀŎǘŜǊƛǎŜŘ ōȅ ŀ ŎƻƳōƛƴŀǝƻƴ ƻŦ ǳǎŀƎŜ ƻŦ ŀ ŦŜǿ L/¢ ǘƻƻƭǎ ŀƴŘ 

ǳǝƭƛǎŀǝƻƴ ƻŦ ǎǘŀƴŘŀǊŘ L/¢ ǇǊƻŘǳŎǘǎ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǇǇǊƻŀŎƘŜǎ Ƴŀȅ ōŜ ŀŘƻǇǘŜŘΥ 

όŀύ ¦ǎŜ ƻŦ ǎǘŀƴŘŀǊŘǎ ŀƴŘ ǘƻƻƭǎ 

τ [ŜǾŜǊŀƎŜ L{hκL9/ нтллм ŎƻƴǘǊƻƭǎ ŀǎ ŀ ōŀǎŜƭƛƴŜΥ L{hκL9/ нтллм !ƴƴŜȄ ! ǇǊƻǾƛŘŜǎ ŀ 

ŎŀǘŀƭƻƎǳŜ ƻŦ ŎƻƴǘǊƻƭǎ ǘƘŀǘ ŀǊŜ ǎŜƭŜŎǘŜŘ ōŀǎŜŘ ƻƴ ǘƘŜ ǊŜǎǳƭǘǎ ƻŦ ǘƘŜ Ǌƛǎƪ ŀǎǎŜǎǎƳŜƴǘΦ 

{ƛƳƛƭŀǊƭȅΣ bL{¢ {t уллπро ƻũŜǊǎ ŀ ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǎŜǘ ƻŦ ŎƻƴǘǊƻƭǎ ǘƘŀǘ Ŏŀƴ ōŜ ŀŘŀǇǘŜŘ ǘƻ 

ǎǇŜŎƛŬŎ ǘƘǊŜŀǘǎ ŀƴŘ ƻǇŜǊŀǝƻƴŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΦ !ƭƛƎƴƛƴƎ ŎƻƴǘǊƻƭ ǎŜƭŜŎǝƻƴ ǿƛǘƘ Ǌƛǎƪ 

ŀǎǎŜǎǎƳŜƴǘ ƻǳǘŎƻƳŜǎ ŜƴǎǳǊŜǎ ǘƘŀǘ ǘƘŜ ŎƻƴǘǊƻƭǎ ŀǊŜ ǎǳƛǘŀōƭŜ ŦƻǊ ǘƘŜ ǎǇŜŎƛŬŎ ǘƘǊŜŀǘǎ ŀƴŘ 

ǾǳƭƴŜǊŀōƛƭƛǝŜǎ ƛŘŜƴǝŬŜŘΣ ǿƘƛƭŜ ǊŜŘǳŎƛƴƎ ǘƘŜ ŜũƻǊǘ ƛƴǾƻƭǾŜŘ ƛƴ ŘŜǎƛƎƴƛƴƎ ŎƻƴǘǊƻƭǎ ŦǊƻƳ 

ǎŎǊŀǘŎƘΦ !ŘŘƛǝƻƴŀƭƭȅΣ ǳǎƛƴƎ ǘƘŜ ŎƻƴǘǊƻƭǎ ŀǎ ŀ ŎƘŜŎƪƭƛǎǘ ƘŜƭǇǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ŎǊƛǝŎŀƭ ŀǊŜŀǎ 

ŀǊŜ ŀŘŘǊŜǎǎŜŘΦ ¢ƻ ŜƴǎǳǊŜ Ŧǳƭƭ ŀƭƛƎƴƳŜƴǘ ǿƛǘƘ ŀǾƛŀǝƻƴπǎǇŜŎƛŬŎ ƛƴŦƻǊƳŀǝƻƴ ǎŜŎǳǊƛǘȅ 

ǊŜǉǳƛǊŜƳŜƴǘǎ ǳƴŘŜǊ tŀǊǘπL{Σ ƛǘ ƛǎ ŀƭǎƻ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ Ŏƻƴǎǳƭǘ ǘƘŜ tŀǊǘπL{ ǾŜǊǎǳǎ L{hκL9/ 

нтллмΥнлнн ŎƻƳǇŀǊƛǎƻƴ ƎǳƛŘŜΦ 

τ {ƛƳǇƭƛŬŜŘ ƛƴŎƛŘŜƴǘ ƳŀƴŀƎŜƳŜƴǘΥ ! ōŀǎƛŎ ƛƴŎƛŘŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻŎŜǎǎ ǘƘŀǘ ŀƭƭƻǿǎ ŦƻǊ 

ǉǳƛŎƪ ƛŘŜƴǝŬŎŀǝƻƴΣ ǊŜǇƻǊǝƴƎ ŀƴŘ ǊŜǎǇƻƴǎŜ ǘƻ ǎŜŎǳǊƛǘȅ ƛƴŎƛŘŜƴǘǎ ƛǎ ŀŘƻǇǘŜŘΦ [Ŝǎǎƻƴǎ 

ƭŜŀǊƴŜŘ ŦǊƻƳ ƛƴŎƛŘŜƴǘǎ ŀǊŜ ƛƴ ŀƴȅ ŎŀǎŜ ƛƴǘŜƎǊŀǘŜŘ ƛƴǘƻ ǘƘŜ L{a{ ŦƻǊ Ŏƻƴǝƴǳƻǳǎ 

ƛƳǇǊƻǾŜƳŜƴǘΦ 
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τ !ǳǘƻƳŀǘŜŘ ǘƻƻƭǎΥ !ǳǘƻƳŀǘŜŘ ǘƻƻƭǎ ŦƻǊ ƳƻƴƛǘƻǊƛƴƎΣ ƭƻƎƎƛƴƎ ŀƴŘ ƳŀƴŀƎƛƴƎ ǎŜŎǳǊƛǘȅ 

ƛƴŎƛŘŜƴǘǎ ŀǊŜ ǳǎŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ǊŜŘǳŎŜ Ƴŀƴǳŀƭ ŜũƻǊǘ ǿƘƛƭŜ ƳŀƛƴǘŀƛƴƛƴƎ Ŏƻƴǝƴǳƻǳǎ 

ŎƻƳǇƭƛŀƴŎŜΦ 

όōύ 5ƻŎǳƳŜƴǘŀǝƻƴ ŀƴŘ ǊŜŎƻǊŘπƪŜŜǇƛƴƎ 

τ 9ǎǎŜƴǝŀƭ ǊŜŎƻǊŘǎΥ hƴƭȅ ǊŜŎƻǊŘǎ ǘƘŀǘ ŀǊŜ ŜǎǎŜƴǝŀƭ ǘƻ ŘŜƳƻƴǎǘǊŀǘŜ ŎƻƳǇƭƛŀƴŎŜ ŀƴŘ ǘƘŜ 

ŜũŜŎǝǾŜƴŜǎǎ ƻŦ ǘƘŜ L{a{ ŀǊŜ ƪŜǇǘΦ 9ȄŎŜǎǎƛǾŜ ŘƻŎǳƳŜƴǘŀǝƻƴ ǘƘŀǘ ŘƻŜǎ ƴƻǘ ŀŘŘ ǾŀƭǳŜ ƻǊ ƛǎ 

ōǳǊŘŜƴǎƻƳŜ ǘƻ Ƴŀƛƴǘŀƛƴ ƛǎ ŀǾƻƛŘŜŘΦ 

τ ¦ǎŜ ƻŦ ŘƛƎƛǘŀƭ ǎƻƭǳǝƻƴǎΥ 5ƛƎƛǘŀƭ ǘƻƻƭǎ ŀǊŜ ǳǎŜŘ ŦƻǊ ŘƻŎǳƳŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ǘƻ ǎƛƳǇƭƛŦȅ 

ŀŎŎŜǎǎ ŀƴŘ ǾŜǊǎƛƻƴ ŎƻƴǘǊƻƭΣ ŀƴŘ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ƻŦ ǊŜŎƻǊŘǎΦ 

IƛƎƘ ŎƻƳǇƭŜȄƛǘȅΥ ƻǊƎŀƴƛǎŀǝƻƴǎ ŎƘŀǊŀŎǘŜǊƛǎŜŘ ōȅ ŀ ŎƻƳōƛƴŀǝƻƴ ƻŦ ǳǎŀƎŜ ƻŦ ǎŜǾŜǊŀƭ ŀƴŘ ŘƛǾŜǊǎŜ L/¢ 

ǘƻƻƭǎΣ ŀƳƻƴƎǎǘ ǿƘƛŎƘ ōŜǎǇƻƪŜ L/¢ ǎƻƭǳǝƻƴǎ  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŀǇǇǊƻŀŎƘŜǎ Ƴŀȅ ōŜ ŀŘƻǇǘŜŘΥ 

όŀύ !ŘǾŀƴŎŜŘ ǎŜŎǳǊƛǘȅ ǘŜŎƘƴƻƭƻƎƛŜǎ 

τ LƴǘŜƎǊŀǝƻƴ ƻŦ ŀŘǾŀƴŎŜŘ ǎŜŎǳǊƛǘȅ ǘƻƻƭǎΥ {ŜŎǳǊƛǘȅ ǘŜŎƘƴƻƭƻƎƛŜǎ ƭƛƪŜ ǎŜŎǳǊƛǘȅ ƛƴŦƻǊƳŀǝƻƴ 

ŀƴŘ ŜǾŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ό{L9aύΣ Řŀǘŀ ƭƻǎǎ ǇǊŜǾŜƴǝƻƴ ό5[tύΣ ŀƴŘ ŜƴŘǇƻƛƴǘ ŘŜǘŜŎǝƻƴ ŀƴŘ 

ǊŜǎǇƻƴǎŜ ό95wύ ǎȅǎǘŜƳǎ ŀǊŜ ǳǝƭƛǎŜŘ ǘƻ ƘŜƭǇ ƳŀƴŀƎŜ ǘƘŜ ǎŎŀƭŜ ŀƴŘ ŎƻƳǇƭŜȄƛǘȅ ƻŦ 

ƳƻƴƛǘƻǊƛƴƎΣ ŘŜǘŜŎǝƴƎ ŀƴŘ ǊŜǎǇƻƴŘƛƴƎ ǘƻ ǎŜŎǳǊƛǘȅ ƛƴŎƛŘŜƴǘǎ ŀŎǊƻǎǎ ǘƘŜ ƻǊƎŀƴƛǎŀǝƻƴΦ 

τ !ǳǘƻƳŀǘŜŘ ǘƘǊŜŀǘ ƛƴǘŜƭƭƛƎŜƴŎŜΥ !ǳǘƻƳŀǘŜŘ ǘƘǊŜŀǘ ƛƴǘŜƭƭƛƎŜƴŎŜ ǇƭŀǜƻǊƳǎ ŀǊŜ ǳǎŜŘ ǘƻ 

ŜƴŀōƭŜ ǊŜŀƭπǝƳŜ ǘƘǊŜŀǘ ŘŜǘŜŎǝƻƴ ŀƴŘ ǊŜǎǇƻƴǎŜ ŀŎǊƻǎǎ ǘƘŜ ōǊƻŀŘ ǘƘǊŜŀǘ ǎǳǊŦŀŎŜΦ 

όōύ 5ƻŎǳƳŜƴǘŀǝƻƴ ŀƴŘ ǊŜŎƻǊŘπƪŜŜǇƛƴƎ 

τ 5ŜǘŀƛƭŜŘ ŘƻŎǳƳŜƴǘŀǝƻƴΥ 9ȄǘŜƴǎƛǾŜ ŘƻŎǳƳŜƴǘŀǝƻƴ ƻŦ ŀƭƭ L{a{ ǇǊƻŎŜǎǎŜǎΣ Ǌƛǎƪ 

ŀǎǎŜǎǎƳŜƴǘǎΣ ƛƴŎƛŘŜƴǘ ǊŜǇƻǊǘǎ ŀƴŘ ŎƻƳǇƭƛŀƴŎŜ ŀŎǝǾƛǝŜǎ ƛǎ ŎŀǊǊƛŜŘ ƻǳǘΦ 

τ wŜŎƻǊŘ ǊŜǘŜƴǝƻƴΥ wŜŎƻǊŘǎ ŀƴŘ Řŀǘŀ ŀǊŜ ǿƛŘŜƭȅ ŎƻƭƭŜŎǘŜŘΣ ǊŜǘŀƛƴŜŘ ŀƴŘ ǎŜŎǳǊŜƭȅ ǎǘƻǊŜŘΣ 

ŀƴŘ ŀǊŜ ŀŎŎŜǎǎƛōƭŜ ƻǾŜǊ ŜȄǘŜƴŘŜŘ ǇŜǊƛƻŘǎΦ 
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