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T Company information and contact information;

T Affected approval(s);

T Detailed justification for the exclusion of the provisions;

T Overview of servicethat the organisation provides and receives;

T Architecture overview of information systems used for business operation;

T Summary of thehighlevel information security risk assessment aligned with the above
architecture;

T Methodology used to perform the information security risk assessment;

T List of people and roles involved in the information security risk assessment process;

T Date and signature.
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T the documentation is sufficient for a proper analysis and assessment;
T the repositoryor asset inventorgf digital systems, data flows and processes is comprehensive;

T the hightlevelinformation security risk assessment has been conducted in accordance with the
organisatioa YSGK2R2f 238 YR 6AGK (GKS FLILIINRBLINRLFGS

T the relevant stakeholders have been involved in the assessment process;

T the assessment has been performed by people with sufficient expertise in information security
and aviation safety;

T the organisation has assigned and indicated a point of contact for enquiries.

Figure 1 below depicts the process, including thegssessment. If the prassessment provides the
competent authority with sufficient evidence that the derogation request is legitimate and that the
organisationmeets the expected criteria, the process will proceed to the exchange of more detailed
information.
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I1S.D.0R.200(2)(13) which should not be limited to only protection of the received information.
When transmitting information with confidential nature, the organisation needs to have secure

has been granted. This means that at least one person in the organisation needs to have a basic
_amoI

_ best
practices.
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GM1 I1SD.OR.210 Information security risk treatment

Pyl O0SLIiF ot S NRAala ARSylebds R INBjpdtAONE2 NR F NROSS] AN
GKFG Yre £tS8SIR (G2 GKS AYyiNRBRdzOa2y 2F AYyT2NXI a2y
aSOdzNRiGe O2yiGNRfad

C2NJ SI OK ARSYyoa US RIS KX S LN /O aNRedly G NB I i Y Sy
2NJ NBaz2daNDODSa GKFG sAftf 065 dzaSR 20SNJ GKS tAFS 0eéc
T manage risk reduction;

1 monitor and maintain each asset;
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T update and fulfil activities for configuration management;

T manage supply chain;

T manage contracted services or service provider.
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GM1 1SD.OR.240(gPersonnel requirements

NECESSARY COMPETENCE AND TRAINING PROGRAMME
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GM1 1S.D.OR.260 Continuous improvement
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Appendix Ilt Main tasks stemming from the implementation of

mappedio

PartIS

Activity type Reference
PartlS main task y : EU eCF NIST CSF 2.
anagement, PartIS -
Operational Competence | Functions &
areas &skills categories
_Establlsh and opgrate an ISM (E.08) GV.OR IS
information security Management IS.D.OR.2q8) Governance
management system (ISMS) T
E(féi?gzﬁéz:/?tcmeeeﬁdmg%ope o .tHSMSn Management SIHES) SIS RSN
; 9 IS.D.OR.2@8) Management
PartlIS requirements
Implement and maintain an Management ISM (E.08) GV.OR; IS
information security policy 9 IS.D.OR.2@8)(1) Governance
Identify and review information IS.D.OR.2(¢8)(2) 1 (2103 (18 ID.RAc Risk
oo Management Management
security risks IS.D.OR.205 (E.02) Assessment
Implement information security IS.D.OR.2¢8)(3) 51 (E/03) (18 PR.IR;
. Management Management :
risk treatment measures IS.D.OR.210 (E.02) Information
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Activity type Reference
PartlS main task y : EU eCF NIST CSF 2.
anagement, PartIS -
Operational Competence Functions &
areas &skills categories
Protection
Processes
Implement measures to detect :
information security events and IS.D.OR.2q8)(5) EC ) D12 /2 :
. . L Management Management [ Anomalies and
identify those related to aviation IS.D.OR.220
(C.04) Events
safety
Implement measures that have
been notified by the competent | Operational IS.D.OR.2(8)(6)
authority
Take appropriate remedial
actions to address findings Both IS.D.OR.2q8)(7)
notified by the competent IS.D.OR.225
authority (noncompliances)
_Impleme_nt an extgrnal _ IS.D.OR.2G8)(8) Incident RS.CQ -
information security reporting Management Management [ Communicatio
IS.D.OR.230
scheme (C.04) ns
Monitor compliance with this ; :
Regulation and report findings tq Operational IS.D.OR.2({8)(12) Eelplidiiee SIS IR
(E.09) Management
top management
Information
Protect confidentiality of . Security PR.Dg{ Data
exchanged information Operational IS.D.OR-248)(13) Management | Security
(E.08)
Contmuous mprovement proces: information | GV.IAG
P ent p ) IS.D.OR.2(B) Security Improvement
to measure the effectiveness an{ Management
. . IS.D.OR.260 Management | and
maturity of the ISMS and strive t|
. . (E.08) Assessment
improve it
Document and maintain all key ISM (E.08), I(rznv-:ﬁflement
processes, procedures, roles an{ Management | 1S.D.OR.2@0) Compliance ang
responsibilities (E.09)
Assessment
Identify all elements which could Risk
be exposed to information Management | IS.D.OR.2(8) Management IDAlls Ay
oo Management
security risks (E.02)
Identify the interfaces with other Risk
organisations which could result Management ID.BEC
org . ) Management | IS.D.OR.2db) 9 ; Business
in exposure to information (E.02), Busines :
o Environment
security risks Change
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Activity type Reference
Partls main task EU eCF NIST CSF 2.
Management, Partls
Operational Competence | Functions &
areas &skills categories
Management
(E.07)
Identify information security risks I ID.RAC Risk
. : Management | IS.D.OR.2(b) Management
and assign a risk level (E.02) Assessment
Review and update the risk Risk :
assessment based on certain Operational IS.D.OR.2(H) Management ﬁ\énzwgizi
criteria (E.02) 9
Develop and implement Risk -
measures to address risks and | Operational IS.D.OR.218) Management 3\6‘/:;'\/;?5;
verify their effectiveness (E.02) 9
. Risk
Communicate the outcome of thi Management RS.CQ
risk assessment to management Operational IS.D.OR.216) (E.02), ISM Communicatio
other personnel and other (E.08) ns
organisations sharing anterface ’
Establish an internal information DE.CM:
security reporting scheme to IS.D.OR.2(8)(4) | Incident Seéurity
enable the collection and Management | IS.D.OR.218) Management Continuous
evaluation of information IS.D.OR.218) (C.04) Monitorin
security events from personnel 9
Ensure that contracted glejzlr;ri:fr:shi [S)eEcSnNtty
organisations report information | Management | IS.D.OR.2156) Managemeﬁt Continuous
security events (E.10) Monitoring
Analyse internally reported :
occurrences to identify . IS.D.OR.21b)(1) Lo DE.A ;
. . . Operational Management [ Anomalies and
information security events, (b)(3) (C.04) Events
incidents, and vulnerabilities :
Implement measures to detect ir| DE.CM
processes and operations ISM (E.08) Security
information security events Operational IS.D.OR.278) ’ Continuous
which may have a potential Monitoring

impact on aviation safety
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Activity type Reference
PartlS main task y : EU eCF NIST CSF 2.4
anagement, PartIS -
Operational Competence Functions &
areas &skills categories
ey . Operational IS.D.OR.22B) Management | Response
that may cause an information .
L (C.04) Planning
security incident
Incident
Cooperate on investigations with Management
other organisations that (C.04), Legal RS.AN
contribute to the information Management | 1S.D.OR 218) Advice and Analysis
security of its own activities Compliance
(E.09)
Implement measures to recover Incident RC.RP
from information security Operational IS.D.OR.270) Management | Recovery
incidents (C.04) Planning
Manage risks associated with Supplier
contracted activities with regard Management | 1S.D.OR.235 Relationship GV.RM; Risk
to the management of Management | Management
information security (E.10)
Create and mamtgm a process t GV.PQ
ensure that there isufficient Personnel Strate
personnel to perform all activitie{ Management | 1S.D.OR.246) Development Polic g)z;,nd
regarding information security (D.11) Y,
Oversight
management
Create and maintain a process ti GV.PQ
Personnel
ensure that the personnel have Development Strategy,
the necessary competence for | Management | IS.D.OR.240) P Policy, and
L N ) (D.12) ;
activities regarding information Oversight
security management
Create and maintain a process i GV.PQ
ensure that the personnel Personnel Strate
acknowledge the responsibilities] Management | IS.D.OR.248) Development gy,
. . : Policy, and
associated with the assigned (D.11) ;
Oversight
roles and tasks
Verify the identity and Ejir?ui
trustworthiness of personnelwhd oo ment | 15.0.0R 240 ISM (E.08) Management
have access tmformation
svstems and Access
y Control
Archive, protect and retain ISM (E.08), PR.D§ Data
records and ensure they are Operational IS.D.OR.245 Compliance Security
traceable for sspecified time (E.09)
Correct noncompliance findings
upon notification by the Operational IS.D.OR.225

competent authority within the
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Activity type Reference
Partls main task y : EU eCF NIST CSF 2.4
anagement, PartIS -
Operational Competence Functions &
areas &skills categories
period agreed with the
competent authority
Implement aninformation
security reporting system in
accordance with Regulation (EU Management | 1S.D.OR.238)
No376/2014
Report information security Incident RS.CQ
incidents orvulnerabilities to the Operational IS.D.OR.230) Management [ Communicatio
competent authority and, under P IS.D.OR.230) (C.04) ns
certain conditions, to others
GV.I1Ag
Regularly assess the effectiveng . Improvement
and maturity of the ISMS Operational IS.D.OR.2G8) ISM (E.08) and
Assessment
Take actions to improve the ISM ISM (E.08) GV.IAg
if required. Reassess the ISMS . Improvement
elements affected by the Operational IS.D.OR.240) and
implemented measures. Assessment
Ensure accessibility of the ISM (E.08) GV.OR IS
competent authority to the Management | 1S.D.OR.23b) :
LT Governance
contracted organisation
Top management ensures that 3 SHNES) St\r/;eq
necessary resources are availahl Management | 1S.D.OR.248)(1) Policyggh d
to comply with the Regulation Oversight
Top management establishes ar] EHIER:)
promgtes the information IS.D.0R.248)(2) GV.PQ
security policy and demonstrated Management IS.D.OR.248)(3) Strategy,
a basiaunderstanding of the T Policy, and
Regulation Oversight
Appoint a responsible person or
group of persons with IS.D.OR.2406) I(:So,\fn(lfi.a?r?g,e GV.OR; IS
appropriate knowledge to Management | I1S.D.OR.246) E OQF; Governance
manage compliance with the IS.D.OR.244) .
Regulation
Create and maintain an
information security Management | 1S.D.OR.250

management manuglSMM)
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Activity type Reference
Partls main task y : EU eCF NIST CSF 2.
anagement, PartIS -
Operational Competence | Functions &
areas &skills categories
Develop a procedure on how to -
notify the competent authority Management | IS.D.OR.2%8) Compliance SV-ORlIS
(E.09) Governance
upon changes to the ISMS
Manage changes to the ISMS ar| ISM (E.08),
notify the competent authority Management IS.D.OR.258) Process RS.IM
and/or request for approval of 9 IS.D.OR.25%b) Improvements | Improvements
changes (E.05)
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Appendix lllt  Examples of aviation service

l'+L!I¢Lhb

CKS T2ttt 2BEKBdzA A O®2WYR SYiSy f A al

{9wzL/ 9]

(2 ARSyoTollkK&12a0ANSARTSY O

T aerodrome & ATMMETserviceproviders

T aeronauticaldigital mappingservices

27

T aeronauticalinformation management (AIMy, external, national,regional

T airports
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—non-ATMMET services provider
—non-aviation-users{external)
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lfiK2dZBK RBRRA WROQONBRADSNDUOFIe2yX GKS LINI Os0Sa
FR2LIGSR F2NJ AYLX SYSyoy3d |YyRLYNANYiGNEGAFEI FEKXIY{ & |
202S8S000Sa 2F (GKA&A NBIdzZ a2yd ¢KSNBF2NBI SysaSa i
HTAAMYHAHH OFy dza& {GrORayLEEA HyOSHeaAa F2Nt NI

¢tKS F2ff26Ay3 LINRGOARNHI ¥dzkiRlo @& #HRKRFIG KI FS | £ NB
O2YLIX ALYl 6AGK L{hkL9/ m{fnNBYHANBY®O¥Fya ANYEANI &
(LSOO t i B6fS 06St2¢ AffdaldNYHERA KPR BHBAWRE SANJOEKRENL.
NEBIjdzZA NBYSy il Ayid2 1wl SER abyaA{ LA ¥ k KR SAITVILA Ml IOKA S S
NEFSNNBRARRYD&AL AYLE SorSyil a2y

Part-IS
requirement

IS.D.ORR00(a) Related ISO/IE€7001:202Zlauses and controls

ISO/IER7001:2022napping and specific guidance

4. Context of the organisation

6.1.1 Actions to address risks and opportuniti€eneral

PartIS particularity

An ISMSdesigned in the context of an ISO/IE?001:2022ISMS, which i
currently not connected to the management systems required by
delegated andmplementingacts of Regilation (EU) 2018/1139including
PartlS, may differ ithese different systemdo not address the same goa
PartlS focuses on information security requirements meeting the applic
aviation safety objectives, which have an influence on elements oSS
Alsq the Yhterested partie®and the Yhternal and external issu€ms laid
down in Chapter 4 of ISO/IE€7001:2022may be adpted to address thq
requirements of PartS for the organisation.

Guidanceon PartIS implementation

Please note that thepoint 1S.D.OR00 requirement points to many othe
Part-IS requirements that theSMS has to comply witnamely points 205,
210, 215, 220, 225, 230, 235, 240,245, 255, and Eafther details are
providedin the specific chaptersrothe particular requirement.

Regarding the other remaining requirements, not pointing out to othet-P
IS requirements, and comparing them with ISO/E#G01:2022there are
four requirements left, namelypoints IS.D.OR200(a)(1),S.D.OR00(a)(6),
IS.D.OR00(a)(12) andS.D.OR00(a)(13).

IS.D.OR00(a)(1) | Related ISO/IEE7001:202Zlauses and controls

5.2 Policy

A.5.1 Policies fanformation securities

PartIS particularity
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Part-IS
requirement

ISO/IEQ7001:2022napping and specific guidance

An ISMSdesigned in the context of an ISO/IE?001:2022ISMS, which i
currently not connected to the management systems required by
delegated andmplementingactsof Regilation (EU) 2018/1139, may diffe
as these different systemslo often not address the same goals. P&
focuses on information security requirements influencing the applici
aviation safety objectives, whicim their turn have an influence on th
elements of thdSMS

In addition, all domairspecific delegated andimplementing acts of
Regllation (EU) 2018/1139 namely points ORO.GEN.200(a)(4
ORA.GEN.200(a)(2), CAMO.A.200(a)(2), 145.A.200(a)(2), 21.A.13
21.A.239(c)(1), ATM/ANS.OR.B.005(a)(2), ATCO.OC.C.00Hm)
ADR.OR.D.005(b)(2equire a‘Bafety polic® where information security
may be integrated.

Guidanceon PartIS implementation

The policy on information security established in an ISOAEW1:2022
contexthas tobe updated with regard to the potential impact of the risk
on aviation safety At least the elements &AMC11S.D.OR00(a)(1)haveto

be mentioned in the policy. Therefore, the following elements may nee
be added to an existing ISMS policy. The element®oid and italics are

additional guidance that might also be considered.

(a) committing to complyng with applicable legislation, considag relevant
standards and best practiceBicluding safety and cybersecurityrelated
standards and guidance published or prescribed by ICAO, EASA ¢
relevant civil aviation authority

(b) setting objectives and performance measures for managing informs
security, updated to ensure meeting the applicable aviation safet
objectives

(c) defining general principles, activities, processes for the organisati
appropriately secure information and communication technology syst
and data,in relation to the information security / safety risk assessme
required bypoint IS.D.OR05,

(d) committing to appling ISMS requirements into the processes of
organisation;

(e) committing to continually impromg towards higher levels of
information security process maturityas perpoint IS.D.OR60;

(f) committing to satisfyng applicable requirements regarding informatiq
security(including requirements stemming from civil aviation authoritie
and its proactive and systematic management and to the provisio
appropriate resources for its implementation and operation;

(9) assigning information security as one of the essential responsibiiitie
all managers

(h) committing to promaingthe information security policy through trainin
or awareness sessions within the organisation to all personnel on a re
basis or upon modifications;
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Part-IS
requirement

ISO/IEQ7001:2022napping and specific guidance

Sy O02dzNF Ay I GKS A Y-QiizS Sabuie fefoktiggybf
vulnerabilities, suspicious/anomalous events and/or information secy
incidents;

() committing to communicang the information security policy to a
relevant parties, as appropriate.

IS.D.OR00(a)(6)

Related ISO/IEQ7001:202Zlauses and controls

10.1 Corrective actions
A5.5 Contact with authorities
A5.26 Response to information security incidents

A8.8 Management of technical vulnerabilities

Part-ISparticularity

This requiremenhas no specific counterpart in ISO/IED01:2022

Guidanceon PartIS implementation

The policies and procedures, defined as means of complianite the
requirements listed aboveshould be extended to information securi
measures mandated by the competent authority.

1S.D.OR00(a)(12)

Related ISO/IEQ7001:202Zlauses and controls

9.2. Internal audit
9.3 Management review
10.2Non-conformityand corrective action

A5.36 Compliance with policies, rules and standards for information seq

Part-IS particularity

This requirement is strongly related to the internal audit system and
independent checking function ofSO/IEC27001:2022 The required
feedback system to theccountablemanageror the head of the design
organisatiorfits into the requirement of 9.3.

In addition, alldelegated andmplementingacts for the specific domain
require a similar'¥ompliance monitoring functid@ where information
security should be integrated as describedAMC1I1S.D.OR00(a)(12)

Guidanceon PartISimplementation

The requirements of ISO/IEC 27001:2022 and the delegated and
implementing acts of RegulatiqiU) 2018/1139 areompatible Therefore,
it will be easy tointegrate PartlS into the audit scope of théSO/IEC
27001:2022nternal auditsystem.

The role of theaccountable manager or theead of the design organisatig
asdefined undempoint IS.D.OR40(a)has tobe addressedaccordingly in the
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Part-IS
requirement

ISO/IEQ7001:2022napping and specific guidance

feedback loop ithe roleis not alreadyaddressedn the management reviey,
process.The accountable manager or theead of the design organisatios
required to bepersonally briefed on the key findings so that appropri
decisions can be made

Refer also to GMIS.D.OR00(a)(12).

Note: 1S019011:2018rovidesguidanceon the establishment of an interng
audit system. SpecificallyChapter A.7 Wuditing compliance within
management syste@provides useful guidanceon how to integrate a
compliance monitoring function into an internal audit system.

IS.D.OR00(a)(13)

Related ISO/IEQ7001:202Zlauses and controls

7.5.3. Control of documented information (Note)
A5.12 Classification of information
A5.34 Privacy and protection of personal identifiable information (PII)

A8.12 Datdeakage prevention

Part-IS particularity

This requirement is limited tdhformation from other organisatiorf&nd to
confidentiality.ISO/IEQ7001:2022oes not diffeentiate betweenYhternalQ)
or xternalinformation (as laid down e.g. in ISO 9001:2@h&pter 8.5.3).
The only reference is made in the notedmapter 7.5.3.

PartlS stresses protection of external information received due to
sensitivity it may have regarding incidents awndlnerabilities disclosure.
Insufficient confidentiality protection may result in exploitation
vulnerabilitiesaffecting safety that the original provider of information m
not have perceived.

Guidance orPart-IS implementation

The protection of information, specifically regarding confidentiality ita
ISO/IEC 27002022), is related to a set of controls that can be found in T
A.1 (Matrix of controls and attribute values)I&QIEC270022022. See als
the definition inISO 27002022:

3.1.7 confidential information

information that is not intended to be made available or disclosed to
unauthorized individuals, entities or processes.

The orgarsgation having implemented these controls should take special
that they apply to information received from external information that m
result in information security threats if known bypauthorisedactors.When
this kind of information is further shared with other organisations
authorities, appropriate confidentiality procedures must be put in place
followed (TLP markindor instance).

IS.D.OR00(b)

Related ISO/IEQ7001:202Zlauses and controls

10.1 Continual improvement
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Part-ISparticularity

PartlS andSO/IE@7001:2022are very similaregardingthis requirement.
Seepoints|S.D.OR60(a) and (b) for subtle differences

Guidanceon PartIS implementation

Seepoint IS.D.OR60IN this table

1S.D.OR00(C)

Related ISO/IEQ7001:202Zlauses and controls

6.3 Planning of changes

7.5.3 Control of documented information

PartIS particularity

Control of documented information is ora the key processes in each I
management system standard, following the |9@ghlevel structure
(ISO/IEC Directives part 1 Annex SL), suth@SER7001:2022.

Forchangesseepoint IS.D.OR55.

In addition, most of thedelegated andmplementingacts for the specific
domains require a similar need to document, where information sect
should be integrated.

Guidance orPartIS implementation

See pointdS.D.OR50 andS.D.OR55in this table

IS.D.OR00(d)

Related ISO/IEE7001:202Zlauses and controls

4.3 Determining the scope of the information security management syst

Part-IS particularity

The scope statement and tHétatement ofapplicabilitfSOA) are the beg
references to apply th&Hature and complexit§

In addition, most otthe delegated andmplementingacts for the specific
domains require a similar need to documemthere information security
should be integrated.

Guidance orPartIS implementation

When determining the scopd, should be notedhat PartlS isdelimited to
the subject matter as defined in Article 1 of tRegulation(s)whichrefers to
identification and management of information security rigkth potential
impact on aviation safety.

Considering thisthe scope of an ISMS under ISO/IEC 27001:2022 mj
broader than that required by PalS. Some organisational units, proces
or locations may falunder what is covered by the ISMS under ISO/
27001:2022, but not within the scope of P4&

The opposite may happen too: the scope unt®/IEQ7001:2022may be
narrower than the one PaiiS would require (e. g. thiSO/IEQ7001:2022
scope covers only the Hepartment).
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In both situationsscope definitions must be compared and adjusted wik
necessary.

Note: See alsoguidance o point1S.D.OR05@) in this table

The scope statement in thelSO/IEQ7001:2022context is the right place
where this clarification is made.

IS.D.OR00(e)

Related ISO/IEQ7001:202Zlauses and controls

4.1 Understanding therganisationand its context.

PartIS particularity

This is alerogatiortior organisations falling under the applicability of Arti
2 of this Regulation.This process is independent from IO/IEQ7001:2022
certification process.

Guidance orPartIS implementation

If an organisation which alreadiyas an establishekbMS accordinp ISO/IEC
27001:2022decides toembark onthis process, thdull implementation of
PartlS into the ISMS mdye puton hold until the decision of the competet
authority is made.

Todemonstratethat an organisatio® activities, facilities and resources,
well as the services it operates, provides, receives and maintains, do no
any information security risks with a potential impact on aviation sa|
either to itself or to other organisations, the existingskii assessmen
methodology accordingp ISO/IE@R7001:2022Xhapter 6.1.2 may be used
the methodology is enhanced with a focus the impact on safety. On the
other hand, an existing risk assessment methodology used bgxtsting
safety management system (SMS) could be enhanced by addressing po
information security risks.

In any casethe competent authority responsible for the organisation \
determine which process and methodology shall be used

This demonstratiorhas to be at least verified and reassessed at regu
intervals and as a mandatory part of the organisa®ochange process. |
case of any doubt about the conclusion, the appropriatel aviation
authority must be contacted.

IS.D.OR05(a)

Related ISO/IEQ7001:202Zlauses and controls

4.3 Determining the scope of the information security management syst

6.1.2 Information security risk assessment

PartIS particularity

This requirement of PaiS is in line withSO/IEC27001:2022 however
ISO/IE@Q7001:2022allows awider focus,whereasPartIS puts the focus o
safetyalreadyF N2 Y (G KS St SYSgageQa ARSYyGATF
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In addition, all of thedelegated andimplementing acts for the specific
domains require a risk assessment pro¢edsere information securityan
be integrated.

Guidance orPartIS implementation

AMC1IS.D.OR05(a)explains that when conducting an information secut
risk assessment, therganisation should ensure that each relevant aviat
safety impact is identified and included in the ISMS scope, which migh
be the case when using I88C27001:2022

On the other hand, anSO/IEQ7001:2022ISMSfocuses its security risk
assessmemnmainlyon the business impact of infringement confidentiality,
integrity andavailability, their risks anthe impact on assets (e. g. loss of
infrastructure,breachof data).

This means that, starting from an ISMS based orlE&®X27001:2022 a
complementary analysis has to be made tiike into account all the
elementsrelated to aviation safety.

To bridge the two approaches séfety managementsystems (SMS) an
ISMS, an identifiethformation security risk may be entered asdaus€br

Wontributing evenfin the aviationsafety-focusedrisk assessmenequired

by the doman-specific implementing or delegated act The figure in

GML1IS.D.ORO05(c)providesa good indication ohow this bridge could bg
built.

IS.D.OR05(b)

Related ISO/IEE7001:202Zlauses and controls

4.1 Understanding the organisation and its context
4.3 Determining the scope of the information security management syst
A5.19 Information security in supplier relationships

A5.21 Managing information security in the information and communica,
technology (ICT) supply chain

Part-IS particularity

PointlS.D.ORO05(b) focuses on the identification of interfaces with the ot
organgations. ISO/IEQ7001:20224.3 requires considering in point c) t
interfaces at and dependencies between activities performed by
organgation and those that are performed by other orgsations. So, therg
is morein PartISthan thatrequired by ISO/IE€7001:2022 provided that
the scope considered includes safety, as requiregdigt 1IS.D.OR05(a).

The controls A5.19 and Ab.21 are a profound foundation for
requirements ofpoint 1IS.D.OR05(b).

Guidance orPartIS implementation

ISO/IEQ7001:2022A5.19requiresthe identification ofrisks associated witl
the use of supplie@products or servicesISO 27002 A5.1%ontains
additional guidance in points f) togh howto manage the risk exposure.
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ISO/IEQ7001:2022A5.21requiresthe management ofnformation security
risks associated with the ICT products and services supply ¢8aiR27002
A5.21 contains additional guidance in points f), k), I) and an) how to
managerisksthrough the supply chain.

The PadlS notion about interfaces and supply chain goes beyond
respective ISO/IE@R7001:2022 notion. GM1 1S.D.ORO05(b) request
interfadng organsations to share information about mutual risk exposy
(including all data flows) andrgesorgangations to use Ef201A for that.
Point IS.D.OR05(c) also requires accounting for information acquired
interfadng organisations, which underlines the tweay nature of the
considerations. Particular attention should be paid to the P&rintent to
protectthe so-calledfunctionalchains. The notion is that while organisatio
may protect themselves well enough, interfaces between organisations
pose rsks to each chain whamt accountedfor.

1S.D.OR05(C)

Related ISO/IEQ7001:202Zlauses and controls

6.1.2 Information security risk assessment

PartIS particularity

PointlS.D.OR05(c) is théHeartbf PartlS.ISO/IE@R7001:20226.1.2 opens
a WtameworkQvhere the requirements gboint IS.D.OR05 may fit in.

It has to be assured that the risk management systems of the ISMS and
required by the SM&gulations (segoint IS.D.OR05(a))do NOToperate
independently, as there might be difficulties in connecting the two syste

Guidance orPart-IS implementation

Further to this provisiora proper risk assessmeinas tobe made, taking into
account the scope and interfaceiescribedin points 1IS.D.OR05a) and
IS.D.ORO05D). It has to be noted (see also GNE.D.ORO05(c))that point

IS.D.ORO05 does not require the use of any specific information security
assessment framework, such as [RO00, NIST or other® develop the risk
assessmentiSO/IE@7001:2022ends to lean towards usingO 27005 as

risk assessment standgrdowever, itdoes not make it mandatory. The kg
point is that the risk assessmewgtrried outin the application oflISO/IEC
27001:20226.1.2 does not necessarily consider safety risks, and may

on different types of risks.

With respect to safety, conditions that may lead to safety consequence
identified ashazards Their materialisation may be either directly trigger
or caused by information security threats which have beénsuccessfully
prevented. Information security can thus cause or contribute to a sg
consequence ifiour different ways:

(1) itcan act as a safety threat;

(2) it can have a negative effect on a safety barrier, rendering it
effective than before;
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(3) it can directly trigger the materialisation of an already identif
hazard; or

(4) it can constitute a new, not yet identified, hazavehichcan obviously
also materialise.

By using e.g. thiBow-tie methodQegarding information security, Wazard)
would be replaced by &ulnerabilityQwhich can be exploited resulting
information security consequences (e.g. lack or reduction of confidentig
integrity, availability,authenticity properties). Hence, from a methodolo
perspective, both considerations are very similar and can be designg
interact (e. g. consequences of the information security #imwymay connect
as causes of thafety bowtiep

Guidance onorganisationsthat are NOT required to operatean SMS,
including safety risk management

AnyISO/IE@Q7001:2022isk assessmerttas tobe reviewedandrevised by
introducing safety impact (consequence) considerations.

Anyriskmatrix stemming from ahSO/IE@R7001:20226.1.2 risk assessmel
is acceptableprovidedthat it includessafety impacts (consequencegahd
the results remain within the limitations d€CAO Annex 19. If two differel
risk assessment schemes are used, they need to be linked accordingly

Guidance omrganisationsthat are required to operatean SMSjncluding
safety risk management

In most of the cases, where an organisati®subject tahe domainspecific
implementing or delegated ad for SMS and operas an ISMS unde
voluntary compliance with 1SO/IE€7001:2022 it may operate two risk
management systems, one for safety under the oversight of a compg
authority, and one for information security. The latteray ultimately be
certified by anSO/IEQ7001:2022accredited body

Each potential riskdentified by the ISMS risk managemehas to be
systematically assessddr its potential impact on safety. To establish tf
connection between the systems, the following approach should be use

(1) If a safety risk assessment is available, it should be able to provi
context and determined target likelihoods for acceptable informat
security risks to the information security risk assessment process
context consists of the system architac, including its preventative
and mitigative barriers, the hazards assessed and the safety
identified. Based upon the information providethe information
security risk assessment can be conducted. Modifications to
system architecture, or anymodifications of properties of thé
preventative or mitigative barriers, as well as the achieved
properties need to be communicated back to the safety
assessment process. Based upon this communication, the safet
assessmenhas tobe updated. In other wordsmitigation measures
put in place as a result of the informatiagecurity risk assessme
shouldalsobe considered as they mayot only miigate, but possibly
also create a negativeafety impact.
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(2) If a safety risk assessment is available, but the information seg
assessment process identifies a new hazérdt was previously
unknown to the safety risk assessment, a full hazard assessmhaht
safety aspectshaveto be conductedto ensure that the safety ris
assessment contains th#ill picturedf the newly addressed hazard

(3) Thesafety risk and the information security risk assessments nee
be repeatedas described abowentil all acceptability requirements fg
all aspects are met.

IS.D.OR05(d)

Related ISO/IEC7001:202Zlauses and controls

6.3 Planning of changes

8.2 Information security risk assessment

PartIS particularity

Point 1IS.D.OR05(d) is about the subsequent changes to the original
assessment, due to a change of context or interfaces or knowledge abo
risks or lessons learnt. This is equivalentS®/IEQ7001:20228.2. In both
frameworks the reviews are planned and documented.

Guidance orPartIS implementation

The same process #sat already in place in alSO/IEQ7001:2022Zontext
can be usedo implement point I1S.D.OR05(d, provided that this proces
has beerupdatedto includesafety criteria evaluationf changes that trigge
an unplanned update of the risk assessment.

Those orgamsationsthat havemost experienced risk assessment updates
planned intervalswill need to be proactive to trigger such updates mo
often in the situations listed ipoints|S.D.OR05(d) (1), (2), (3), and (4) th
couldaffect safety.

The triggering criteria and the process should be documented and te
before implementation, for example through tabiep exercises.

The change managemenptocess is key to keep a management system
solid and stable condition. Considering an established ISMS accord
ISO/IEQ7001:2022 the regular updates of the risk assessment basec
changes and lessons learned should be effective. The essential
introduced by Par§ is the Wnpact on safet® which drivesthe update
assessmentChange managemeirocesgs focusng on changes that ma|
have impacton safetyare alsoset outin all domaintspecific implementing
and delegated acts

Without the WridgeQ of PartlS, both systems (ISMS and SMfg
implemented independently, often without considering interdependenc
PartlS implies the need (androvides the opportunity to interlink the
systems tgorovidea common risk picture for the organisationith a focus
on safety, but also opening the horizon to information security.

IS.D.ORR05(e)

Related ISO/IEQ7001:202Zlauses and controls

Annexl to ED DecisioB025/ 014R Page36of 74



AMC& GM toPart1S.D.OR
Issuel, Amendmentl

Part-IS
requirement

ISO/IEQ7001:2022napping and specific guidance

6.1.2 Information security risk assessment

PartIS particularity

This PadSrequirement is specific to organisations required to comply v
Subpart C of Annex Il (Pe&TM/ANS.OR) to Regulation (EU) 2017/373.

Guidance orPartIS implementation

Thoseorganisationdalling under Subpart C of Annex Il (PARM/ANS.OR
to Regulation (EU) 2017/373, which operaan ISO/IEC27001:2022
conformedmanagement system, usmfety support assessment instead ¢
the information security risk assessment uaeed in point IS.D.ORO05(c).

IS.D.OR10(a)

Related ISO/IEQ7001:202Zlauses and controls

6.1.3 Information security risk treatment

8.3 Information security risk treatment

PartIS particularity

Point IS.D.OR10(a) is about Information security risk treatment, which
widely covered bySO/IEQ7001:2022its Appendix A, and ISEC27002.
PointlS.D.OR10(a) provides however sonaglditional inputsrelatedto the
risks that may have a safety impact.

Guidance orPartIS implementation

ISO/IE@7001:20226.1.3 isabout the definition of the risk treatment plar
while ISO/IEQ7001:20238.3deals withthe implementation of the plajand
both are relevant.

ISO/IE@7001:2022Annex A contains a list of possible information secu
controls, and therefore should also be useadditionto the alreadyexisting
controls, to mitigate information security risks having an impact of safety
the controls of Annex A are detailed in IffC27002.

PointlS.D.OR10(a)specifieghat the measures selected in the plaaveto

reduce the consequences on aviation safety associated with

materialisation of the threat scenarid his idn line with point 1IS.D.OR05
since the risk treatment phase is a consequence of the risk assessment
andhas toaddress all the risks that have been evaluated.

Point IS.D.OR10(a) alscstipulates thatthose (protection) measugeshall
not introduce any new potential unacceptable risks to aviation safety.

This is an arethat is not directly coveredby either ISO/IEQ7001:20220r
ISO/IE@R7002. The requiremerdaddresseghe sccalledWide effect€when
introducing measures into a systerfa weltknown issue in softwarg
development which is also very relevant for information security mea3u
Preventiveor mitigativemeasuresspecifically(e.g. physical security, acce
control) could lead to unintended side effects.

Also, the riskreatment of the identified risks should focus @ddressing
safety via the same linkage/integration of ISk safety management.
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IS.D.OR10(b)

Related ISO/IEQ7001:202Zlauses and controls

6.1.3.f Information security risk treatment

7.3 Awareness

9.3Management review

A5.19 Information security in supplier relationships

A5.21 Managing information security in the ICT supply chain

PartIS particularity

Point 1S.D.OR10(b) requires key personnel in the orgasdtion to be
informedabout the risks, the corresponding threat scenarios and the sec
risk treatment measures, which result in specific controls covered by A
Ato ISO/IEQ7001:2022and ISAEC27002. It partially cover$s.D.OR10(b)
08 GKS TF2tft2¢6Ay3a NBIdZANSBYSyay

information security risk treatment plan and acceptance of the resig
information security risks.

PointlS.D.OR10(b) has two specific requirementsat also have equivalen
requirements iNnSO/IEQR7001:2022and ISO/IER7002:

T Inform theaccountable manager or theead of the design organisatiq
of the risk treatment plant which is a mandatory input to th
managementeview.

T Inform the interfaing entities (the same as ipoint IS.D.OR05(b)) of
all risks shared with them which is stated in A5.19 Guidance poin{

Guidance orPart-IS implementation

Inadditiondi 2 GKS NRA]l 26y SNSO/IEQRIN0N.POLY
6.1.3.f, the orgarsation will need toinform:

T the accountable manager or theead of the design organisatiaf the
risk treatment planISO/IEQ7001:20229.3. f)defines¥esults of risk
assessment and status of risk treatment flae mandatory input fol
the management review which is the vehicle to inform the accountg
managertheads ofthe designorganisation;

T the interfadng entities (the same as ipoint IS.D.OR05(b)) of all riskj
shared with themISOIEC27002 A5.21 states in pointfefining rules
for sharing of information and any potential issues and comprom
between theorganisatiosQGM11S.D.OR05(b) and ER201A may alsq
be used as guidana risk sharing.

IS.D.OR15(a)

Related ISO/IEQ7001:202Zlauses and controls

A5.24 Information security incident management planning and preparat

A6.8 Information security event reporting

PartIS particularity
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Fully covered by the requirements of A5.24 and A6.8. However, the lin
to the external reporting scheme for the incidents with relation to saf
(unsafeconditiong has tobe established.

Guidance orPartIS implementation

The linkage to the external reporting scheme for the incidents with relg
to safety could belescribedunder A5.5 (contact with authorities) in the I
structure.

IS.D.OR15(b)

Related ISO/IEQ7001:202Zlauses and controls

A5.25Assessment and decision on information security events
A5.26 Response to information security incidents

A5.27 Learning from information security incidents

A5.28 Collection of evidence

A8.8 Management of technical vulnerabilities

PartISparticularity

Fully covered by the requiremenftom A5.25 to A5.28 and A8.8 with a ne
to focus on safety impacts.

Guidance orPartIS implementation

The requirements of the controls A8.8, A5.25 to A5.28 and the guidan
ISO/IEC 27002022 are comprehensive tofulfil the requirements of
IS.D.OR15(b)

In accordance wittpoint IS.D.OR15b)(1) the impact on safety alway
needs to be assessed specifically.

AMCI1IS.D.OR15(9&(b) hasalsoto be considered.

IS.D.OR15(c)

A5.19Information security in supplier relationships
A5.20 Addressing information security within suppégreements

A5.21 Managing information security in the information and communica,
technology (ICT) supply chain

Part-IS particularity

To be covered under the procedures accordmé5.19 and A5.21, as well
underthe agreementsccording toA5.20.

Guidance orPartIS implementation

However,this dependson whetherthe supplieris alsosubject toPartIS or
not. Inthe latter case, the external reporting shall be done by ¢batracting
organisation. GM1S.D.OR15(c)providesguidanceon the relationship with
contracted organisations.

IS.D.OR15(d)

Related ISO/IEQ7001:202Zlauses and controls

A5.6Contact with special interest groups
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A5.20 Addressing information security within supplier agreements

A5.21 Managing information security in the information and communica,
technology (ICT) supply chain

A5.28 Collection of evidence

PartIS particularity

Therequirements of the controls A5.20, A5.21 and A5.28 and the guid
in ISO 27002022 are comprehensive tdulfil the requirementsof point
IS.D.OR15(d)in terms of process, but Pal$ will requirecooperationwith
a broader range of orgasations.

Guidance orPartIS implementation

AsISO/IEQ7001:2022 onlyocuseson the supply chain and Pai$requires
a broader focus, the processeeds to be highlightedo other relevant
stakeholders This may be covered under A5.6. Neverthel&39/IEC 2700
A5.19 has a clear statement under pofitof the guidance.

See also the cooperatian accordance withpoint IS.D.ORO05(c).

IS.D.OR15(d)

Related ISO/IEQ7001:202Zlauses and controls

A5.24 Information security incident management planning and preparat

A6.8 Information security event reporting

PartIS particularity

Fully covered by the requirements of A5.24 and A6.8.

Guidance orPartIS implementation

However, the linkage to the external reporting scheme for the incidents
relation to safety (unsafeonditiong shall be established. This could
describedunder A5.5 (contact with authorities) in the ISO structure.

IS.D.OR20(a)

Related ISO/IEE7001:202Zlauses and controls

A5.24 Information security incident management planning and preparat
A5.25 Assessment and decision on information security events

A5.26 Response to information security incidents

A5.27 Learning from informatiasecurity incidents

A5.28 Collection of evidence

A5.29 Information security during disruption

A7.5Physical security monitoring

A8.16 Monitoring activities

PartIS particularity
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Fully covered by the requirements of A5.24 to A5.28dA7.5 for physical
security and A8.16 for technical monitoring.

Guidance orPartIS implementation

Therequirementsof the controls (both reactive and proactive) mention
above and the guidance #I$O/IEC 27002022 are comprehensive tdulfil
the requirementsof point 1IS.D.OR20(a)

Again, the impact on safety needs to be assessed measures shall b
taken to ensure safety. Palrefersto nsafe conditionQwhichhaveto be
mitigated to an acceptable level. A-assessment of riskkat are related to
incidents that have occurredr to avulnerabilitythat hasbeenidentified is
mandatory in PaHS to ensure that no ridkecomes unacceptable.

Note: Due tohistorical reasons, information security and safety managen
use different wordingwhen referring tasituations which arenore or lesshe
same. The ternihcidentis used in a similar way (an event which alre
happened and infrings safety/security). A vulnerability in the sense
information security could be mapped to the telazardln the area of
safety (a situation identified, which is possible to happen, but has
happened so far).

IS.D.OR20(b)

Related ISO/IEQ7001:202Zlauses and controls

A5.26 Response to information security incidents
A5.29 Information security during disruption
A7.5Physical security monitoring

A8.8 Management of technical vulnerabilities

Part-IS particularity

Fully covered by theequirements of A5.26 and A5.29.

Guidance orPartIS implementation

The requirements of the control A5.26 and the guidance IBGIEC
270022022 are comprehensive to fulfil the requirements of point
IS.D.OR2Q(b).

1S.D.OR20(C)

Related ISO/IEQ7001:202Zlauses and controls

A5.26 Response to information security incidents

A5.29 Information security during disruption

PartIS particularity

This requirement is covered by the requirements of A5.26 and A5.29,
the difference that the recovery here is not intended to continuously eng
confidentiality, integrity, availability and integritynstead,it is intended to
maintain or return to an acceptable level of safety.
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In addition, some domaispecific implementing and delegatedicts of
Regulation (EU) 2018/113@.g. points ARO.GEN.200, ATM/ANS.OR.A.(
ADR.OR.B.070) require emergency response plarmmigor contingency
planning, where information security should be integrated.

Guidance orPartIS implementation

Coupled witithe requirements of controls A5.26 and A5.28 and the guidg
in ISO/IEQ7002:2022, AMCIS.D.OR20(c)should beapplied in order to
revert as quickly as possible to a safe state.

IS.D.OR25 Related ISO/IEEC7001:202Zlauses and controls
10.2Non-conformityand corrective action
PartIS particularity
This requiremenhas no specific counterpair ISO/IEQ7001:2022
Guidance orPartIS implementation
This issue is not covered by the requirements of ISO/IEC 27001:2022,
not possible to adapt existing policies and procedures under 1S(
27001:2022 for thisrequirement To ensure compliance with th
requirement, please refeexclusivelyto the related AMC and GM.
IS.D.OR30 Related ISO/IEEC7001:202Zlauses and controls
A5.5 Contact with authorities
Part-IS particularity
This requirements not directlyaddressedn ISO/IEQ7001:2022
Guidance orPart-IS implementation
This issue is not covered by the requirements of ISO/IEC 27001:2022,
not possible to adapt existing policies and procedures under 1S(
27001:2022 for thisrequirement To ensure compliance with th
requirement, please refegxclusivelyto the related AMC and GM.
The reporting requiremenshould also be considerefithe organisatiorfalls
under the NI Drective.
IS.D.OR35(a) Related ISO/IEE7001:202Zlauses and controls

A5.19 Information security isupplier relationships

A5.21 Managing information security in the information and communica
technology (ICT) supply chain

A5.22 Monitoring, review and change management of supplier services

PartIS particularity
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ISO/IEC27001:2022 controls A5.19, A5.21 and A5.29 may cover
requirement. The difference in the requirementspfint IS.D.OR35 is that
they arelimited to those activities directly related to the ISMS (e. g. inte
audits, consultancy for risk assessments, etc.).

In addition, all domairspecificimplementing or delegated ac require
procedures to deal with contracted@ctivities in a wider scope, wher¢
information security should be integrated.

Guidance orPartIS implementation

This requirement relates onlyo ISMS activities (e.g. internal audits, r
assessments), not to those activities not directly related to ISMS itself
hardware, software, l&ndOT).

The difference in the requirements @oint IS.D.OR35 is thatthey are
limited to those activities directly related to the ISMS (e. g. internal au
consultancy for risk assessmengtc.). The controls in ISO/IEZ7001:2022
do not exclude those kinds of services, but sometithey will not be in the
focus of the organisation.

Therefore,there is no need to establish an independent system for th
contractorsreferred to inpoint 1IS.D.OR35(a). The list of suppliers should
reviewed to ensure that the suppliers providing the services mentione
point IS.D.OR35 are covered.

IS.D.OR35(b)

Related ISO/IEQ7001:202Zlauses and controls

A5.20 Addressing information security within supplier agreements

Part-IS particularity

Accesgrovidedto the authority is not covered in 1I3@C27001:2022

Guidance orPart-IS implementation

Organisationssubject to PartlS are required to provideaccess to the
competent authority If the contraced organisation is approved by g
authority of another Member State, the different competent authorities
coordinate on which authority will perform oversight of the organisat
accordingto their authority procedures (e.g. Relgtion (EU) N®65/2012
point ARO.GEN.300(e)

For contracted organisations na&ubject to PartlS, GM11S.D.OR35(b)
provides the content to bentroduced either in the general terms and
conditions oftradeCof the contracting organisation, or if standageneral
terms andconditions are used (e. g. for COi®ducts), the content of thg
GMhas to bearranged ora contractual basis (e. g. through a sid#er).

AMCI1IS.D.OR35(b) should be considered in conjunction wWitBO/IEC
27001:2022A5.2Q

IS.D.OR40(a)
IS.D.OR40(e)

Related ISO/IEQ7001:202Zlauses and controls

5.1 Leadership and commitment
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5.3 Organisatioal roles, responsibilities and authorities
7.1Resources

A5.2 Information security roles and responsibilities

Part-ISparticularity

ISO/IEQ7001:2020es not require a specific role such as ecountable
managefbr Head ofthedesign2 NA | YA al GA2y Q

Guidance orPartIS implementation

The implementation of the requirements gfoint IS.D.OR40(a)can be
covered by theimplementation of ISO/IEC27001:2022 requirements
mentioned above providedthat the role of accountable managenead of
the design organisatioins clearly defined and meets the requirements
point IS.D.OR4((a).

The requirement opoint IS.D.OR4(0a)(3)has to beset in line with the roleg
in A5.2 (where anaccountable manager or the head of the desigr
organisationis not envisagedl However, the measures in A6.3 should
used to ensure the competency of tlakecountablemanageror the head of
the design organisatio(point IS.D.OR40(a)(3)).

IS.D.OR40(b)
1S.D.OR40(c)

Related ISO/IEQ7001:202Zlauses and controls

5.3 Organisational roles, responsibilities and authorities
7.1 Resources
A5.2 Information security roles and responsibilities

A5.3 Segregation of duties

Part-IS particularity

This requirements not directlyaddressedn ISO/IEQ7001:2022

Guidance orPart-IS implementation

The implementation of the requirements of A5.2 and A5.3 should be as:
a basis tofulfil the provisions ofpoints IS.D.OR40 (b) and (¢)but some
adaptation may be needed.

This issue is covered in A5.2, but A5.3 raksp be appicable In addition
similar requirementsfor the Bafety role€are laid down in the domain
specific WafetyQ implementing or delegated aa of Reglation (EU)
2018/1139.

AMC1IS.D.OR40(b)should be considered.

IS.D.OR40(d)

Related ISO/IEQ7001:202Zlauses and controls

4.3 Determining the scope of the information security management syst
A5.2 Information security roles and responsibilities

A5.3 Segregation of duties
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PartIS particularity

The implementation of the requirements of A5ahd A5.3 as well aghe
guidance ofISO/IEC 27002llow the delegation of responsibility withi
organisations.

Guidance orPartIS implementation

This option might be useful for largeganisation®r groups, where the ISM
is implemented as atdmbrella functiofdover a group of organisation
where not all of themare subject taPartIS.

The implementation of 8roup CISr an enterprisewide ISMS could mak
use of this option in PaiiS.

Neverthelessthe common responsible person has to fulfil the compete
requirements ofpoint 1S.D.OR40(a)(3). This might be relevant in cas
where the other activities of the organisation or group avet related to
aviation.

IS.D.OR40(f)

Related ISO/IEE7001:202Zlauses and controls

7.1 Resources

PartIS particularity

The requirements of 7.1 should raplemented.

Guidance orPartIS implementation

A systematic capacity planning of human resources is a key element ¢
management system. Therefore, such a process should be establisheq
ISMS. The possible additional requiremsetgmming fromPartIShas tobe
assessedand the capacitplanningupdated accordingly.

The targeted safety levels set in the safety/information security assess
should never be jeoparsid by a lack of resources, even temporarily.

AMC1IS.D.ORA40(f) should be considered.

IS.D.OR40(g)

Related ISO/IEQ7001:202Zlauses and controls

7.2 Competency

A6.3 Information security awareness, education and training

PartIS particularity

The implementation of the requirements of 7.2 af@.3issufficient to cover|
the requirement.

Guidance orPartIS implementation

A systematic competency management process of staff is a key elemg
any management system. Therefore, such a process should be establis
anISMS. The possible additional requiremstgmming fromPartIShas to
be assessed and the competency requirements updated accordingly.
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AMC1IS.D.OR40(g) should be considered.

IS.D.OR40(h)

Related ISO/IEQ7001:202Zlauses and controls

A6.2 Terms and conditions of employment

Part-IS particularity

The implementation of therequirements of A& with some adaptation
would besufficient tocoverthe provision ofpoint IS.D.OR40(h)

Guidance orPartIS implementation

Point 1IS.D.OR40(h) is (at least partially) covered ByO/IEC7001:2022
A.6.2 Whe employment contractual agreementhaveto be state the
LIS NA 2 y y S fo@anisdtiga (NS L2 Y AaAO0AT AGA S
and A.6.4disciplinary proces¥seeWust Cultur

It depends on the organisational cultua&d on whethejob descriptions or
role assignmentsieed to be formallyacknowledged. In many organisatior|
the assigned jobs and roles are mutually acknowledged by performin
tasks assigned.

IS.D.OR40(j)

Related ISO/IEQ7001:202Zlauses and controls

A5.19 Information security in supplier relationships
A6.1 Screening

A7.2 Physical entry

A8.3 Information access restriction

A8.5 Secure authentication

Part-IS particularity

The implementation of the requirements of A5.19, A6.1, A7.2, A8.3 and
might be sufficient controls to cover this requirement thie personnelof
the organisation, as well as for contractors and suppliers.

Guidance orPartIS implementation

All the controls established in d$O/IEQ7001:2022compliant ISMS are
designedto ensurethe confidentiality and integrity of informationThe
implementation ofthose controls wilprovidesufficient protection to ensurg
compliancewith this requirement

AMC1S.D.ORA40(i) should be considered.

IS.D.OR45(a)

Related ISO/IEQ7001:202Zlauses and controls

7.5 Documented information

A5.9 Inventory of information and other associated assets
A5.13 Labelling of information

A8.10 Information deletion
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A8.13 Information backup

PartIS particularity

Recordkeeping and retentiorre an inherent part of the document contrg
system under 7.5 dSO/IE@Q7001:2022The controls A5.9, A5.13, A8.10 4
A8.13 also apply.

Guidance orPartIS implementation

Chapter 7.5.1 b) states that the ISKS toincludetdocumented information
determined by theorganisationas being necessary for the effectivenesg
the information security management syste@This includeghe records
defined in point 1S.D.OR45(a)(1).Chapter7.5.3 requires under f) also
document control for retention and dispositioRartlS requirementsaveto
be integrated into the existing system, especially the minimum duratib
record-keepingof five years.

The minimum set of records, as definedimint IS.D.OR45(a)(1) should b
covered in the inventory of assets. For the coverage,dhetent of GM1
IS.D.ORA45 also applies.

As records are not only information assets, the requestedord retention
policyOmay beintegratedinto a wider policy as recommended b$O/IEC
270022022 above.

AMC1IS.D.OR45(39(1)(vi)&(a)(5) should be implemented.

IS.D.OR45(b)

Related ISO/IEQ7001:202Zlauses and controls

7.5 Documented information

A5.9 Inventory of information and other associated assets

A5.10 Acceptable use of information and other associated assets
A5.13 Labelling of information

A5.34 Privacy and protection of personal identifiable information (PII)
A8.10 Information deletion

A8.13 Information backup

PartIS particularity

Recordkeeping and retentiorare an inherent part of the document contrg
system under 7.5 dSO/IEQ7001:2022The controls A5.9, A5.13, A8.10 g
A8.13 will also apply anddue to GDPR issues specificadiiso A5.10 ang
A5.34.

Guidance orPartIS implementation

Chapter 7.5.1 b) states that the ISk toinclude'documented information
determined by theorganisationas being necessary for the effectivenesg
the information security management syste@This includeghe records
defined in point 1S.D.OR45(a)(1).Chapter7.5.3 requires under f) also
document control for retention and dispositioRartlS requiremerg haveto
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be integrated into the existing system, especially the minimum duratib
record-keepingof five years

However, whereas there is no retention duration specified itSO/IEC
27001:2022point ISDOR.245(a) specifighree yearsafter the person hag
left the organisation

As these recordfall under the GDPRegulation each organisation has {
ensure that they arehandled accordingly. It is recommendethat the
proceduresare usednot only for records related to ISMS, baiso forthe
entire HR personndiles of the staff.

IS.D.OR45(c) Related ISO/IEEC7001:202Zlauses and controls
7.5Documented information
A5.13 Labelling of information
PartIS particularity
Recordkeeping and retentiorre an inherent part of the document contrg
system under 7.5 dSO/IEQ7001:2022as well as the control A5.13.
Guidance orPartIS implementation
Chapter 7.5.3under a) requiresfor the informationthat ¥ is available ang
suitable for use, where and when it is needdeart|S requirementhaveto
be integrated into the existing system.
ISO 27002022 A5.13 statedProcedures for information labelling shou
cover information and other associated assets in all forngxierefore, the
PartIS requirement is fulfilled with control A5.13.
A series of AMC materitd the implementingand delegated actsegarding
safety (e.g. AMC1 ARA.GEN.220(a), AMC1 145&sbBpversthis issue.
IS.D.OR245(d) Related ISO/IE€7001:202Zlauses and controls

7.5 Documented information

A5.10 Acceptable use of information and other associated assets
A5.12Classification of information

A5.33 Protection of records

A8.12 Data leakage prevention

PartIS particularity

Recordkeeping and retentiorare an inherent part of the document contrg
system under 7.5 ofSO/IEQ7001:2022 The controls A5.10, A5.12, Ab.
and A8.12 will also apply.

Guidance orPartIS implementation

Chapter 7.5.3under d) requires \8torage and preservation, including th
preservation of legibilitRPartlS requirementtaveto beintegrated into the
existing system.
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The application of A5.33 and A8.12 has a strong relationship to
(Protecting against physical and environmental threats), A7.10 (Stq
media), A8.3 (Information access restriction), A8.13 (Information bacl
A8.14 (Redundancy of information process facilities), A8.15 (Logging
A8.17 (Clock synchronization) and A8.24 (Use of cryptography).

IS.D.OR50(a)

Related ISO/IEQ7001:202Zlauses and controls

7.5 Documented information

A5.13 Labelling of information

PartIS particularity

Document control is an inherent part of the ISMS under 7.3S8)/IEC
27001:2022The control A5.13 slsoan ¥nchor poinfior this requirement.
ISO/IEC27001:2022 does not specifically request a document cal
Yhformation security management man@inade available to the authority

Guidance orPartIS implementation

Chapter 7.5.1 b) states that the ISk toinclude'ocumented information
determined by the organisation as being necessary for the effectivene
the information security management systémhich will allowthe inclusion
of the ISMS manual in the documentation.

PartlS requires a specific ISMS man(@i@MM) made available to the
competent authority.

It has to 2 made clear to the competent authority whiskt ofdocumented
information constitutesthe Hpproved manu&® The documenttatement of
applicabilityQ (SOA), mandatory for allSO/IEC 27001:2022certified
organisations may be helpful (e.g. by adding an additional column to
specific documents as part of¥rtualdSMSManua). GM11S.D.OR50(a)
alsoprovides associated guidance

It has to be ensured that all information listed point IS.D.OR50(a)is
covered.

IS.D.OR50(b)
IS.D.OR50(C)

Related ISO/IEE7001:202Zlauses and controls

7.5 Documented information
A5.5 Contact with authorities

Part-ISparticularity

Document control is an inherent part of the ISMS under 7.3S8)/IEC
27001:2022

Guidance orPartIS implementation

The use of the same procedureas the oneimplemented for the'Bafety
regulation€Ysee above)s recommendedilso for the approval, update an
communicationprocessesvith the competentauthority.

Many organisations have their documented information available
document management systems (e.g. 8arePoint The accessf the
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competent authority to these systesnhaveto be managed in accordang
with the rules of any other external access@spectof A5.15, A5.18, A6.6
A7.9, A8.3, A8.7, A8.14nd A8.24

IS.D.OR250(d) Related ISO/IEC7001:202Zlauses and controls
7.5 Documented information
Part-IS particularity
Thispossibility of ISMM integration with other expositionsmanualshas no
specific counterpart inSO/IEC27001:2022 However following the 1SC
Wnnex SOstructure, ISO/IEC27001:2022enabks an easy integration o
other management system standards.
Guidance orPartIS implementation
There is a tendency irthe aviation industry to integrate different
management systems, depending on the structure of the osgdioin.
IS.D.OR255(a) Related ISO/IEEC7001:202Zlauses and controls
6.3 Planning of changes
A5.5 Contact with authorities
PartIS particularity
Changemanagement is an inherent part of the ISMS under 6.8S6)/IEC
27001:2022 but there is no provision for approval of a procedure b
competent authority.
Guidance orPartIS implementation
The use of the same procedureas the oneimplemented for theBafety
regulation€Xsee above)s recommendedilso for the approval of changg
not requiring prior approval by the competent authority. This proced
should beextended to PaAS in agreement with the competent authority.
Note:
This recommendation will only work if the competent authority is
authority as laid down in Article 6(1) of Reggion (EU) 2023/203 or Articl
5(1) of Reglation (EU) 2022/1645.
WARNING:
An organisation with a derogation approvaln accorcance with point
IS.D.OR00(e)needsto assess for all changes (also those not requiring pf
approval)whetherthe criteria for the approved derogation are still valid.
not, the changeneedsthe approval of the competent authoritiauthorities
prior to beingimplemented.
IS.D.OR55(b) Related ISO/IE€7001:202Zlauses and controls

6.3 Planning of changes
A5.5 Contact with authorities

PartIS particularity

Annexl to ED DecisioB025/ 014R Page500f 74



AMC& GM toPart1S.D.OR
Issuel, Amendmentl

Part-IS
requirement

ISO/IEQ7001:2022napping and specific guidance

Changemanagement is an inherent part of the ISMS under 6.3S6/IEC
27001:2022 However,ISO/IEC27001:2022does not require any kind g
approval by a competent authority.

Guidance orPartIS implementation

The use of the same proceduras the oneimplemented for the'fafety
regulation€)see abovejs recommendedalso for the approval of changes
agreementwith the competentauthority.

Note:

This recommendation will only work if the competent authority is
authority as laid down in Article 6(1) of Reggion (EU) 2023/203 or Articl
5(1) of Reglation (EU) 2022/1645.

IS.D.OR60(a)

Related ISO/IEQ7001:202Zlauses and controls

9.3 Management review
10.1 Continual improvement

A5.35 Independent review of informatiaecurity

Part-IS particularity

This requirement reflects a combination of requirements 9.3 and 10.
ISO/IEC27001:2022with references to requirements4.4 and 5.2. Whilg
ISO/IEQ7001:202ZFocuses on ISMS suitability, adequacy and effectiven
point I1S.D.OR60(a) requiresalso a periodicainaturity assessment othe
ISMS.

Guidance orPart-IS implementation

ISO/IEC27001:2022 4.4 shows a clear requiremenisHalQ dor ISMS
maintenance and improvement. The top management has a responsibili
continuous ISMSimprovement as per ISO/IEC27001:20225.2(d). The
planning section also requires contimwsimprovement (SO/IEQ7001:2022
6.1.1(c)).

Point I1S.D.ORG60(a) requires an assessment thfe effectiveness ang
maturity of the ISM®n a calendar bas@ following an information securit)
incident. Thisassessment should be performed by usindicators ISO/IEC
27001:2022 Chapter 9.3.1 defines avery similar approach for the
management review procesghapter 10.1 indicates a more independe
process to improve the ISMBhe process in Chaptéf.lisseen asnore of
a bottom-up approachwhereasthat in Chapter 9.3 is intended to be to
down.

The results from A5.35 shouldll be used as inputs forcontinuous
improvement.

PointlS.D.OR60(a)also requiresa maturity assessment of the ISMS.

Each orgasation should establish which maturity model will be follow
and which targeted maturity levéd expected to be reached ara/ when.
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For the maturity assessmentpoint (b) of AMC11S.D.OR60(a) and GM]
IS.D.OR60(a) provides guidance on how to ensure complianith point
IS.D.OR60(a).

IS.D.OR60(b)

Related ISO/IEQ7001:202Zlauses and controls

10.2Non-conformityand corrective action

A5.7 Threat intelligence

Part-IS particularity

Point1S.D.OR60(b) addresses the improvement measures, i.e. correct
and corrective actions for the deficiencies detectegoint IS.D.OR60(a)
and the continuous improvement process.

This requirement reflects mainly requirement 10.2180/IEQ7001:2022
even if the term used i¥lon-conformityQwhilepoint IS.D.OR60(b) uses thg
term WeficiencieQ Deficiency has a broader meaning than +oomformity.
It encompasses the case of a targeted maturity level that would no
reached at the planned daj¢hat would be a deficiency but not necessar
a nonconformity.

Guidance orPartIS implementation

The provisions listed in ISO/IEX2001:202210.2 can be used to tak
corrective actions, to resolve both naonformities and maturity level gap
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Appendix Vit Adaptation of the EU Cybersecurity Skills
Framework (ECSF)
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1. Introduction

The European Union Agency for Cybersecurity (ENISA) has developed the European Cybersecurity
Skills Framework (ECSF) as a comprehensive tool to address the growing need for cybersecurity
expertise across different sectors. The ECSF provides a standardised framework for the assessment
and development of cybersecurity skills, knowledge, and competences.

With its increasing reliance on digital technology and interconnected networks, cybersecurity is of
paramount importance to ensure the integrity and resilience of aviation system for the safety of the
passengers and people on ground. A new aviation regulation, called Part-IS, has recently been
introduced in the EU with the aim of implementing a structured approach to managing cybersecurity
risks that may have an impact on aviation safety.

Organisations and national authorities subject to this Regulation will need to assess the suitability of
their staff to properly apply the Regulation and, where necessary, to adjust staff competences. For
this purpose, the ENISA ECSF can provide useful tools and a methodological approach.

In fact, the framework provides a common language and reference point for understanding and
categorising cybersecurity roles, facilitating effective recruitment, training, and talent development
strategies. By utilising the ECSF, aviation organisations may identify and assess the cybersecurity skills
and competencies required for their specific operational needs. It may support the identification of
skills gaps and areas for improvement, helping organisations to prioritise training programmes and
investments to effectively address cybersecurity challenges.

The objective of this document is to provide a high-level case study of the application of the ECSF in
aviation for the purpose of implementing and applying the Part-IS.

© European Union Aviation Safety Agency. All rights reserved.
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2. Analysis of the situation and the target environment

Aviation, like other transport and industrial sectors, is characterised by the coexistence of two primary
classes of information technologies within organisations. These classes are:

e Information and Communication Technologies (ICT): These are the traditional systems and
technologies that support administrative and business functions. ICT systems encompass a
wide range of technologies, including computer systems, networks, software applications,
databases, and associated infrastructure. They facilitate tasks such as data processing,
storage, communication, and information management necessary for the administrative
operations within an organisation.

e Operational Technologies (OT): OT refers to the specialised technologies and systems
designed specifically for the management and control of physical processes and assets. In the
context of aviation, OT systems include various components such as manufacturing
automation systems, power plant control systems, medical equipment and in the aviation
sector aircrafts, air traffic management or even baggage handling, including screening,
systems. These technologies are critical to the safe and efficient operation of aviation
processes and assets.

While there are technological differences between ICT and OT systems, the gap between them is
gradually closing. OT systems are becoming more similar to ICT systems due to technology
convergence and the adoption of digitalisation in the aviation sector. This convergence involves the
integration of IT practices and technologies into OT systems to improve efficiency, enhance data
analysis capabilities and enable better decision making.

However, despite the diminishing technological differences, there are still some distinct
characteristics between ICT and OT domains in the aviation industry. These differences have
implications for cybersecurity risk policies, availability requirements and change management
processes:

e Cybersecurity Risk Policy: Risk assessment in the OT domain requires additional
considerations due to the critical safety aspects associated with physical processes and assets.
In many sectors, including aviation, safety requirements are often incorporated into
regulatory frameworks. Therefore, risk assessment for OT systems should include both
traditional information security considerations and safety-related risks specific to the aviation
industry.

e Availability requirements: OT systems are typically required to operate continuously and be
resilient to cyber-attacks in order to maintain the availability of safety-critical functions in the
event of cyber-security incidents.

e Change Management Process: The change management process for OT systems is different
from that for ICT systems. In the OT domain, updates, patches, and system changes cannot be
implemented in a timely manner as they may affect the safety and operational integrity of
aviation processes. Therefore, any changes or updates to OT systems must be carefully
planned, extensively tested in advance, and comply with stringent regulatory requirements to
ensure safety and reliability.

© European Union Aviation Safety Agency. All rights reserved.
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3. Identification of specific objectives to be achieved

OT operations and cybersecurity personnel need to maintain a delicate balance between ensuring
robust cybersecurity and maintaining the operational safety of systems. This approach requires a
thorough understanding of the specific safety requirements, associated processes, and regulatory
standards relevant to the industry in which OT systems are deployed. It involves active engagement
with cybersecurity professionals, regulators, and industry experts to ensure that security measures
are aligned with safety objectives and comply with applicable safety regulations.

4. Selection of the appropriate ECSF components

The ECSF profiles can be a valid starting point to define the information security competences required
in the aeronautical sector, taking into account also the specificity of the OT described above, which
characterises this domain.

To this purpose the recently published EU Regulation 2023/203 (Part-IS) for the management of
cybersecurity risks with a potential impact on aviation safety will be considered. This Regulation sets
out requirements for aviation organisations and relevant competent authorities and allows some roles
to be described from a workplace perspective by defining mission, deliverables, and task in accordance
with the scheme below.

ECSF Role Profile Structure

)Mission I Deliverables ] Tasks I Skills ] K ledg: ] e-CF Comp |Ln]

What does it do in the organisation? What does it need to know and be able to do?
(workplace perspective) {learning perspective)

In particular the aviation regulation and Part-IS delineates some specific roles/functions and their
responsibilities, these roles are:

Accountable Manager, or Head of Design, or Responsible Person

The person in this role is responsible for establishing and maintaining the organisational structures,
policies, processes, and procedures necessary to meet the requirements of the Regulation. In addition,
the person in this role is explicitly required to establish and promote the information security policy.

The role is clearly managerial, and it is expected that a significant degree of delegating to lower
management and implementing teams will occur.

Compliance Monitoring (person responsible for)

The monitoring of compliance with the requirements of the Regulation is the responsibility of the
person(s) in this role.

Appointed person(s)

The Regulation requires the appointment of a person or, more likely, a group of persons, to ensure
the compliance of the organisation with the requirements. The extent of authority may vary; however
these appointed persons should have responsibilities at management level and in many cases they
will coordinate and oversee the activities other staff members.
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The ECSF instead proposes 12 standard roles involved in different phases of the management cycle,
as illustrated below.

Chief Information

cyb i
Yaersmenney Security Officer (CISO)

Researcher

B~
InE

Cyber Legal, Policy and
Compliance Officer

Cybersecurity
Risk Manager

A
(e

Cybersecurity
Architect

N[
01010 i
11101
00101

Penetration
Tester

Cybersecurity
Implementer

<

Cybersecurity

Cyber Incident
24 Educator

Responder

An initial mapping between the ECSF roles and the roles delineated in Part-I1S can be performed by
comparing the deliverables expected from the different roles as reported in the below Table 1. As
described above, some roles are well described in Part-IS, others can be considered expected in order
to comply with the requirements of the regulation (e.g. incident detection, response and recovery).

The mapping shows that there are different levels of matching between ECSF and Part-IS roles. Four
levels have been used, ranging from “high level of match” to “no match". In more details the rationale
for the classification of the level of matching is the following:

e High level of match: In the Part-IS regulation, both a role and a deliverable can be found that
is very close to the one described in the framework.

® Not Specified, but expected: In order to comply with the provisions of Part IS, an organisation
is expected to produce the deliverable under the ECSF profile, but the Regulation does not
mention a specific role associated with this deliverable.

e Not Specified, may be useful in complex setting: Same as the previous level of matching, with
the addition that this role may only be justified in complex organisations.

e Not foreseen: In the Part-IS regulation, both a matching role and a deliverable cannot be
found.

According to the level of match between the roles the following colour background has been used in
the table rows:

| High level of match I Medium level of match | Low level of match
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Table 1 — ECSF and Part-IS roles mapping

Profile Title

Deliverable

Part - IS role
considerations

Chief Information Security Officer

Cybersecurity Strategy / Policy

Responsible Person

(CISO)
gzlf?ceerrLegal, gocedtenplishice Compliance Manual / Compliance Report Compliance Monitoring
Cybersecurity Auditor Cybersecurity Audit Plan / Report Uit dlinsapliEes

monitoring function

Cybersecurity Risk Manager

Cybersecurity Risk Assessment Report /
Remediation Action Plan

One of the “appointed
persons”

Cybersecurity Implementer

Cybersecurity Solutions

Not specified, but expected

Cyber Incident Responder

Incident Response Plan / Incident Report

One of the “appointed
persons”

Cyber Threat Intelligence
Specialist

Cyber Threat Intelligence Manual / Report

Not specified, but expected

Cybersecurity Architect

Cybersecurity Architecture Diagram /
Requirements Report

Not specified, but expected

Cybersecurity Educator

Digital Forensics Investigator

Cybersecurity Awareness Program /
Training Material

Digital Forensics Analysis Results /
Electronic Evidence

Not specified, but expected

Not specified, but expected

Penetration Tester

Vulnerability Assessment Results Report /
Penetration Testing Report

Not specified, may be
useful in complex setting

The resulting mapping applied to the ECSF roles in the phases of the management cycle is depicted in

the following figure.

Cybersecurity
Auditor

IIT_’_J

Tester

®

Cyber Threat
Intelligence Specialist

®

Digital Forensics

Investigator

Cyber Incident

Chief Information

CyBesecus sy Security Officer (CISO)

Researcher

<

Cybersecurity
Educator

Responder

Cyber Legal, Policy and
Compliance Officer

Cybersecurity
Risk Manager

(o)

Cybersecurity
Architect

g
Cybersacurity

Implementer
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5. Adapting the selected components according to specific needs

For the purposes of this exercise, we will focus on the high match roles summarised in the table below.
The aim is to take into account the specific objectives arising from the OT considerations described in
the earlier section.

Table 2 — ECSF and Part-IS roles mapping — medium and high match

Profile Title Deliverable Part - IS role considerations
%}Iiseg[)nformanon =ecuniCice Cybersecurity Strategy / Policy Responsible Person
Cyl;er Legal, Policy & Compliance | Compliance Manual / Compliance Compliance Monitoring
Officer Report
Cybersecurity Auditor Cybersecurity Audit Plan / Report udionaihin i islconpliancs

monitoring function

Cybersecurity Risk Assessment Report

/ Remediation Action Plan Cnecittietappatiedipersonst

Cybersecurity Risk Manager

Incident Response Plan / Incident

Report One of the “appointed persons

Cyber Incident Responder

The ECSF provides a convenient description of the role profiles through components that include
summary statement, mission, deliverable(s), main task(s) and key skill(s). The matching in terms of
deliverable(s) have been used in the previous step to identify the appropriate profiles, so this
component does not require adaptations. It can also be expected that the summary statement and
the mission, being high-level descriptions, may not require significant adaptation, whereas the main
tasks associated with the role may need to be adapted with integrations to reflect the specificities of
aviation and OT in general.

For the different roles analysed, the modified/added text of the above component is shown in blue,
removals instead are shown in red. The use of the term "safety" in the remainder of this document is
in the meaning of "aviation safety".
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5.1 Chief Information Security Officer / Responsible Person under Part-IS

Summary statement

Manages an organisation’s cybersecurity strategy and its implementation to
ensure that digital systems, services and assets are adequately secure and
protected, with a strong emphasis on operational safety.

Mission

Defines, maintains and communicates the cybersecurity vision, strategy,
policies and procedures. Manages the implementation of the cybersecurity
policy across the organisation. Assures information exchange with external
authorities and professional bodies.

Main Tasks

ECSF original

Adapted

Define, implement, communicate and
maintain cybersecurity goals, requirements,
strategies, policies, aligned with the business
strategy to support the organisational
objectives

Define, implement, communicate and maintain
cybersecurity goals, requirements, strategies and
policies that are aligned with the business strategy to
support the organisation's objectives! [see note 1],
taking into account the safety perspective: In
addition to considering cybersecurity objectives,
safety perspectives should be integrated into the
objectives, requirements, strategies and policies.
This will ensure that cybersecurity measures do not
compromise the safety of operational systems and
processes. Safety considerations should be included
in risk assessments, threat modelling and decision-
making processes.

Prepare and present cybersecurity vision,
strategies and policies for approval by the
senior management of the organisation and
ensure their execution

Prepare and present cybersecurity vision, strategies
and policies for approval by the senior management
of the organisation and ensure their execution,
considering safety implications: When presenting
the cybersecurity vision, strategies and policies to
senior management, it is crucial to highlight the
safety implications and emphasise the importance of
aligning cybersecurity measures with operational
safety. This will ensure that senior management
understands the potential impact of cybersecurity
decisions on the overall safety of the organisation.

Supervise the application and improvement
of the Information Security Management
System (ISMS)

Supervise the application and improvement of the
Information Security Management System (ISMS)
with a focus on safety: While supervising the ISMS,
OT operations and security personnel should place
significant emphasis on the safety aspects. This
includes incorporating controls into the ISMS
framework, ensuring that safety requirements are
met, and monitoring the effectiveness of safety
measures implemented alongside cybersecurity
practices.

! The “business strategy to support the organisation's objectives” could be interpreted as the “entity risk

appetite”.
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Main Tasks

ECSF original

Adapted

Educate senior

to the organisation

management
cybersecurity risks, threats and their impact

about

Educate senior management about cybersecurity
risks, threats and their impact to their own
organisation, societal safety and interfaced
organisations: During education sessions with senior
management, it is essential to provide insights into
cybersecurity risks and threats from a safety
perspective. This helps senior management
understand the potential consequences of cyber
incidents on operational safety, making informed
decisions regarding resource allocation and risk
mitigation strategies.

Ensure the senior management approves the
cybersecurity risks of the organisation

Ensure senior management approves the
cybersecurity risks of the organization, considering
safety aspects: When seeking approval for
cybersecurity risks, OT operations and security
personnel should explicitly address the safety
implications associated with these risks. This will
ensure that senior management is fully aware of the
potential impact on operational safety and can
prioritise risk mitigation efforts accordingly.

Develop cybersecurity plans

Develop cybersecurity plans that integrate safety
considerations: Cybersecurity plans should not only
focus on protecting against cyber threats, but should
also include measures to address operational safety.
This may include incorporating safety controls,
conducting safety impact assessments, and aligning
cybersecurity initiatives with safety objectives and
industry-specific safety standards.

Develop relationships with cybersecurity-
related authorities and communities

Develop relationships with cybersecurity-related
authorities and communities, with a focus on safety
aspects: When establishing relationships with
cybersecurity-related authorities and communities,
OT operations and security personnel should actively
seek opportunities to discuss cybersecurity aspects
of operational safety.

to the senior management

Report cybersecurity incidents, risks, findings

Report cybersecurity incidents, risks, findings to the
senior management, emphasizing safety
implications: ~ When  reporting  cybersecurity
incidents, risks, and findings to senior management,
it is essential to highlight the safety implications and
articulate the potential impact on operational safety.
This helps senior management make informed
decisions regarding incident response, risk
mitigation, and resource allocation.

Monitor advancement in cybersecurity

Monitor advancements in cybersecurity with a focus
on safety-related technologies and practices

Secure resources to
cybersecurity strategy

implement

the

Secure resources to implement the cybersecurity
strategy, considering safety needs: When securing
resources to implement the cybersecurity strategy,
OT operations and security personnel should ensure
that adequate resources are allocated for safety-
related measures.
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Main Tasks

ECSF original

Adapted

Negotiate the cybersecurity budget with the
senior management

Negotiate the cybersecurity budget with senior
management, considering safety requirements:
During budget negotiations, OT operations and
security personnel should advocate for sufficient
funding to address both cybersecurity and safety
needs. This includes emphasising the importance of
investing in cybersecurity measures to protect
operational systems and ensure their continued safe
operation.

incidents

Ensure the organisation’s resiliency to cyber

Ensure the organization's resiliency to cyber
incidents, incorporating safety-focused incident
response plans and business continuity measures.
This involves identifying and addressing potential
safety risks during incident response and recovery
efforts.

Manage continuous capacity building within
the organisation

Manage continuous capacity building within the
organisation, promoting training and awareness
programmes that encompass both cybersecurity and
operational safety aspects. This ensures that
employees understand the importance of
maintaining a safe and secure operational
environment.

Review,

plan

and allocate

cybersecurity resources

appropriate

Review, plan, and allocate appropriate cybersecurity
resources, considering safety requirements and
conducting regular assessments of resource needs to
effectively protect systems and maintain operational
safety.
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5.2 Cyber Legal, Policy & Compliance Officer / Compliance monitoring under Part-IS

Summary statement
i Manages compliance with cybersecurity-related standards, legal and

regulatory frameworks based on the organisation’s strategy and legal
requirements.

Mission
Oversees and assures compliance with cybersecurity- and data-related
legal, regulatory frameworks and policies in line with the organisation’s
strategy and legal requirements. Contributes to the organisation’s data
protection related actions. Provides legal advice in the development of the
organisation’s cybersecurity governance processes and recommended
remediation strategies/solutions to ensure compliance.
Main Tasks
ECSF original Adapted
Ensure compliance with and provide legal Ensure compliance with and provide advice and guidance
advice and guidance on data privacy and data on cybersecurity provisions in aviation regulation
protection standards, laws and regulations
Identify and document compliance gaps No adaptations
Conduct privacy impact assessments and Not required by the aviation specific regulation
develop, maintain, communicate and train
upon the privacy policies, procedures
Enforce and advocate organisation’s data Not required by the aviation specific regulation
privacy and protection program
Ensure that data owners, holders, controllers, Not required by the aviation specific regulation
processors, subjects, internal or external
partners and entities are informed about their
data protection rights, obligations and
responsibilities
Act as a key contact point to handle queries Not required by the aviation specific regulation
and complaints regarding data processing
Assist in designing, implementing, auditing and Assist in designing, implementing, auditing and
compliance testing activities in order to ensure compliance testing activities in order to ensure
cybersecurity and privacy compliance cybersecurity compliance
Monitor audits and data protection related Not required by the aviation specific regulation
training activities
Cooperate and share information with Cooperate and share information with competent
authorities and professional groups authorities
Contribute to the development of the No adaptations
organisation’s cybersecurity strategy, policy
and procedures
Develop and propose staff awareness training Not required by the aviation specific regulation
to achieve compliance and foster a culture of
data protection within the organization
Manage legal aspects of information security No adaptations
responsibilities and third-party relations
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