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1. Summay of theoutcome of the consultatior

1. Summay of the outcome of the consultation

287 comments weranade by 32 stakeholders, including individuals, national aviation authorities
(NAAs)r organisations sawell asndustry companies and associations.

The commentators are in general supportive of the proposed amendments to the certification
specification{CSsand the creation of a new AME0 to address cybersecurity. They also appreciate
the regulatoryharmonisation effort with the=ederal Aviation AdministratiofrAA.

Further to the comments received, the text piaged in the NPA has been modified in some pdais
improvement or clarification purposes.

The individual comments and theg@onses to them are provided in Chapter 2 of tGRD
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2. Individual commentand responses

2.

Individual commentsand responses

In responding tahe comments the followingterminology has been applied to atteBASQ @ositiort

(@)

(b)

(€)

(d)

Accepted T EASAagrees with the comment and any proposed amendment is wholly
transferred to the revised text.

Partially acceptedt EAS/Aeither agrees paially with the commentor agrees with it but the
proposed amendment is only partially transferred to the revised text.

Notedt EASAacknowledges the commepibut no change to the existing text is consideted
be necessary.

Not acceptedt The comment or proposed amendmentist shared byEASA

(General Comments) -

**
* *
* *
* *

* oy

comment | 6 comment by DGAC Franct
Please note that DGAC France has no specific comments on this NPA.

response| Noted

comment |7 comment by:European Powered Flying Unic

European Powered Flyirignion (EPFUhanks EASA for preparing this NPA.
studied it, with air operations as starting point, as we think these aspects a
important as the aspects that will be put forward by aircraft and equipn
manufacturers.

Two questions at the begiimg of our commenting the NPA:

1) Why did the Agency not create a Rulemaking Group for its preparation?

2) Should notll relevant RPAgoducts have been included, as well asLS3,, this
to get a complete picture of all involved?

response| Noted
t £t SFaS TAYR sporSds & he o duestdds NB

1) EASAIn the NPA hasconsidered the recommendatiord the ARAC ASISP WG
which EASA was represented. EA®Asiders that thiswG was composed o
members with the appropriate level of expesiso work on the issue, and that the|
was no need to duplicate such a group to draft the NPA.

2) RPAS products are nobnsidered in the current taskut will be handled in i
future NPACSLSA products are also not considered at this stage (low risk).

comment | 39 comment by FAA

Page: General
Para AMC 242
Referenced Text: AMC 2@
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2. Individual commentand responses

Comment: The proposed AMC-80H LINB A RS&a 2yS 27F
recognition mean ofcybersecurity compliance requirements for all produc
equipment, and parts. AMC 22 providesdetailed cybersecurity guidance for
platforms: products, equipment and part§ilowever, having generic guidance
result in either inadequate or excesgsi cybersecurity compliance requiremen
since each product, equipment and part has its own uniquenesanplexity of
design, maintenance, operation, and install lev€herefore, recommend that th
proposed AMC 2@2 be tailored to the specific reqeiment of each platform
product, equipment, part with respect to design implementation, installation
maintenance.

Proposed Resolution: Consistent with discussion within the ARAC working grot
continues to study potential sources gfiidance for Parts other than 25. Specifice
we hope to be able to base our guidance on industry standards put forth by
and ASTM, and depending on the product type, potentially a combinatic
both. Ultimately, our decisions regarding guidancd i riskbased and consister
with the safety continuum, and it will be tailored to applicable category.

response| Noted

comment | 44 comment by:Europe Air Sport:

Europe Air Sports welcomes EASA's attention to cybersecurity threats.
However, we caution that Cybersecurity is not only a technical issue; there ma
be politcal elements involved in cybersecurity attacks.

Please see our specific comments.

response| Noted

comment | 48 comment by FOCA Switzerlan

a) General support for the objective of the NPA:

FOCA fully supports EASAs efforts to add cybersecurity requirements to airc|
least for future designs. We generally support tiigective of the NPA and belie
in the benefit of it.

However, we do not share the view that "No drawback or adverse economic im
are expected". Mostly because the inclusion of modified airworthiness certifice
any class of products (CS 23/25/2Z 9y IAYSX0 Fa oSt
authorization (not only Type Certification but any relevant design changes eg
ETSO) in the scope will have impact at organization level. Be it with regard to ti
or the definition of new processes suah performing an additional risk assessm
dedicated to cyber security. Furthermore, it might be difficult to receive data 1
the original manufacturer for this additional task and it is a requirement which n
not have been taken into account in tleeiginal business plan of the company (e
when dealing with avionics STC, there might not have been the need to ac
systems connected bgafety networks with the TC holder).

Therefore, in order to reduce the expected economic drawback, we propes
following:
1. Gradual implementation of the NPA:
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2. Individual commentand responses

- First step: CS 25, CS 29KI#®iitial Type certification only, Design Change, STC
or change to it)]; HSO [initial authorization]
- Second step: CS 27 and CS 23 [initial type certificatityh on

- Third step: C83, S&7[design change, STC (new or change to it), ETSO
change]

2. For design change and STC:

We suggest a requirement to analyse whether proposed changes cause new 1
or not. Only if this is the case, the neaguirements should be applicable. In oth
words, an applicant of STC or design change could be negatively affected
original situation which was designed when no such requirements were in
resulting in unlevel playing field which could conseafiye prevent changes the
might be beneficial in safety. Due to the high interconnectivity of systems
networks, the principle that activities are limited to the area which are affecte
the change, is not applicabl¢he cyber security assessmentdatie protection must
be expanded and modified to already installed systems.

b) Overlap with RMT 0.720:

This NPA on aircraft cybersecurity (RMT 0.648) as currently drafted has overla|
RMT 0.720 on PaAISS. The second NPA has however ndigen published, whicl
means that States/organisations not involved in the fuaking progress for 0.72
have not been able to look at both pieces of the coin.

¢tKS F2ff2gAy3 0O02YYSyida IINB olFlaSR 2
based on the thft available at the time of writing of these comments:

i. The rules on aircraft cybersecurity should match the horizontal rules in
0.720. Care should be taken not to create duplication or gaps. In our view, con
reading of both imecessary once comments to both NPAs have been received

ii. Care should be taken regarding cybersecurity requirements stemming
aircraft design, that would need to be implemented throughout the lifecycle by ¢
actors in the system (g. maintenance, operators etc.) The regulations should cr
the legal basis for this. There is also a question whether ARTMould also need t
be amended, as some points relevant to cybersecurity are at an organizationa

iii. Within the discussions on RMT 0.720, it was agreed to take a horizont:
functional approach. This implies that it is not necessarily the size of the airp
operator that should determine whether the rules apply or not, but rather the ty
of functiors (information systems) used and the criticality thereof.

iv. In this sense, for the topic of cybersecurity, a distinction between air:
size or type may be misleading. In some cases, and depending on the t
operations, some operationwith smaller aircraft or rotorcraft may require ve
precise information and may have smaller margins of error regarding incorre
unavailable information or systems following a cyberattack

**
* *
* *
* *
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2. Individual commentand responses

The question of which level of implementation is proportionafer which aircraft
type should be discussed and the proportionality may depend rather
functionality and

operations than on aircraft size/type. This should be discussed with experts to
a common understanding on proportionality of the rule.

V. There is currently no legal link between RMT 0.648 and RMT 0.72(
there be one? Will implementation be coordinated?

Vi. We are missing the implementation timelines for RMT 0.648. We w
support a gradual implementation. This wd lessen the burden on industr
certification and oversight. Gradual implementation would allow for lean
opportunities along the way.

vii.  We also support introducing the new rules especially for new designs.
Any point on “retrofitting” would &
common and proportional point of view.

response| a) Accepted
This will be better rilected in theExplanatoryNote of the final deliverabldi.e. ED
Decision)

b) Noted

EASA does not consider that there is an overlap betwtbentwo tasks. While
NPA 20191 focugson certain products, NPA 204 Wlanagement of informatior
security riskQ(RMT.072§} proposes provisionshat are applicable to competen
authorities and organisations in all aviation domains.

comment | 69 comment by FAA

Note:

Per the FAA Strategic Plan for 2019:

Safety Continuum:

The key to safety liem effectively managing risk. The successful approach tc
management is not onsizefits-all. Too little rigor and oversight can leave
system exposed. Too much rigor and oversight can tax resources and stifle
enhancing innovations. The optum reatworld level of safety is achieved |
applying the right level of rigor at the right time and place for any given situato
tailored approach. The safety continuum is a ddteven model that informs thit
balance.

This NPA proposes Rotorcraft €] FNBY | FSg / SNIATFAC
FAA Issue Papers to the imposition of massive cost prohibitive Tradepel
regulations and guidance on the Rotorcraft industry.

Comment:
The recommendations for regulations and guidance that canteobthe ARAC i
2016 contained elements that are being ignored by EASA in thisNBsO S y
aAl S ¥ inaking pusH (RPANEH afe a few of relevant items quoted frc
the ARAC:

1 https://www.easa.europa.eu/documenlibrary/noticesof-proposedamendment/npa2019307
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2. Individual commentand responses

Recommendation from

G ¢ KS 1 { L {gtoupd@eddhat\PEB56 and EE202, 203, and 204 are n(
aligned with respect to their applicability to Rotorcraft and recommends tt
R20dzySyida 06S dzLJRFGSR FyR GFAf2NBR

G¢KS w2i2NONI T hat expeiedeza idsibe dedbpedvitis koth
GA and RTCA standards before they can be used for compliance wit
NB3IdzA  GA2y & dé

a!{L{t H2NJAy3I 3INRdzLJ aSSa I ySSR i
category airplanes to be me suitable to proportional security needs

Rotorcraft. This can be done by tailoring the existing RTCA standards or by ta
GKS D! NBO2YYSYRSR LN} OiA0OSa FyR 3o

b2¢g az2YS Yle& aleé& (KS wikijakNiRNiustnéverieye
attempted to tailor the above.This may be true; however, it does not circumvt
the need, and is not justification for the imposition of the massive and
prohibitive TranspoHevel regulations and guidance on the Rotaftindustry.

Recommendation:

w [/ 2Yy0AYydzS 62Nl Ay3 6AGK LaadzS tF LISN
gain a consistent understanding of the subject between all parties as it pertal
aircraft security in the Rotorcraft Industry.

0 Recognize this effort and further enhance our experiences through the u:
EASAY SNIAFAOI A2y wWSOASG LGSYA O/ wl ¢

0 This needs to continue and mature before considering the development of S
Conditionsand new Regulations.

w 22N] 6AGK 9! {! FYR GKS w202NONI ¥
Part 25 Transport documents RTCA-E¥8, DG355, and DEB56 for Part 2¢
Rotorcraft

o Finish the ASTM effort to develop Best Practices for GA arnd2Paand
incorporate applicable elements as warranted for Part 29 Rotorcraft.

Note: The intent is to cherrpick and strearine from all applicable source§he
outcome can result in updated ACs or Industry Standards.

w LI & G4KS { | m&lkite estatisyi guidghdedpy sedulitydnd ot
needs of the Rotorcraft Industry based on an understanding of the different cl
of Rotorcraft and installed equipmentor example, what we have been seeing
Rotorcraft is the use of EFB connectivit the cockpit to load software, databast
etc. Many of these external access points can be assessed and mitigated w
having the need for new regulations.

**
* *
* *
* *
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2. Individual commentand responses

response| Noted

comment | 74 comment by FAA

Comment: Cyber securitg a broad term like informatiosecurity, whereasetwork
securityis one aspect ofyber security

Suggestion: replace "network security" with "cyber security"

response| Partiallyaccepted
The terminology will beeviewed to ensure consistency throughout the documel

comment | 75 comment by FAA

Comment: Configuration control (test bench configuration including hardware
software part number, connections, switch positions, and otdecumentation
necessary to be able to reproduce the test conditiotgpe of tools; mode or
condition the aircraft or system during testing, etc..)

Suggestion: add to either section 8 or appropriate section: "All security testing
to demonstration rgulatory compliance must be performed on conform
equipment. "

response| Noted
This is part of a usual certification demonstration and configuration contro
airworthiness. Information security addnly some difficulties to the exercise
thereis not always®onformed equipmerfiior security test¢ KS (1 2 LJA O
equipmentis more appropriate to be addressed tite level ofindustry standard,
for instancein ED 203A (Table-2).

comment | 104 comment by:RollsRoyce plc

Commentary Summary 1:

What are the units for assessing whether we meet the acceptable/unacceptabl
threshold, and what number is the thresholdRor other safety things we genera
use hazardous events pengine flying hour. Is the intent we somehow translat
cybersecurity risks into this unit of currency (would this even work well?) and
the E9 threshold still?

Commentary Summary 2:

There have been security scares in the media arairwlafts being allegedly hacke
which has affected public perception on safety of aircrdi. date, no safety impac
has been found due to these alleged hacks, this NPA does not address these |
scenarios.L & A0 6AGKAY 9 lafstar@ards, . Yiritlie ass@ande
public views on safety®nderstand view of EASA on perceived risk by public.

response| Noted
Commentary Summary 1lthe expectedguidance can be found in EID3A
(Table 22).

.t TE.RPRO.068-006 © EuropeanUnionAviation Safety Agency. All rightserved. IS@001 certified.

* *

i Y o Proprietary document. Copies are not controlled. Confirm revision status through the EASA intranet/internePage8 of 130

*
* gk

Anagency of the European Union



EuropeanUnion Aviation SafetyAgency CRD to NPA 2@-01

2. Individual commentand responses

comment

response

comment

response

comment

response

comment

**
* *
* *
* *
* oy
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Commentary Summary ZASA i<ommitted to raisng public awarenessabout
safey with dedicated communication.

128 comment by UK CAA

Page NoGeneral Comment
Paragraph No:

Comment: There does not appear to be any suggested standardised forn
compliance demonstration.

Justification: By omitting these, this could result in a lack of consistenc
applications dependent on the reviewer.

Proposed TextWe recommend that the fans are included

Not accepted

ED202A, EE203A and ER204 are considered sufficiently detailed standards.
This however, does not prevent the development of job aids, checklists, traini
etc.

129 comment by UK CAA

Page NoGeneral Comment
Paragraph No:

Comment: No competency standards have been identified for persol
undertaking compliance verification with this discipline. We do not expect the ¢
review and airworthiness certification to be undertaken by the same individual.

Justification: By omitting these, this could result in a lack of consistency
competency dependent on the reviewer.

Proposed TextWe recommend that competency standards are included

Noted
Thiswill be adiressed in ParAISS.ARpoint AISS.AR00WPersonnetequirement®

165 comment by EUROCONTRC
EUROCONTROL reviewed the NPA and does not have any comments.
Noted

182 comment by:John Connolly (Atkins

1. Itis noted that no changes CSXX309 Equipment, Systems aingstallations is
LINP L2 ASR® ¢KS GAYLINRLISNI Fdzy OlUA2YyAY:
Ay Of dzZRS dadzyl dzi K2NRASR St SO0NRBYA QL31Y
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2. Individual commentand responses

response| Noted
Reference to CSXD819 in 1309naybe proposedn afuture amendmento CS25.

comment | 183 comment by:John Connolly (Atkins
¢tKS OKIy3aSa 2FFSNBR GSyR G2 0SS a
GhLISNI GAYy3 ¢SOKy2f 23 &yber tMreasoly podrdziesiy!
manufacture, test, installation, operation and maintenance and managemer
design of these vulnerabilities this should be addressed at the avionics level.

response| Noted

comment | 184 comment by:John ConnollgAtkins)

Little or no guidance or reference to cyber security standards is made, incl
where these standards are not appropriate to air systems.

response’ Not accepted
The relevant aeronautical information security standards are addresseditieil
proposedAMC 2042,

comment | 185 comment by:John Connolly (Atkins

Change the term from Cyber Security to Cyber Resilient. Air Systems (aircri
mission critical ground systems) should be resilient to cyterck. They need to be
able tomaintain their airworthiness during operation both on the ground and in
air whether the attack is on the ground systems on directly on the aircraft.

response| Not accepted
Thisis part of the risk assessment. As a resgdime systeramay need to be faibafe
or resilient, depenthgon the impact and likelihood.

comment | 187 comment by:John Connolly (Atkins

The amendment and supporting references point to IUEI as the only source of t
yet it fails to recognise the rolenintended interventions may havelhere is a 2x:
YFGNRE 2F WAYGSYRSRQ (2 -YUdiyMm @A SdERaS F
focus the types of mitigations that may be needed to be employEds should be
added as guidance.

response| Noted
The definiton for WE(ran be found in ER202A.

comment | 189 comment by:John Connolly (Atkins

The amendment focuses on impacts to Safety and fails to discuss cyber effec
impact Safety and Functionalit cyberattack may deceive, deny, destroy, degre
and/or disrupt the air system in such a way as to adversely impact safety and d
functionality.

response Noted
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2. Individual commentand responses

While NPA 20191 focugs on certain productsNPA 20197 Wlanagement of
information security riskQ RMT.072)F proposes provisionghat are applicable to
competent authorities and organisations in all aviat@wmains to avoid disruptiol
of the air system.

comment | 190 comment by:John Connolly (Atkins

The amendment does not recognise the potential safety and security vulnerak
that may be inherent in the designs of legacy systems that are inherited
previous systems and airframes.

response| Noted
Changes to legacy systems are ¢ the scqoe of this task nevertheless
cybersecurityrelevant issues in legacy products may bedradsed by specic
conditions(SCs)

comment | 191 comment by:John Connolly (Atkins

AMC 2642 recognised EUROCAE ED 2024208B and Ef204 should baipdated
to better address:

supply chain and third party risks;

monitoring and the effect this may have on CSXX1ond &AY
O2YyOSNYyAY3A dzval FS 21LISNI GAy3I O2yRAGA

Media connectivity;

Privileges;

Operational resilience priorities;

Segregation including the effects this may have with respect to sy
solutions such as Integrated Modular Avionics; and

Change assurance.

response| Noted
Some of the above will be also addressed in Rd&S(refer to NPA 20197
Wlanagenent of information security risk3 RMT.072)F) or they are part of the
security risk asses®nt of the product.

comment | 236 comment by:Aerospace and Defence (AS

From a general point of view, ASD has a positive position regardin@OPRBO1,
which introduces aircraft cybersecurity new considerations in the certifice
specification, in place of the currently existing Special Conditions.

ASD supports also the creation of the AMG420that recognise the industri
standards for cybrsecurity jointly released by EUROCAETEZ@nd RTCA SX16.

response| Noted

comment | 237 comment by:Aerospace and Defence (AS

2 https://www.easa.europa.eu/documenlibrary/noticesof-proposedamendment/npa2019-07
3 https://www.easa.europa.eu/doement-library/noticesof-proposedamendment/npa2019-07
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Commented text

Based on the fact EPO3A guidelines were developed in the context of 14 CFF
25 and EASA &S5, the need to tailor these guidelines has been recognise
customising the text of CS27.1319 and CS29.1319 compared to CS 25.13
need for tailoring may also be required for defining the acceptability of the ris
the security assurance measures.

Furthermore, the proposed CS27.1319 and CS29.1319 requirements are inc
GKIFG LINPGSOGA2Y Ydzald 0SS SyadaNBR al
Of FNATe ¢gKIFG Aa YSIyld o6& ala ySoOS
report specifiedi K G a¢ KS GSN¥Y aYAGAILIGSR |
has discretion, as the applicant has for all risks, to establish appropriate mitig
against security risks.

In order to provide legal certainty in the interpretation of the CSuiegment anc
to recognise the specific tailoring need forZSand C29 product we propose 1
introduce a new sentence to GM 27.1319 and GM 29.1319

Proposed maodification
Add new sentence to GM 27.1329 and GM 29.1329.

¢ KS GSNY a! mdicaeS étattiel idéBtification, assessment :
mitigation of the security riskshould consider specific architectural ¢
operational capabilities of the rotorcraft. In doing so, the applicant may pro
criteria suitable for his product, for exampby tailoring the standards referred
in AMC 2e42.

response| Partially accepted

comment | 287 comment by:GE Aviation

GE Aviation would like to thank EASA for the work in coordinating efforts with

regulatory authorities to establistonsistent and harmonised rules, with industry

establishing suitable standards for use as Acceptable Means of Compliance i
the opportunity to provide comments on this NPA.

GE Aviation has performed a review by all relevant areas within the aoynged
submitted all comments through industry organisations AIA, ASD and GAl
reduce duplication of comments and to try to ensure industry consenst
comments on the NPA and requests for updates.

response| Noted

comment | 295 comment by:Bombardier

Bombardier concurs with the comments submitted by GAMA.
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response| Noted

comment | 296 comment by THALES AVS FRAN

From a general point of view, THALES Avionics has a positive position regard
NPA which introduces aircraflybersecurity new considerations in the certificati
specification, in place of the currently existing Special Conditions. THALES #
also supports the creation of the AMC-22 that recognizes the industrial standar
for cybersecurity jointly relesed by EUROCAE W& and RTCA £16. THALE
Avionics has contributed to the consolidation of comments within ASD and c
then with all ASD comments. Therefore no additional comment is provided her

response| Noted

EXECUTIVE SUMMARY p. 1-2

comment | 186 comment by:John Connolly (Atkins

Terminology is inconsistent throughout the documeft/ith the mixture of terms
such as Information Security, Security, CybersecurfBome terms such &
Cybersecurity Threat are not recognised terms in the cyber industry and
require specific meangs. ¢ KS GSNKKNBROSNIE &dzZF FAC

response| Partiallyaccepted
The terminology will be reviewed to ensure consistency throughout the docum

comment | 188 comment by:John Connolly (Atkins

There is no reference to a cybeulnerability assessment including penetrati
testing at the system of systems, system and product levidiss is a vital componer
of the testing process and should be performed alongside that of functional
safety esting.

response| Not accepted
Information security testing is addressed in AMG420

comment | 207 comment byL. Riegle Al£

2.4-What are the expected benefits and drawbacks of the proposals
"No drawbacks or adverse economic impactsexpected.”

Proposed modification

Cost of development is expected to increase. These costs are expected to be
than the positive impact on safety and security for the population.

Either delete statement or amend to reflect realistically that changeshat cost
neutral.
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2. Individual commentand responses

response

Justification

As a new (or at least changed) process is being introduced to Design Organi
and their supply chain, it cannot be expected to state that there will be no ad\
economic impacts. As a minimuybersecurity studies will need to be perform
which will raise costs.

Accepted
This will be better reflecteéh the ExplanatoryNote of the final deliverabldi.e. ED
Decision)

2. In summary why and what | 2.1. Why we need to change the rules 4
issue/rationale P-
comment |1 comment by Bryn Jones

response

comment

**
* *
* *
* *
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While cybersecurity is an unauthorised human attack upon aircraft and avi
systems, it's manifestation and impact mapt appear to be any different t
environmental (cosmic rays, solar protons, neutrons) and electromagnetic |
radio bursts, geomagnetic activity) causes. Single Event Effects (SEE's) and
Bit Upsets (MBU's) can occur within any avionics comptneDifferentiating
between cyber and environmental interactions may therefore, not
straightforward nor identifiable. Awareness of the space weather environment |
also be considered within the scenario of investigating cybersecurity so that cc
focused actions and mitigation is carried out.

Noted

9 comment by:European Powered Flying Unic
2.1. Why we need to change the ruleissue/rationale

page 4/20

block 8

The Agency writes "since aircraft systems m@easingly connected..." This is
obvious fact. We therefore think that provisions must be prepared to c
autonomous flights operated with aircraft not covered with the CS's included ir
NPA. In order not to be too late we propose to incorpordfeAS/autonomous fligt
ops in this rulemaking activity.

After reading your statement in 4.1.1. Safety risk assessment, 5th text block,
16/20, "since for all categories of aircraft, systems are increasingly connecte
thus potentially vulnerable.", wepromote a study ormperational aspect, the
rationale:"all" these aircraft operate in a common airspace, therefore all CS's sl
be looked at, and all relevant RPAS should be integrated without delay.

In addition, political aspects should no¢ llisregarded: unauthorised access,
Juse, disclosure, denial, disruption, (unauthorised) modification, distruction
terms the Agency uses repeatedly in the NPA. Therefore: Purely technical AN
GM are not sufficient to protect us from criminaitavities, more should be done, i
political levels.
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response| Noted
RPAS products are not considered in tberent task but will be handtd in a future
NPA.
While NPA201901 focuses on certain productsNPA 20197 Wanagement of
information security riskQ RMT.072)f proposes provisionshat are applicalde to
competent authorities and organisations in all aviation domains.

comment | 17 comment by:Universal Alloy Corporation Desig

Theneed for Cybersecurity is totallynderstood and unreservedly supportedhe
global rise in the numbers and capabilities of individuals and state spon
2NBFYyAalrGAz2ya 6Kz |NB gAfftAy3a (2
fact. There is no reason to believe that such cyberdgsts would baulk at hackin
into an aircraft system and EASA should be guided by the threat capability ai
the threat intent.

This DOA totally supports the NPA in its intent but this DOA is not techr
competent to comment on many details ohd specifics of regulation ar
International Standards.

response| Noted

comment | 49 comment by :European Cockpit Associatic

Stateof-the-art must consider (due to the long lifetime of such systems and
update cycles) the latesttate-of-the-art. E.g., if choosing an encryption or hash
function, a future proof or latest version should be used. Often there are se
newer and older solutions (e.g., algorithms) currently accepted but some are
and some newer. If the neweersions are more secure (and thus more future prc
they should be used. It must be ensured that the state¢he-art is kept (i.e., if a use
technology becomes unsecure it must be ensured that an update to a
technology is provided is a timely mamhe

response| Noted

comment | 70 comment by FAA

Page 4

Para 2.1 par 6

Referenced Text: EASA participated in the ASISP Working Group whose &
subtasks included considering the EASA requirements and guidance matel
regulatory harmonization purposes.

Comment: The ARAC report suggests that small airplasesthe ASTM ASI¢
standard that is in works and being matured. For the purpose of harmonize
EASA's NPA is not 100% aligned with the ARAC recommendations and c
construed to reflect a one size fits all for the entire aviation industry.

Proposed Resolution/Change: the ASISP approach in the NPA and accept ARA
recommendation to accept the ATSM ASISP standard once it is matured.

4 https://www.easa.europa.eu/documenrlibrary/noticesof-proposedamendment/npa2019-07
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response| Accepted
ASTM H4 future standard on cybersecuritynay be reference in AMC toCS23,
once they are available.

comment |71 comment by FAA

Page 4

Para 2.1 par 8

Ref Text: EASA has therefore decided to transpose the abewtioned SC it
certain CSs and/or AMC/GM, while also considering the recommendations ¢
ASISP Working Group report.

Comment: The NPA out come is not aligned with the new Part 23 rewrite or the !
continuum by both agencies. We believe this NPA will be too burdensome ¢
smaller part 23 manufactures that do not have same level of ASISP connecti
the commercal PART 25 aircraft do. EB26A, 356A and 355 are more aligned w
Part 25 certification.

Proposed Resolution: Change the ASISP approach in the NPA and accept AR/
recommendation to accept the ASTM ASISP standard once it is matured. IT
support harmonization between the two certification authorities and align with
safety continuum for smaller Part 23 airplanes.

response| Accepted
ASTM H4 future standards on cybersecurityay be referenced in AMC to &3,
once they are available.

comment | 81 comment by:General Aviation Manufacturers Association / Hen

GAMA applauds the European Aviation Safety Agency (EASA) for issuing a N
Proposed Amendment (NPA) thatidresses aircraft cybersecurity. Significant w
has been undertaken by EASA, other regulators, and industry to develop pro
for managing cybersecurity risks. As acknowledged by EASA, "cybersec
addressed as part of certification activitieSreew large aeroplane type designs a
STCs. ...in accordance with" the process for Special Conditions, which hav
applied to dozens of & aeroplanes.

GAMA welcomes EASA basing NPA Z16n the 20158016 Aviation Rulemakin
Advisory CommitteeARAC) Aircraft System Information Security / Protection (A!
working group recommendations. EASA basing an agency NPA on-ghdfteked
working group exemplifies the type of international harmonisation and coopere
activities that the worldwide agtion industry desires.

GAMA's comments are filed in context of the ASISP recommendations,\iougre
different from the ASISP recommendationsire based on the continued evolutic
that has taken place in the cybersecurity discussions underway betwesilators
and industry stakeholders as this field of aviation safety continues to mature.

GAMA comments are focused on the following key policy areas:
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- Section 3.1.1: The importance of a proportional set of requirements fe23X
aeroplanes. As notelly the agency earlier, historically, Special Conditions have
been applied to G35 aeroplanes and consideration of risk as well as threat ve
for smaller aeroplanes are recognized to be significantly different.

- Section 3.1.2: The agengyoposes a new CS 25.1319 to address cybersec
systems. GAMA recommends that the agency ensure that the proposed thre
("adverse effect on safety") is appropriate.

- Sections 3.1.3 and 3.1.4: The agency making it clear, as part of this NPA [
what the justification are for its proposed structure of the cybersecurity regule
for rotorcraft in C&7 and C&9 in context of both the proposal for small / lar
aeroplanes and the agency's experience with issuing Special Conditions for
aircraft.

- Section 3.1.8: The importance of the agency providing clarity about

cybersecurity considerations should be made by an applicant for installatic
Communications, Navigation, and Surveillance (CNS) equipment that relies
ETSO or inteqmerability standard.

- Section 3.1.9: The importance of providing clarity around how design ch:
should be classified as "major" in context of cybersecurity considerations.

And, the agency ensuring that the full impact of cybersecurity is considerbdlp
inform how to structure the proposed CS and associated regulatory update
OEMs, CAMO, and Operators when implementing cybersecurity best practi
part of design, continued airworthiness, and operations.

response| Noted

comment | 180 comment by:John Connolly (Atkins

t N y NBIFIRaA aXid2 aSOdz2NAGe GKNBIF
alignment with the industry/ K y3S (2-0&XB2 (1 X6 ®&NJ

response| Partially accepted
The terminology hasbeen reviewed to ensure consistency throughout t
document.

comment | 193 comment byLufthansa

Comment on last paragraph:

Stateof-the-art must consider (due to the long lifetime of such systems and lon
update cycles) the latestate-of-the-art. E.g., if choosing an encryption or hashit
function, a future proof or latest version should be used. Often there are sever
newer and older solutions (e.g., algorithms) currently accepted but some are
and some newer. If the neweersions are more secure (and thus more future
proof) they should be used.

It must be ensured that the statef-the-art is kept (i.e., if a used technology
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becomes unsecure it must be ensured that an update to a new technology is
provided is a timely manmg

response| Noted

comment | 272 comment byIlATA

IATA Comment: "....EASA needs to consider the -siffatiee-art means...."

Stateof-the-art must consider (due to the long lifetime of such systems and
update cycles) the latestate-of-the-art. E.g., if choosing an encryption or hash
function, a future proof or latest version should be used. Often there are se
newer and older solutions (e.g., algorithms) currently accepted but some are
and some newer. If the new&ersions are more secure (and thus more future prc
they should be used.

It must be ensured that the statef-the-art is kept (i.e., if a used technology becon
unsecure it must be ensured that an update to a new technology is provide
timely manne).

The question of statef-the-art and threat landscape needs to be mapped bac
impact, particularly with respect to safety of flight. If it's

acknowledged a flight safety component might be affected by future threats
effectiveness of the contrahay need to be questioned.

response| Noted

2. In summary why and what | 2.3. How we want to achieve #-overview of the 5
proposals P-
comment | 45 comment by:Europe Air Sports

EAS Comment to 2.3 Overview of the proposals

We notice that no requirements for @S A and G8LA are included in the NPA. \
find that very good and reasonable, but note that the reasons are not stated i
NPA. For example, is the risk regarded as low because of the limited num
people aboad, or due to the fact that small aircraft generally have few fligfitical
electronic systems, or because their value as a cybercrime "attack target” is I
due to the fact that they are operated in VFR where even a total electric failur,
be lesscatastrophic compared to an aircraft operated in IFR?

Could therefore also some @8 aircraft types, for example @83 aircraft operatec
in VFR, or otherwise "very lekisk" in terms of cybersecurity, be excluded from f
scope of this NPA, similartp LSA and VLA aircraft? EAS proposes this t
considered in the next phases of this Rulemaking Task.

response Noted
Cybersecurity considerations will not beandatory forcertification levell, level 2
andlevel3 CS23 aircraft, as well afor LSA and VLA.

comment | 82 comment by:General Aviation Manufacturers Association / Hen
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The NPA is limited to amendments forZ5 C&5, C7, C9, CE, CETSO, an
CSP as well as associated guidanc®terialas supported by the ASISP 'V
recommendations. As a result, the NPA applies requirements to Type Cert
Holders (TCHSs) and applicants for different aircraft systems.

However, the ASISP recommendations were provided in parallel to the Ue3aF
Aviation Administration (FAA) having published guidance for operators
maintenance organisations in Advisory Circular-118irworthiness and Operation
Approval of Aircraft Network Security Program (ANSP). A€l hit8vides guidanc
about the ogeration of an aircraft that has a special condition related to securit
onboard computer networks. As noted by EASA in NPA-2019e objective of
amending the different Certification Specifications is to "transpose the at
mentioned [Special Condith] into certain CSs and/or AMC/GM, while a
considering the recommendations of the ASISP Working Group report."

The amendments to &5, -27, and-29 identify "procedures and instructions f
continued airworthiness" in subpart b. of th@oposed Certification Specificatic
(i.e., "When required by paragraph a, the applicant must make procedures
instructions for continued airworthiness (ICA) available that ensure that the se
protections... are maintained.") This establishes aursgment on the applicant tc
produce procedures and ICA to support cybersecurity, but the compleme
requirement for the operator and maintainer to adhere to the "procedures” is
clear. (There is an existing requirement to adhere to the ICA, butQhedoes no
necessarily provide the complete security protections.)

- A continuing airworthiness management organisation (CAMO) / MRO is exf
to adhere to security procedures established as part of the certification proces
communicated by the @H through Instructions for Continued Airworthiness (I
and associated procedures. Is the CAMO community aware of these
responsibilities?

- An operator of an aircraft that today has a Special Condition (and in the future
have a cybersecurity féare approved as a result of this amendment) is expecte
adhere to the security processes of the design. Is the operator aware of thes:
responsibilities? Is the operator of a-2%aeroplane aware? Is an operator of a
23 aeroplane aware?

The prgposed AMC 2@2, Section 7, includes a requirement on an operatol
provide "Reporting" of "...any information security occurrences to the designi
[the] product or part", but does not include a requirement on the operator to adrf
to the processes oprocedures issued by the manufacturer about how to main’
the security of the system.

GAMA recommends that EASA determine if guidance and / or regulatory ug
also are warranted for aircraft operators or maintainers to complement this NF
the manner that FAA's AC 1iBcomplements the Special Conditions for operat
and maintainersAs an example, should amendments be made to Regulation (E
1321/2014 to address Part 145 and the responsibilities for aircraft maintai
Should amendments benade to Regulation (EU) 965/2012 to address P
ARO/ORO and operator responsibilities to comply with security procedures ar
ICA that contain security?

**
* *
* *
* *

* oy
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GAMA also notes that ICA and security operating procedures may Cc
information that is subjetcto certain constraints and security controls. The NP
silent about how EASA envisages the manufacturer, maintainer, and operator ¢
or have a responsibility to protect the security procedures and ICA from p
dissemination (i.e., similar to pcesses for Sensitive Security Information)?

response| Noted

comment | 93 comment by ENAC
General comment fully agree withd 2 KI 4G ¢S gl yid | yR Kz

response| Noted

comment | 97 comment by ENAC

General Comment:
the NPAdoesn't refer to the "non installed equipment” introduced by EU 2018/1
(refer to Art. 3 definitions item (29))

response| Noted
wat¢dntTHT RSFTAYSa GKS &a02L53> O2yRAG
AyaalrftSR SHdALIYSY(iQ 6bL90®
https://www.easa.europa.eu/documenrlibrary/terms-of-referenceand-group-
compositions/torrmtQ727

comment | 117 comment by FOCAwitzerland

Comment FOCAAs mentioned in the general comments, FOCA sees the need 1
this RMT with RMT 0.72Burthermore, we see the need for fate-face discussiol
between experts regarding the proportionality of the rule, especially concetr
different types of aircrafand potentially retrofitting.

Proposal FOCAdd reference to a step of fage-face consultation with experts an
a step to doublecheck for legal consistency with RMT 0.720.

response| Not accepted
EASA considers at this stage thag two topics do not contradict each othemd do
not require a joint workshop.

comment | 130 comment by:UK CAA
Page No:5

Paragraph No:Section 2.3
Comment:

CSAPU Appears to have been omitted from the list of applicable documents. It
understood why this has been omitted.
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Justification:
CSAPU is still in use and it is unclear why it has been excluded from the list of af
documents.

ProposedText: Add CSAPU to the list of affected documents.

response| Accepted

2. In summary why and what | 2.4. What are the expected benefits and drawbacks 5
the proposals '
comment | 34 comment by FAA

Page 5

Para 2.4, para3

Comment: While some large manufacturers of products have already
incorporating cybersecurity measures into their products by using SC's, and w
have such a large economic impact, smaller manufacturers may find it diffic
comply, especiallypnanufacturers of those who mostly work with CS 23, 27, & 2!
Proposed Resolution: No drawbacks or adverse economic impacts
expected. (Recommend adding robust language stating economic impac
manufacturers and operators here ordm.2.4.)

response| Accepted
This will be better reflected in thExplanatoryNote of the final deliverabldi.e. ED
Decision)

comment |72 comment by:FAA

Page 5

Para 2.4 par 1

Ref Text: What are the expected benefits and drawbacks of the proposals.
Comment:The level of burden placed on smaller Part 23 airplanes which adh
this NPA will have an economic impact to the small aircraft manufacturers whic
alreadystruggling to survive.

Proposed Resolution: Using the ASTM, ASISP aligns with the safety continul
will have minimum possible impact while addressing ASISP safety.

response| Accepted
ASTM H4 future standards on cybersecurityay be referenced in AMC to &3,
once they are available.

comment | 94 comment by ENAC

| donotagreewithd b2 RNJ 60l O1 2NJ I ROSNAS SO7
The new basic regulation requiresgaeat attention to this aspects (refer to E
2018/1139 art.89)

Stakeholders will have an impact at organization level in term of human resol
training and new processes definition (i.e. perform risk assessment speci
dedicated to cyber security)
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response

comment

response

comment

response

comment

response

Accepted
This will be better reflected in thExplanatoryNote of the final deliverablé.e. ED
Decision)

95 comment by ENAC

In order to reduce the economic impact among the different CS, it could be use
implementcybersecurity measuregradually, taking into account the performanc
and risk of operation applicable to the kind of aircraft. For example (first step)
with initial type certification ofCS 25, CS 29 aircraft, CS E, CS ETSO and new ¢
(secand step) aircraft falling within CS 27 and CS 23 initial type certification.

Noted
Cybersecurity considerations will not be mandatory for certificatewd 1, level 2
andlevel 3CS23 aircraft, as well as for LSA and VLA.

118 comment by FOCA Switzerlan
Comment FOCR S RA &l INBS 6AGK GKS adldsSy

SO02y2YAO AYLI OG&a | NB SELISOGSRE F2NJ
First, there is a possible overlap between security and safety assessments ite
refer to later comments under AMC. If not implented correctly, there could b
negative safety impacts. Secondly, there will definitely be economic impacts
short term as industry, operators and authorities learn about this topic and tra
hire new experts. We see this as an investment in ting lterm, so not necessari

Iy aF ROSNBSE SO02y2YAO0 AYLI OGo

Proposal FOCAhe significant investment in time and resources needed to train
or hire new experts should feature prominently.

Accepted
This will be better reflected in thExplanatoryNote of the final deliverabldi.e. ED
Decision)

181 comment by:John Connolly (Atkins

1. This section is unclear and confusirgleads the reader to make assumptio
and is notexplicit enough.¢ KS f I a4 &adraSySyid ac
F OOARSYy(iaQ &aK2dz R NBI Rarhlsgard Nioudd Siidol
malicious and nomalicious incidents.

Noted

This will beconsidered forthe Explanatory Note of the final deliverabldi.e. ED
Decision).

comment | 229 comment by The Boeing Compan

* *
*

*
* gk
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Page5
Paragraph:2.4

THE PROPOSED TEXT STATES
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response

comment

response

comment

Gb2 RNI ool O1la 2N ROSNERS SO2y2YA0
REQUESTED CHANGE
Deletesentence

JUSTIFICATION

Currently, ETSO/TSO does not have security requirements on the level
326A/356A, thus there will be an adverse economic imp@eir experience
Special Conditions (SCs) has proved that security certification does
significant cost. As we have experienced in discussions at the RTCA
Committee (SC) 216 there are experts in industry that believe if there is a sig
cost, it will preclude from performing the necessary security activities or maki
airframe manufacturer shoulder the entire cost burden, rather than a supplie
an ETSO/TSO.

Partially accepted
This will be better reflected in thExplanatoryNote of the final deliverablé¢i.e. ED
Decision)

238 comment by:Aerospace and Defence (AS

Commented text

G¢KS T OFAfFOATAGeE 2F /{a GKIG NBTES
against cybersecurity threats will ensure ttegiplicants take the necessary actior
during the design of their produat or parts and that the CSs are consistently appl
GKNRdzAK ff OSNIAFAOFIGAZY LINR2SOGa

Proposed modification

¢t2 Y2RAFTEe (GKS aSyiSyoOS Ay 2NRSNJ G2

during the design of the product. Such a sentence may be interpreted extensiy

any environmental tools, benches, means for providing information betw

stakeholdersduyfr 3 G KS LINE RdzOGO RS@St2LIVSy iz
aX gAff SyadzaNB GKIFG LI AOFyGa |

LINP RdzOG A& 2NJ LI NIas FyR (KFG GKS [ {2

Justification

The purpose of the comment is not to exclude design environment of the prs:
FNRY (GKS LINRPGSOGAZ2Y |3FAyald OeoSNE!
demonstrated to authorities beyond the scope of a relevant security perimeter.

Partially accepted
This will be better reflected in thExplanatoryNote of the inal deliverablgi.e. ED
Decision)

239 comment by:Aerospace and Defence (AS

Commented text
Gb2 RNIgolOlad 2N I RISNAS SO2y2YAO A

TE.RPRO.068-006 © EuropeanUnionAviation Safety Agency. All rightserved. IS@001 certified.
Proprietary document. Copies are not controlled. Confirm revision status through the EASA intranet/intern€tage23 of 130

Anagency of the European Union



EuropeanUnion Aviation SafetyAgency CRD to NPA 2@-01

2. Individual commentand responses

response

Proposed modification
Cost of development is expected to increase slightly. Thests are less than the
positive impact on safety and security for the population.

Justification

As a new (or at least changed) process is being introduced to Design Organis:
and their supply chain, it cannot be expected to state that there willd®adwverse
economic impacts. As a minimum, cybersecurity studies will need to be perfori
which will raise costs.

Partially accepted
This will be better reflected in thExplanatoryNote of the final deliverabléi.e. ED
Decision)

3. Proposed amendments and rationale in detail | 3.1. Draft certification specificatic 67
(Draft EASA decision) | 3.1.1. Draft decision amending the AMC and GM3CS P

comment | 2 comment by Luftfahrt-Bundesamt
GLYLINRPLISN Fdzy OA2yAyadododO2dAZ R £ SI R
Recommend to directly address catastrophic or hazardous/severe major effect
GKS SELINB&aairzy dzAaSR Ay [ { catastrophia ook
KITINR2dzak aSOSNBE YIF 22N STFFSOGa¢

response| Partiallyaccepted
Watastrophic or hazardous/severe magois a wording that existonly in the
specifications forotorcraft, and iscoming from AC 29.2c
The text will be updated as followd Xsystems whose improper functioning cot
lead to catastrophic or hazardous failure conditiOns

comment | 10 comment by :European Powered Flying Unic
3.1.1. Draft decision amending AMC and GM t28S
page6/20
GM 23.2500(b)
We support your draft.

response Noted

comment | 35 comment by FAA
Page 6

**
* *
* *
* *

* oy
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Para 3.1.1, para 1
Referenced Text: "Improper functioning of equipment and systems"

Comment: "Improper functioning® is difficult to distinguiskhcybersecurity threar
without the knowledge of the equipment intended function.
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Proposed Resolution: ¥ppreperfunctioningAbnormal behavior with respect to i
intended function of equipment and systems may be caused by intent
unauthorized electroit interaction (IUEI). (2) replace "improper functioning” w
"abnormal behavior"

response’ Not accepted
Uimproper functioningls the textused inCS 23.2500.
TheGM explains that thisitlnproper functioningmay be causgby IUEI.

comment | 50 comment by:European Cockpit Associatic

Proposalp M ®MS & LILIX A Ol yi YI &. RefaBeythayt Wwith
"should

Rationale:Such important considerations should be more than just an option.

response| Accepted

comment | 86 comment by :Panasonic Avionic

Should read "more severe than Minor" to be in accordance withSB&A/ED203A
2.2.3and 2.7.3.
Or "Major impacts ohigher".

response| Noted
Due to several other comments on the need to maintain the safety contin
principle, the texthas been changed into‘dnacceptable threat conditidRand
acceptability is developed in a dedicated section aodenforce the safety
continuum.

comment | 96 comment by ENAC

The difference between the requirement drafted for CS 23 and CS 27 as refle
the current proposal might bdifficult to justify.

In the NPA different operations are recalled e.g. @ATFR. But IFR apply as wel
CS 23.

response| Accepted
The wordingHazardous/severe majécomes from the FAA AC-2b Change 4.
This wordindhas beenchangedn the proposed text and wilbe consistent with the
scope ofRMT.0712on the ¥nhancement of the safety assessment processes
rotorcraft desgnQ

comment | 119 comment by FOCA Switzerlan

Comment FOCAN our opinion, with the current drafthere is a possible confusic
between safety analysis and cybersecurity assessment. Therefore, as far
applicability to CS 23 is concerned, plessfer to our proposal under the gener
comments a) 1.
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The dfference between the requirement drafted for CS 23 and CS 27 as reflec
the current NPA is not justified. In the NPA different operations are recallec
CATA, IFR but IFR apply as well to CS 23.

Moreover, the text proposed for GM 23.2500(b) mergjes safety assessment wit
the cyber security assessment creating a misleading interpretation on the
following area:

1 Equipment/systems leading to failure condition more severe than M#A
upon a safety analysis only, are not implicitly the same ofgant leading
to failure condition more severe than MAJOR when IUEI are possible ¢
of malfunction (as required by the GM 23.2500(b)).

71 Guiding the applicant to consider IUEI as source of malefaction goes in
RANBOGAZ2Y 27T NBE lfayradsBsynmnt, lwhiah ¥ 2nRI&adi
with respect to the cyber security assessment guided by ED 20X;

For the above, the actual GM results to unclear both in the equipment scope ¢
analysis, both in the kind of analysis outcome of this GMteertte, the current G\
23.2500(b) is considered misleading, not supporting certification liaison and |
to be source of conflicts and not harmonized position.

Proposal FOCA:he cybersecurity assessment should be a clearly identified sef
step. Espcially considering that cybersecurity assessments have to be carrie
again after a while to ensure that they are still current. They are not static proce

As mentioned under in the general comments a) 1. (gradual implementation ¢
NPA) and) 2. (For design change and STC) above mitigate the concerns ex
to 3.1.1.

Furthermore, thedifferences between CS 27 and CS 23 look not justifiable
23.2500(b) should be then equivalent to CS 27 1319, in order to keej
requirement clear andlean.

The NPA calls for OPS aspect in order to justify the differences but multiple ¢
and IFR ops are in common to both CS23 and 27. As a matter of fact, CS 2
might drive the difference (because of the third party protection) so the follgy
proposal is additionally madeefrain to insert GM 23.2500(landinclude the cyse
requirementin CS 27 Appendix C (CATA), so that only CATA helicopter should
to it, focusing on larger aircraft and more prone operation

response| Noted
Thispoint hasbeen discussed during the ARASISREVorkingGroup. See ARABSISF
Recommendation 10 and associated rationale.

comment | 131 comment by UK CAA

Page No6
Paragraph No3.1.1
Comment: ¢ KS NBFSNBYyOS (2 aAyaSydarzyl

6L!'9L0OE SEOfdzRSa OeoSNI GGlrKO1a
compromise etc) and excludes accidental/unintentional cyber threats. It i
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understood if this is the intent. Botbf those vectors would be considered
standard for cyber security purposes. In the case of-tawgeted cyber attack
GKSNB @dzZ ySNIroftS aeadsSvya FNBE O2YLNM
the intentional aspect would be possibly questionable.

Justification: This is limiting the scope of threat vectors and types of cyrcks
typically considered as part of cyber security.

Proposed Textimproper functioning of equipment systems may be cause
intentional/unintentional authorised/unattorised electronic interaction.

OR

The definition of IUEI assumes that any malicious interaction is unauth
(irrespective of the method of cybettack) and intentional (to include bo
passive and active attack types).

response| Not accepted
This point has been discussed during the ARAC ASt8ENng Group. The results
can be found in the ARAC repartSction 2.2.4.1.

comment | 132 comment by UK CAA
Page No:6

Paragraph No3.1.1, GM 2500(b)

Comment: By applying tdailure conditions more severe than major only, a lov
standard is proposed for €3 than for C&25. The NPA provides no justification |
the application of a lower standard. In the absence of adequate justification
standard applied to G&3 shouldbe the same as for €5.

Justification: It is not required that G83 be a lower standard than @S; a lower
standard should only be applied where appropriate, e.g. due to disproportio
cost/weight.

Proposed TextSuggest that the '3sentenceof GM 23.2500(b) is modified to rez
LY akKz2gAy3a O2YLIXAlIYOS 4AGK [/ { HOC
improper functioning could adversely affect the safety of the aeroplane,
applicant may consider AMC20H ® ¢ @

response| Noted
Due to several other comments on the need to maintain the safety contin
principle, the texthas been changed into‘dnacceptable threat conditiddand
acceptability is developed in a dedicated section aodenforce the safety
continuum.
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133 comment by UK CAA

Page No6
Paragraph No3.1.1

Comment:d ! a/-42q! ANB2NIKAYyS&aa LYF2NXIFGA?2
terms cyber security, information security and security are used interchang
throughout the document. It is not understood why there is a lack of consisten
the usage of these tens.

Justification:For consistency we suggest one defined term is used.

Proposed Textd ! ANB 2 NI KAYySada {SOda2NARiGe& wAhAali
{SOdNR & whial ! aa8aavYsyidé

Partiallyaccepted
The terminology will be reviewed to ensure consistency throughout the docum

168 comment by Embraer S.A

EASAeeks alignment with FAA ARAC ASISP recommendations but this text is
than the proposed text of PAIR21.16nH WS @d w G9aill
/| 2y RAGAZ2Y A F2NJ ! ANONI Fd {eadSvya Ly
aircraft.

The propeed text covers all part 23 aircraft while FAA PS targets only 14 CFR
Class 4, Commuter Category Airplanes.

GM 23.2500(b)

Improper functioning of equipment and systems may be caused by inten
unauthorised electronic interaction (IUEI). Theplagant may then also consid
O20SNRERSOdNA (e GKNBFdGa Fa LlkaarofsS 2
systems. In showing compliance with CS 23.2500(b) for equipment and s
whose improper functioning could lead to a failure conditionars@vere than majol
the applicant may consider AMC -20. This AMC provides acceptable me:
guidance and methods to perform security risk assessment and mitigation for a
information systems.

To:

GM 23.2500(b)

Improper functioning ofequipment and systems may be caused by intenti
unauthorised electronic interaction (IUEI). The applicant may then also co
OBO0OSNESOdNRA (& UGKNBlIGa Fa LRaaraotsS
systems. In showing compliance withZ322500(b) for equipment and systentsed
in Class 4 Commuter Category Airplawbese improper functioning could lead tc
failure condition more severe than major, the applicant may consider AMER2.:
This AMC provides acceptable means, guidance andadgto perform security ris
assessment and mitigation for aircraft information systems.

Noted
Due to several other comments on the need to maintain the safety contin
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principle, the texthas been changed into‘dnacceptable threat conditiddand
acceptability is developed in a dedicated section aodenforce the safety
continuum.

comment | 179 comment by:General Aviation Manufacturers Association / Hen

EASA introduces new Guidance Material (GM) in section 3.1.1 to adidteyssonal
unauthorised electronic interaction (IUEI). GAMA welcomes EASA leveragi
"new" C&23 regulatory structure to address a@drsecurity risks for normal, utility
aerobatic, and commuter aeroplanes.

Amendment 5 to G833 established an inteationally harmonised approach f{
general aviation aeroplane certification. Section 23.2500 (proposed as 23.131
updated prior to publication) is intended to address both unintentional
intentional interference with a system.

As the agencknows, work is underway at ASTM to finalise the associated guic
material for both unintentional and intentional interference. It is important that 1
agency leverage the updated ASTM standard fe2&&eroplanes when finalised |
the ASTM working gugp.

GAMA also recommends a review of the proposed GM 23.2500 (b) and the
the term "may" in the second sentence. The agency proposes that "The apyf
may then also consider cybersecurity threats as a possible source of 'img
functioning' of @uipment and systems."

The sentence may confuse the applicant and lead to the conclusion that the apy
may not have to consider cybersecurity, because of the use of the word "may"
sentence.

GAMA proposes that the sentence be updated to read:

"The applicanishouldconsider cybersecurity threats [IUEI] as a possible sourt
'improper functioning' of equipment and systems."

response| Noted
Due to several other comments on the need to maintain the safety contin
principle, the texthas been changed intodnacceptable threat conditiddand
acceptability is developed in a dedicated section aodenforce the safety
continuum.

comment | 211 comment byL. Riegle AlA

3.1.1
Commented tex
bwX8 FI Af dzZNB (')23/?)\(])\23/ WX8b

Proposedmodification

Change to threat condition

Is the use of "failure condition" language intentional and to tie security and saf
process together?
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If yes, add a separate paragraph that explains that the two processes should
interact (see also ED202A) rathéah using terms that can be ambiguous and th
intent is lost.

Justification

The use of terminology of failure condition is related to safety effeatgntentional
defects such as random failures or wear out. For intentional effects, also des
as UEI, the use of threat condition should be used.

Commented text
"improper functioning"

Proposed Madification
Modify to "abnormal behavior"

Justification
Improper functioning is not standard language and may be ambiguous. Stande
terminology for theintended purpose is abnormal behavior.

Commented text
IIGMII

Proposed Madification
IIAM CII

Rationale

Industry has invested significant resources to establish ED203A. The docume
specifically designed to provide both guidance material and acceptablesnek
compliance for the anticipated rulesas stated in Chapter 1.3 of ED203A identify
sections to be used as GM, AMC or only considerations for industry. By only
ED203A as GM (via AMC-2D and GMs in the individual parts), ED203A is
clasdiied as an AMC to the new rules. As there is only Guidance Material, S
Conditions will still need to be applied to all programmes. This is counter to indu
endeavour to harmonise approaches rather than individually negotiated respc
to CRIsThis is critical to ensure a level playing field, similar levels of safety
security and to reduce costs in the supply chain by allowing simple reuse of sy
and components.

response| Point 1:Accepted
Point 2:Not accepted

Quoting from ARAP/ASISEction 2.4.2:%hisworking group, as a result, conclud
that the proposed 23.1315 is an appropriate regulatory vehicle by which air
systems and equipment standards for Aircraft System Information Se
/Protection to address airworthiness can be addressed. The €asiechanism fol
the FAA, in coordination with other regulators, to address system security con
Aa o0& SaidlofAakKAy3d FdzZARIyOS GKFG al
includes the applicant addressing Intentiondhauthorized Electronic feraction

(IVEIQ

The status ofCS23 Amendment 5 was stillraftCat that time and, by the time o
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publication,evolvedfrom 1315 to 2510 in the FAA and 2500 in the EASA ankd
the text Wbnormal operatio@ecameinproper functioningin the EASA rule an
remained¥lbnormal operatiofn the FAA rule.

217 comment by:General Aviation Manufacturers Association / Hen

GAMA appreciates EASA adhering to the recommendations of the ASISP
group including witlregards to the applicability of the cybersecurity requireme
to different types of aircraft, specifically @8,-27, and-29 based on a consideratic
of safety risk and proportional applicability of requirements. GAMA appreciates
EASA has differeiated the requirements for noit€$25 aeroplanes.

In reviewing the proposal from the agency, however, we note that the diffe
structure proposed for G33 versus C37 and-29 may cause confusion about
intended objective, even though the intendedjebtive is likely the same.

The proposed GM for CS 23.2500(b) states:
"...In showing compliance with CS 23.2500(b) for equipment and systems \

improper functioning could lead to failure condition more severe than majdhe
applicant may considerMC 2042."

The proposed CS 29.1319 and 27.1319 state:

"Rotorcraft equipment, systems and networks, considered separately and in re
to other systems must be protected from [IUEI] thraay result in catastrophic ¢
hazardous/severe major effects the safety of the rotorcraft.”

Is the intent to addressybersecurity for the same safety effecie( "more severe
than major" equates to "catastrophic or hazardous / severe major" safety effec

GAMA recommends that EASA review the safety (security) objective intendec
addressed by the G&3,-27, ard -29 regulations and determine whether aligning t
safety objective and the effects of the Failure Condition with regard to how
identified in the proposed GM for 23 and related CS for 29 and 27.

Noted

Due to several other comments on theeed to maintain the safety continuui
principle, the texthas been changed into'dnacceptable threat conditiddand
acceptability is developed in a dedicated section aondenforce the safety
continuum.

227 comment by:Bombardier

Issue:inconsistent definitions

Details:Draft text for GM 23.2500(b) says that "Improper functioning of equipn
and systems may be caused by intentional unauthorised electronic intera
(IUEID)."
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This conflicts with the draft text for 4.1.1 Safety Riske8ssient that says "[T]hrea:
are caused by unauthorised electronic interactions that can be triggered by h
action, either intentionallyr unintentionallyfemphasis added]."

Recommend:changing 3.1.1 to "Improper functioning of equipment and syst
may be caused by intentionalr_unintentionalunauthorised electronic interactio
(IVEI)."

response| Not accepted
The definition oMUEQD as stated in the rationale, can be found in ED 202A anc
defined asW.human initiated actions with the potential to affect the a/c due
unauthorised access, use, disclosure, denial, disruption, modification or destr
of electronic informatn or electronic aircraft system interfaces. This definit
includes the effect of malware on infected devices...

comment | 240 comment by:Aerospace and Defence (AS

Commented text
GoXe O02dzZ R fSIFIR (2 | TFIYN{2RNE aO02 y RA

AMC20n HZ ?2¢pY awXe ! O0OSLNilofSk! yl OOS|
depends on the context and the criteria that are considered for the certifici
ALISOATAOFGAZ2YaAa 2F (GKS LINRRdzOG 2NJ (

Proposedmodification
Create 86, which is missing, and remove text from 89:

86 Acceptable/Unacceptable Risk

Whether a risk is unacceptable depends on the context and the criteria thi
considered for the certification specifications of the product or theetd part
The risk may be acceptable in some cases and unacceptable in others. For €
a threat condition that has a potential major safety effect, as defined in CS 25
will not be acceptablalepending on the level of threat of the associatdueat
scenario. The same safety risk may be acceptable for products that are ct
under C9.

Justification
Consistency between CS.xx rules, AM&2@nd recognised EZD3A.

Comment
Will EASA clarify in an AMC the accepted level at an indiv@tigdvel, or will it k
taken from ED203A?

response Accepted
The intent is to recogniséldceptabilityas in EE203A.
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comment

response

comment

response

241 comment by:Aerospace and Defence (AS
Commented text

GoOX8 FlFAfdz2NE O2yRAUGAZY OXBE

See also page 12, Poif(b).

Proposed modification
Change to threat condition

Justification

The use of terminology of failure condition is related to safety effects
unintentional defects such as random failures or wear out. For intentional effec
also described as IUElgthise of threat condition should be used

Accepted

273 comment bylATA
GM23.2500(b)

Replace "may" with "should" in the second sentence.

Not accepted

The gplicant may proposan alternative to AMC 20.42 asmeans of compliance
In particular, if and when a dedicated standard is available fe&#3C8rcraft(ASTM)
it maybe also proposed in the AMGCeference to this standard.

3. Proposed amendments and rationale detail | 3.1. Draft certification specifications 28
(Draft EASA decision) | 3.1.2. Draft decision amending25S P
comment | 51 comment by:European Cockpit Associatic

response

comment
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* *
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Proposal pg 7 «intentional electronic interaction (IUBb)should bedefined clearly
in this NPA. If strict ED203A definition is to be used, exclusions such as ja
should be clearly stated and evaluated.

Rationale The NPA 20191 makes extensive use of the ternméentional electronic
interaction (IUEI» without clealy defining it.

In a note p.7 it is said that it comes from RTCA/EUROCAE ED203A secl
However, during ED203A draft work there have been a lot of discussions ¢
d02LIST LISNAYSGSNI yR SEOfdzaAaAz2ya 2°
specifially excluded from ED203A IUEI definition whereas it could still be a |
GKNBFG F2NJ ALINPRdzOG &€ 2NJ aLI NIagég Gl

Not accepted
This is the consensus of the ARAC/ASISP W gk discussions within EUROC
and RTCA.

73 comment by:FAA
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Page: 7

Rationale Par 1

Ref Text: It is not, however, proposed to create a new paragraph, but to clarify
GM that 'improper

Comment: This rational is harmonized with FAA's approach to add guidance m
to AG23.1309E to clarity that ‘abnormal operation' includes 'intentio
unauthorized electronic interaction (IUEI)". In Addition material will be adde
reference the ASTM ASISP stand as a means to address IUEI.

Proposed Rationale: work together to mature the ASTM ASISP for col
acceptance.

response| Noted

comment | 76 comment by FAA

Page: 7

Para: section 3.1.2 CS 25.1319

Comment: To demonstrate the security functions have béaplemented and
perform properly.

Proposed Resolution: Suggest to add: c. Compliance with the requiremel
paragraph (a) of this section must be shown by analysis, and where necess
appropriate ground, flight or simulation tests temonstration that the securit
requirements related to intended functions are met.

response| Not accepted
This text is the result of the ARAGSISP WG. It is proposed without a change
regulatoryharmonisation reasons. Compliance with the requiremananalysis an
testing is defined in AMC 242 Section 8.

comment | 84 comment by:General Aviation Manufacturers Association / Hen

EASA proposal to amend 2% by establishing a new CS 25.1319, Equipn
systems and network informatiosecurity protection is supported by industry. T
proposed regulatory text aligns with the recommendations of the ASISP WG w
appreciated.

CS25, however, is not necessarily a homogenous group of aeroplanegs
products include aeroplanes with1® passengers used in business and comme
charter operations with mostly known passengers, up to and including aerop
with 300500 seats used in scheduled passenger operations with mostly unk
passengers. Itis clear that the cybersecurity thaaad risk of these operations is n
homogenous.

EASA proposes that @S aeroplanes equipment, systems and networks... mus
protected from intentional unauthorised electronic interactions that may resul
adverse effects on the safety of the aerapé. GAMA is concerned that the ager
proposes a threshold of "adverse effect on safety" for26Svhile the regulatory
language for G33, 27, and 29 seem more appropriate and bounded to addres!
safety impact.
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As proposed by EASA at the level of'adverse effect on safety” in the NPA, tl
would require that a completely isolated system with an overall hazard of only
be "protected” even though the effects are minor and other random failures of
system can be probable. An exemplifying systeften used in these discussions i
cabin management system with no direct (or indirect) connection to an esst
system.

GAMA recommends that EASA review the269roposed regulatory language wi
two objectives. First, EASA should determine whethe threat on all aeroplane
type certificated to C85 is the same and, if not, enable a different means
compliance for aeroplanes under a certain threshady( 19 seats). Second, EA
should determine whether the level of an "adverse effectsaffiety” is too stringen
for C&25 and, if yes, consider aligning the-Z55threshold with other certificatior
parts as proposed.

response| Noted

comment | 87 comment by:Panasonic Avionic

3.1.2, first para, end of last sentence

To be consistent with DEB56A/ED203A 2.2.3 and 2.7.3 and to av
misinterpretation, clarify statement to read "that may result in safety effects \
Major impact or higher to the aeroplane." Or see acceptable phrase on p.8.

response| Not accepted
This textis the result of the ARAGSISP WG. It is proposed without a change
regulatoryharmonisation reasons.

comment | 122 comment by FOCA Switzerlan

Comment FOCAThe procedures and instructions for continued airworthiness (
are just one part of the possible measures necessary to ensure cyber res
throughout the lifecycle.

Proposal FOC/ee under general comments, consider legal links to ensure cc
implementation throughout lifecycle also by operators, pilots etc.

response| Noted

comment | 134 comment by UK CAA

Page No7 and throughout
Paragraph No03.1. 2 and throughout

Comment: a Xa&daidsSvya FyYyR ySGg2N] AyTF2N)VI
security, information security and security are used interchangeably throughot
document. It is not understood why there is a lack of consistency in the use
these terms.

GaSOdzMIEG & YRR BB SOdzNRAGE LINRPGSOUA2Yy At
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Justification: For consistency we suggest one defined term should be used. The
0FaAO NBIdA I GA2Yy dzaSa aO&0SNJ &S OdzNA
Proposed Textd & SOdzNA G&¢ hw aO@0SNI aSOdzNA i
al { ® M 0 M dystOniis dektidykSagdiinformation related cyber secu

H P
LINE G SOGA2YE
OR

al { HpdPMoMmMd 9ljdZALIYSYyGs aeéead
LINE G SOGA2YE

(V)]
_<

Q)¢
™M
<

response| Noted
The terminology will be reviewed to ensure consistency throughoutiteiment.

comment | 167 comment by Embraer S.A

This section does not provide the reference level for risk acceptability as provid
parts 23, 27 and 29.

Embraer believes that the reference is required to perform the risk assessmer
keepthe alignment with PAIR21.1602 Rev. 2.

To change the text from:
W/ { uHpodPmMomMd 9ljdZA LISyl aeaasSvya I yR

a. Aeroplane equipment, systems and networks, considered separately and in r
to other systems, must berotected from intentional unauthorised electror
interactions that may result in adverse effects on the safety of the aerof
Protection must be ensured by showing that the security risks have been ide|
assessed and mitigated as necessary.

To:
W/ { Hp ®Mo M@ 9dez)\LJYSyGZ aeaisSvya I-yﬁi

a. Aeroplane equipment, systems and networks, considered separately and in r
to other systems, must be protected from intentional unauthorised elect
interactionsthat may result inmajor, hazardous or catastrophadverse effects o
the safety of the aeroplane. Protection must be ensured by showing that the s¢
risks have been identified, assessed and mitigated as necessary.

response, Not accepted
This text ighe result of the ARABSISP Working Group. It is proposed withot
change forregulatoryharmonisation reasons. Compliance with the requiremer
limited to major and higher safety effect in 2D3A, which is recognises AMC.

comment | 214 comment byL. Riegle Al/
3.1.2
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response

Commented text
IIGMII

Proposed Madification
"AMC"

Rationale

Industry has invested significant resources to establish ED203A. The docume
specifically designed to provide both guidance material and acceptable mee
compliance for the anticipated rulesas stated in Chapter 1.3 of ED203A identiy
sections to be used as GM, AMC or only considerations for industry. By only
ED203A as GM (via AMC-2D and GMs in the individual parts), ED203A is
classified as an AMC to the new rules. As there is only Guidance Material, !
Conditions wli still need to be applied to all programmes. This is counter to indus
endeavour to harmonise approaches rather than individually negotiated respc
to CRIs. This is critical to ensure a level playing field, similar levels of safe
security aml to reduce costs in the supply chain by allowing simple reuse of sy
and components.

Commented text
"aircraft information systems"

Proposed modification
aircraft systems or aircraft digital systems

Justification

Flight control systems can beaded using field loadable method&ll aircraft
systems that are connected to other systems should be includatbrmation
systems has a specific and almost universal meaning in Cyberse
Aircraft information systems may be confused with Airciaformation System:
Domain and thus applicants may incorrectly narrow the scope of their activitie!
neglect critical areas such as Aircraft Control Domain.

Point 1:Accepted
Point 2:Not accepted

comment | 242 comment by:Aerospace an®efence (ASD

* *

*
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Commented text

G¢KS USNY W ROSNES STFSOUua 2y GKS
provision to security breaches that impact on the safety and airworthiness o
aeroplane and its operation, rather than security breaches that may impact «
the systemghat have no safety effect on the aeroplane. For example, while t
manufacturer and the operator may have real concerns about protecting a d
that is used to process passenger credit cards and securing passenger
information, EASA does not regard thisbeing subject to review and approval
part of the certification of the system, but instead as something that the opel
or manufacturer would address as part of its business practices and
responsibilities to the customer.
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¢tKS GSNY wSogaalLN®SaQ OBFNMATASE GKIF G
establish appropriate mitigations against security risks.

¢ KS GSNXY WLINRPOSRAZNBA YR AyadaNUzOGa
while the ICA may be one mechanism for providingritbeessary instructions to
maintain airworthiness, the security protections may go beyond traditional IC
material, and also include other procedures provided to the operator. This al
with the existing practices among those applicants that have besredtSCs to
I RRNBaa | ANODNY TG AYyF2NNIGA2Yy aeads

Proposed madification
The above text is to be removed from Rationale and inserted as GM 25.131
GM E 50(l), GM P 230).

Justification
¢KS GSNYE W ROBNASISTFB OGRS 218 NKISK
ySOSadalNEQ YySSR Of I NAFAOIGAZ2Y ®
response| Accepted
comment | 243 comment by:Aerospace and Defence (AS

Commented text
aDaé

Proposed modification
al al ¢

Justification

The CertificatiorSpecifications currently only have AMCs rather than GMs. Indt
spent large efforts in establishing a Standard that was intended to be used as
AMC. By use of GM, special conditions will still be required and consistency at
industry will not occur.

Why is CS 23 and CS P the only ones that have this information as an AMC?
This commenits applicable for:

3.1.2¢ Draft decision amending €5

3.1.3¢ Draft decision amending €9

3.1.4¢ Draft decision amending €3
3.1.5¢ Draft decision amending €5

response Accepted
Theproposed text will be defined as AMC, instead of GM.

**
* *
* *
* *

* oy
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2. Individual commentand responses

comment | 288 comment bylATA

CS25.1319
(b)

There needs to be some context of the risk, ie. why these proceduresstngictions
are in place rather than simply following a list for compliance.

response| Noted

comment | 289 comment bylATA

Page 8 top section ending in "responsibilities to the customer".

In this scenario, should a manufacturer highlightusmmitigated risk exists within
service, however it is negafety related and the responsibility of an

operator to use in a secure manner.

response| Noted

comment | 294 comment by:Bombardier

Issue Security provisions for information systesecurity ICA

Comment The draft CS 25.1309(b) requires the applicant to make segatitied
ICA available to operators. We fully support the requirement for ICAs relatt
information system security, and believe that appropriate ICA are essential,if
the need for OEMs to develop them, and in the need for operators to follow t
correctly. We have concerns over the widespread distribution of seergiffed
information, as it can also be used to exploit a known vulnerability by a hostile |
prior to actions being taken by the operator. While not the topic of this rulemal
this applies equally to the case of mandatory corrective actiossme security
sensitive information should have restricted access.

Recommend Add provisions for restried access to security information.

response| Not accepted
The decision to include confidentiality as a security control should be based ¢
result of the risk assessment, but cannot be mandated in advance by the regu

3. Proposechmendments and rationale in detail | 3.1. Draft certification specificatior
(Draft EASA decision) | 3.1.3. Draft decision amending29S

comment | 88 comment byPanasonic Avionic

"that may result in catastrophicdt I T I NR2 dzik 8 SHASNBE 2 NJ Y
is acceptable alternative phrasing for p.7 comment.

response Noted
However the comment does not indicate which paragraph is proposed tc
changed.
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2. Individual commentand responses

comment | 135 comment by UK CAA
Page No:8

Paragraph No03.1.3, CS 29.1319

Comment: By applying to failure conditions more severe than severe major or
lower standard is proposed for €9 than for C&3 or C&5. The NPA provides r
justification for the application of a lower standard. In the absence of adeq
justification, the standard applied to should be the same as for-€%

Justification: CS29 helicopters typically carry 19 passengers + two crew which
many as some CX5 aeroplanes and more than most (all?) CS 23 aeroplanes It
required that rotorcraft standards be lower than fixed wing standards; a Ic
standard should only bepplied where appropriate, e.g. due to disproportiong
cost/weight.

Proposed TextUK CAA suggest that th& dentence of CS 29.1319.a is modifiec
NBIFR aw2z2i2NONI Fid SldALYSyildiz &deadasSy
relation to other systemn, must be protected from intentional unauthorise
St SOGNRYAO AYGSNI OtAz2zya GKIFEG O2dz R

response| Partiallyaccepted
This texthas beenchanged to consider s other comments and is now consiste
with the proposalmadein this commentirom the UKCAA

comment | 169 comment by Embraer S.A

Embraer believes that the text of this paragrapldiszy” dza dzl f € @

The text used is this section is different from the other sections and FAWRS
To change théext from:

W/ { HpdPMomMp 9ljdA LISyl aeaidsSvya |IyR

a. Rotorcraft equipment, systems and networks, considered separately and in rt
to other systems, must be protected from intentional unauthorised elect
interactions that may result in catastrophic or hazardous/severe major effects ¢
al FSGe 2F GKS NRG2NONI Flo X8

To:

a. Rotorcraft equipment, systems and networks, considered separately and in rt
to other systems, must be protected from intentional unauthorised elect
interactions that may result imajor, hazardous or catastropheffects on the safet;
oftheNR G 2 NONF Fld wX8

response| Partiallyaccepted
This texthas beenchanged to consider this comment, as well as other comm
received.

.t TE.RPRO.068-006 © EuropeanUnionAviation Safety Agency. All rightserved. IS@001 certified.

* *

L Proprietary document. Copies are not controlled. Confirm revision status through the EASA intranet/internétage40 of 130

*
* gk

Anagency of the European Union



EuropeanUnion Aviation SafetyAgency CRD to NPA 2@-01

2. Individual commentand responses

comment

response

215 comment byL. Riegle Al/

3.1.3
Commented text
IIGMII

Proposed Madification
"AMC"

Rationale

Industry has invested significant resources to establish ED203A. The docume
specifically designed to provide both guidance material and acceptable mee
compliance for the anticipated ruless stated in Chapter 1.3 of ED203A identify
sectionsto be used as GM, AMC or only considerations for industry. By only
ED203A as GM (via AMC-2D and GMs in the individual parts), ED203A is
classified as an AMC to the new rules. As there is only Guidance Material, !
Conditions will still eed to be applied to all programmes. This is counter to indus
endeavour to harmonise approaches rather than individually negotiated respc
to CRIs. This is critical to ensure a level playing field, similar levels of safe
security and to redue costs in the supply chain by allowing simple reuse of sys
and components.

Accepted
Theproposed text will be defined as AMC, instead of GM.

3. Proposed amendments and rationale in detail | 3.1. Draft certificatigpecifications
(Draft EASA decision) | 3.1.4. Draft decision amending2ZS

p. 89

comment

response

comment

**
* *
* *
* *

* oy

Anagency of the European Union

11 comment by:European Powered Flying Unic

3.1.4. Draft decision amending 2%
page 8/20
CS 27.1319

We support your draft.
Noted

136 comment by UK CAA

Page No:8
Paragraph No3.1.4, CS 27.1319

Comment: By applying to failure conditions more severe than severe major or
lower standard is proposed for @3 than for C&3 or C&5. The NPA provides t
justification for theapplication of a lower standard. In the absence of adeqt
justification, the standard applied to €3 should be the same as for-2%
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Justification: CS27 helicopters carry as many passengers as CS 23 aeroplan
not required that rotorcraft shndards be lower than fixed wing standards; a lo\
standard should only be applied where appropriate, e.g. due to disproportic
cost/weight.

Proposed TextUK CAA Suggest that th& dentence of CS 27.1319.a is modifiec
NBIFIR aw2i2NONI Fi SldALIYSYyildiz aeadsSy
relation to other systems, must be protected from intentional unauthori:
electronic interactions that could adversely affect the safet2 ¥ G KS NZ

response| Not accepted
This pointhas been discussed in the ARAGISP Working Groupnd the text
proposed in theNPA reflects the consensus reached by the Working Group.

comment | 137 comment by UK CAA
Page No: 8&9

Paragraph No:Sections 3.1.3 and 3.1.4
Comment:

It is unclear why the requirement for the Part 29 and Part 27 analyses are limi
catastrophic and hazardous failure effects. It is accepted that a standard ce
analysis would identify casding failures/events that could result in catastropl
and/ or hazardous effects, however, it may be unwise to assume that an ar
would identify the potential for multiple major or minor effects that wot
cumulatively result in a hazardous or catagthic event, unless there is a spec
direction to do this.

Justification:

Failure to include major and minor events in the analyses could lead to viabl
significant attack paths being missed.

Proposed Text:

We recommend that theequirements are extended to include major and mir
effects or use similar wording to that used for-Z5

response| Noted

comment | 138 comment by UK CAA
Page No8-9
Paragraph N03.1.3, 3.1.4, 3.1.5
Comment: Where procedures must be provided it is unclear whether these

consider the intended operational use/options as part of the risk assessment
how frequently these will be updated
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2. Individual commentand responses

Justification:Cyber security risk is contextual to the use of sggtem and may var
markedly, this risk also changes quite regularly and would need to be kept up t
to ensure the instructions remain appropriatds an example, if the risk assessec
the basis that the equipment is not vulnerable to known threatsd is not
interconnected then the guidance should be refreshed periodically to ensure t
that equipment in future becomes vulnerable appropriate additional mitigations
incorporated. Similarly, if the risk assessment relies on the equipment @iog|
interconnected this should be clearly stated so in future if a need to intercor
arises the risk assessment and guidance would be recompleted.

Proposed Text:

GGKS FLILX AOFYy(d Ydzaid YIF1S LINE GfvartdiNsSs
oL/ 10 F@FAtFotS GKFG SyadaNB GKIFG
These procedures and instructions must be kept relevant and should in
3dzA Ry 0OS 2y O2yGSEldz2 t dzaSodé

response| Noted
Consideration for ICA is provided in raatetail in AMC 2@2 (3.1.89).

comment | 139 comment by:UK CAA
Page No8-9
Paragraph N03.1.3. and 3.1.4
Comment: It is unclear if the intended scope is to include: equipment, systt
networks and information.
Justification: There seems to be a lack of consistency in terminology used to idt
scope. We are identifying this as a challenge as part of other afeader security
oversight (including Network and Information Systems regulation implementai
2SS INB 62Ny Ay3a (G2 OfFNARTFe (GKS RSTA
system scope with our industry and other interested parties. Is thereeedro
introduce some reference to criticality to help refine scope linked to adversity o
event?
Proposed Text:
G/ { HpodPmMomMdp / @0SN) AaSOdzZNAR (& LINRPGSOG/
AYVF2NXYIGA2YE
GDa HpPmMOMP prokediéMdlatedtOapNInand systems, network a
AYVF2NXYIGA2YE
Q! LIWISYRAE ! dHpPp / @80SNJ aSOdzNA(Ge Ay:
G/ { HTOPMomMd / @0SN) ASOdzNRG& LINRGSOGI
AYVF2NXYIGA2YE
OR
G/ { HpOBHNMBSOMNAGE LINRPGISOGAZ2Y NBT I
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2. Individual commentand responses

*Critical systems can be identified as equipment, network, software an
information systems where improper functioning could lead to a fai
O2YRAGAZ2YXXE

response’ Not accepted
The text needs to be consistent with the final report of the ARREISP Workin
Group forregulatoryharmonisation reasons.

comment | 170 comment by Embraer S.A

Embraer believes that theext may mislead the reader as it is.

The text used is thisection is different from the other sections and FAAARS.
To change the text from:

W/ { HTOMOME 9ljdZA LISyl aeaasSvya I yR

a. Rotorcraft equipment, systems and networks, considered separately and in r
to other systems, must be protected from intentional unauthorised electr
interactions that may result in catastrophic or hazardous/severe major effects ¢
al ¥FSte 2F GKS NROG2NONI Fiod X8

To:

a. Rotorcraft equipment, systems and networks, considered separately and in r
to other systems, must be protected from intentional unauthorised elect
interactions that may result imajor, hazardous or catastropheffects on the safet;
oftheN2 (1 2 NONJ T dX 8

response| Partiallyaccepted
The wording\Hazardous/severe majélcomes from FAA AC b Change 4. Thit
wordingis now changed tHazardoug§and is consistent with the scope RMT.0712
on(i Kéhhaktement of the safety assessment processes farceaft design®

comment | 216 comment byL. Riegle AlA

314

Commented text
IIG Mll

Proposed Madification
"AMC"

Rationale

Industry has invested significant resources to establish ED203A. The docume
specifically designed to provide both guidance material and acceptable mee
compliance for the anticipated res- as stated in Chapter 1.3 of ED203A identify
sections to be used as GM, AMC or only considerations for industry. By only
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2. Individual commentand responses

ED203A as GM (via AMC-2D and GMs in the individual parts), ED203A is
classified as an AMC to the new rules. Aséhisronly Guidance Material, Spec
Conditions will still need to be applied to all programmes. This is counter to indu
endeavour to harmonise approaches rather than individually negotiated respc
to CRIs. This is critical to ensure a level ptyield, similar levels of safety ai
security and to reduce costs in the supply chain by allowing simple reuse of sy
and components.

response| Accepted

comment | 226 comment by:General Aviation Manufacturers Association / Hen

EASAproposes a new CS 27.1319 that is modeled after the regulation appli
larger rotorcraft. The ASISP WG supported EASA (and FAA) issuing a regul
normal category rotorcraft focused on catastrophic and hazardous/severe r
safety effects.

The ABISP WG provided its recommendations in 2016. Since then, GAMA is no’
of EASA or FAA having issued CRI f@7G8torcraft to address cybersecurity.

If there has not been sufficient reason for the agency to write a CRI for a
rotorcraft, GAMAguestions whether a there is a basis to publish a new CS to ac
a perceived cybersecurity problem.

GAMA requests that EASA determine whether amending CS 27 with a new ¢
can be justified not based on the agency's experience with specific projéthe
answer is no, EASA may want to consider a lighter touch #7C&ich as th¢
standards envisioned for &3.

response| Noted

3. Proposed amendments and rationale in detail | 3.1. Draft certification specificatic 910
(Draft EASA decision)3.1.5. Draft decision amending &5 P
comment | 89 comment by:Panasonic Avionic

3.1.5 last sentence, replace "rather than" with "in addition to". | think we still v
the security risk assessment to consider adverse effects on a sengi@e, in
addition to any that may affect all engines.

response| Partially accepted

comment | 105 comment byRollsRoyce plc

Comment Summary 1 :

The C& 50 proposed wording introduces (for the first time inE} e phrase "tha
may result inadverse effects on the safety of the aircraft" Since this is an en
level requirement shouldn't the requirement be stated in engine level terms?

Suggested Resolution 1:
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2. Individual commentand responses

How about:
"that could result in hazardous engine effects"
If accepted therCSP would need to be similarly changed to be consistent

Comment Summary 2:

No amendment is proposed to €520 in relation to this NPA, yet agreement w
the airframer on the security requirements ought to form part of the mant
relating to the instdation of the the engine into the aircraft.

Suggested Resolution 2:
Add "security interface requirements" to the text in-E0 (d).

response Suggestd Resolution 1Not accepted.

For cybersecurity, because of the notion of intentional threat coadita threat on
an engine is a threat to all engines, so ultimately, it is the aircraft that is impact

Suggested Resolution Rartially accepted.

comment | 140 comment by UK CAA
Page No9

Paragraph No03.1.5

Q)¢

Comment: ¢ KSNB aSSy G2 oS | f1F101 =2°F
AYVF2NXYIGAZ2Y aSOdaNAGEe LINRGSOGAZ2YE

Justification:Lack of consistency
Proposed Text:
G9Y3IAYS O206SN) 4SOdzZNARGe LINRGSOGA2YE

response| Partiallyaccepted
The terminology will beeviewed to ensure consistency throughout the documel

comment | 141 comment by UK CAA
Page No:9

Paragraph No:Section 3.1.5

Comment:

¢tKS aS0O2yR aSyiaSyoS 2F GKS LINRPLRa&S

ddde  O2 dztiniply & evald th& waul only affect a single engine do
need to be considered. In the context of maintaining overall safety (e.g. addre
events that occur after an engine loss has already occurred), it might be unw
imply that events affeting a single engine do not have to be considered at all.
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| RRAGAZ2YIEtes GKS NBFSNByOS G2 alft
could make it difficult to interpret the intent of this text. This is because it is
specifically clear wther the requirement relates to all the engine control syst
elements on a single engine, (e.g. channel 1 and channel 2 controls) or all the
control systems on an aircraft and, by inference, all the engines on an aircraft

Justification:

Failure to consider events that affect single engines could result in the potentic
of more than one engine should a potential attack be realised after one or |
engines has already been lost as a result of other issues.

Proposeal Text:

We recommend that the requirements are extended to apply to single engine ef

response| Accepted

comment | 212 comment byL. Riegle Al£

3.15

Commented text

boX8 gAGK ALISOALFET O2yaiRSNI lakcaff andthes
engine, if applicable. In particular, specific cases of intentional unauthorized
electronic interactions that could potentially have similar effects on all the engi
control systems of an aircraft should be taken into account in the #gaisk
assessment, rather than any interactions that could only have an adverse effe!
a single engine."

Proposed Madification
Modify to "[...] with special consideration given to any external interfaces of the
engine and to the interfaces between.]!

Justification

Engines and propellers are separate Type Certificates from the rest of the ai
Sharing of risk and responsibilities is necessary to simply certification proces:
all involved- the aircraft TC applicant needs to be able tlyren engines/propeller:
not introducing risks via common interfaces and vice versa as neither will have i
into design of other TC applicant. Current Special Conditions required aircr
holders to make statements on security of entire aircraftlinling powerplants
without the easy insight and oversight of any external connections that
powerplants may have. By adding appropriate text, this can be simplified il
future - the aircraft TC applicant no longer needs to make statements on beh
the powerplants and only needs to check that the aircraft systems do not cre
risk to the powerplant. Similarly, the powerplant TC applicants need to ensure
any external interfaces are secured and that no risks are being introduced tc
airaaft via the interface.

Commented text
IIG Mll
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Proposed Maodification
"AMC"

Rationale

Industry has invested significant resources to establish ED203A. The docume
specifically designed to provide both guidance material and acceptable mee
compliance for the anticipated ruless stated in Chapter 1.3 of ED203A identify
sections to be used as GM, AMC or only considerations for industry. By only
ED203A as GM (via AMC-2D and GMs in the individual parts), ED203A is
classified a an AMC to the new rules. As there is only Guidance Material, S
Conditions will still need to be applied to all programmes. This is counter to indu
endeavour to harmonise approaches rather than individually negotiated respc
to CRIs. Thisicritical to ensure a level playing field, similar levels of safety
security and to reduce costs in the supply chain by allowing simple reuse of sy
and components.

Commented text

"For engine control systems, AMC-2D provides acceptable meargidance anc
methods to address GES 50(1), with special consideration given to the interfa
between the aircraft and the engine, if applicable. In particular, specific cas
intentional unauthorized electronic interactions that could potentially hairailar
effects on all the engine control systems of an aircraft should be taken into ac
in the security risk"

Proposed modification

For engine control systems, AMC-2D provides acceptable means, guidance .
methods to address G5 50(I). Specid consideration should be given to tt
interfaces between the aircraft and the engine, when and if applicable. In partic
specific cases of intentional unauthorized electronic interactions that ¢
potentially have similar effects on all the engirantrol systems of an aircraftThe
security risk assessment should address all potentially affected systems, rathe
Fye AYGSNIOlAz2ya (GKFG O2ddZ R 2yfeé KI

response| Proposed Modification 1: Accepted.

Proposed Modification 2: Accepted.

Proposed Modification 3: Partially accepte@he text has beemodified toconsider
alsoother comments.

comment | 234 comment by:Bombardier

Issue Draft text for GM E 50(l) "Engine information secupitgtection" should still
include single engine assessment

Recommend Change "rather than" in text to "as well as":

[S]pecific cases of intentional unauthorised electronic interactions that c
potentially have similar effects on all the engine consigdtems of an aircraft shou
be taken into account in the security risk assessmantyell agny interactions thar
could only have an adverse effect on a single engine.
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Partially accepted

244 Aerospace and Defen¢aSD)

Commented text

GoOX8 gAGK ALISOAIET O2yaARSNIGAZ2Y 3A
the engine, if applicable. In particular, specific cases of intentional unauthori
electronic interactions that could potentially have similar effeoh all the engin
control systems of an aircraft should be taken into account in the security ris
assessment, rather than any interactions that could only have an adverse ef
2y I aAy3atsS SyarySoé

Proposed madification
a2RATE (2 a& cohsidertiondgivein 0 any e3f@al intérfadds of th
SYyaayS FyR G2 GKS AYyGSNFIOSa o0Siag¢

Justification

Engines and propellers are separate Type Certificates from the rest of the a
Sharing of risk and responsibilities is necessary to siogptification processes
for all involved-the aircraft TC applicant needs to be able to rely on
engines/propellers not introducing risks via common interfaces and vice ver:
neither will have insight into design of other TC applicant. Current Special
Conditions required aircraft TC holders to make statements on security of er
aircraft including powerplants without the easy insight and oversight of any
external connections that the powerplants may have. By adding appropriate
this can be simdiied in the future- the aircraft TC applicant no longer needs t
make statements on behalf of the powerplants and only needs to check that
aircraft systems do not create a risk to the powerplant. Similarly, the powerp
TC applicants need to ensufeat any external interfaces are secured and that
risks are being introduced to that aircraft via the interface.

Accepted

3. Proposed amendments and rationale in detail | 3.1. Draft certification specificatic

(Draft EASAlecision) | 3.1.6. Draft decision amending &5 p. 1011

3 Luftfahrt-Bundesamt

chapter 3.1.6, AMC P230:

GLY LI NIAOdZ  NEdddO2dzZf R LRGSYUGAL ¢
systems..., rather than aripteraction that results in an adverse effect on a sin
LINR LIS £ SNIpe

5284 AN} OKSNJ GKFyé YSFEya OGKFaG GKS 1
not need to be analyzed at all?

Noted

**
* *
* *
* *
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The text has been modified monsideralsoother comments.

comment | 12 comment by:European Powered Flying Unic

3.1.6. Draft decision amending-€S
page 10/20

CSP 40 and GB 230

AMC P230

We support the idea. However, the first sentence of your rationale does not ma
happy.

Rationale:

In several cases of the past provisions for large aeroplane haven been broker
to light aeroplanes level, with limited success, to sayl#ast. Careful examinatio
is required before putting into force provisions that do not necessarily fit.

response| Noted

comment | 142 comment by UK CAA
Page No:10

Paragraph No:Section 3.1.6
Comment:

The second sentence of theNP L2 a SR ! a/ dAy LI NI AO
be read to imply that events that would only affect a single propeller do not net
be considered. In the context of maintaining overall safety (e.g. addressing €
that occur after a propellesystem loss has already occurred), it might be unwis
imply that events affecting a single propeller not have to be considered at all.

|l RRAGAZ2YyFfteY (GKS NBFSNByOS (2 alf
LINR LISt £ SNJ & O 2tddht@&preY the]irent bfithis Rekt. RIS iCoeziau
it is not specifically clear whether the requirement relates to all the propeller co
system elements on a single engine, (e.g. channel 1 and channel 2 controls) ol
propeller control systes on an aircraft and, by inference, all the propeller syst
on an aircraft

Justification:

Failure to consider events that affect single propellers could result in the pote
loss of more than one propeller system should a potential attackeldised after
one or more propeller systems has already been lost as a result of other issue

Proposed Text:
We recommend that the requirements are extended to apply to single prop
effects

response| Accepted
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comment | 213 comment byL.Riegle AIA

3.1.6

Commented text

boX8 AGK aLISOAIf O2yaARSNIGAZ2Y 3TAL
engine, if applicable. In particular, specific cases of intentional unautho
electronic interactions that coulgotentially have similar effects on all the engi
control systems of an aircraft should be taken into account in the security
assessment, rather than any interactions that could only have an adverse effec
single engine."

Proposed Madification
Modify to "[...] with special consideration given to any external interfaces of the
engine and to the interfaces between [...]"

Justification

Engines and propellers are separate Type Certificates from the rest of the ai
Sharing of risk antesponsibilities is necessary to simply certification processe
all involved- the aircraft TC applicant needs to be able to rely on engines/prope
not introducing risks via common interfaces and vice versa as neither will have i
into designof other TC applicant. Current Special Conditions required aircra
holders to make statements on security of entire aircraft including powerpl
without the easy insight and oversight of any external connections that
powerplants may have. By aadi appropriate text, this can be simplified in t
future - the aircraft TC applicant no longer needs to make statements on beh
the powerplants and only needs to check that the aircraft systems do not cre
risk to the powerplant. Similarly, theopverplant TC applicants need to ensure tl
any external interfaces are secured and that no risks are being introduced t
aircraft via the interface.

Commented text
"engine"

Proposed Madification
Modify word to "propeller control system" @entence to "interfaces between the
propeller and engine"

Justification

CSP does not use Engine to refer to the propeller/propeller systems. The inte
the statement should be ensuring that due consideration is made on how
propeller control systeninteracts with other systems, particularly those by ott
Type Certificate Holders and covered by other parts of the Certific:
Specifications.

Commented text
"AMC"

Proposed Madification
Clarify inconsistency in approaches across Certification agiwhs- CSP is the
only CS that has an AMC

response| Proposed Modification JAccepted.
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Proposed Modification 2Accepted.
Proposed Modification Moted. The text has been modified wonsideralsoother
comments

comment | 235 comment by:Bombardier

Issue Draft text for AMC P 230 should still include single propeller assessment
Recommend Change "rather than" in text to "as well as":

"[S]pecific cases of intentional unauthorised electronic interactions that c
potentially have similar effects on all the propeller control systems of an aircraf
relatively short period of time, and the resulting adverse effect on the safetyen
aircraft, should be taken into account for the security risk assessrasntell asany
interaction that results in an adverse effect on a single propeller.”

response| Partially accepted

comment | 245 comment by:Aerospace and Defence (AS

Commented text
GSyarySé

Proposed modification
a2zRAFTE g2NR (2 GLINRBLISttSNI O2yGNRE &
LINP LISt £t SNJ YR Sy3aAaySé

Justification

CSP does not use Engine to refer to the propeller/propeller systems. The inten
the staement should be ensuring that due consideration is made on how the
propeller control system interacts with other systems, particularly those by othi
Type Certificate Holders and covered by other parts of the Certification
Specifications.

response| Partially accepted

3. Proposed amendments and rationale in detail | 3.1. Draft certification specificatic 11
(Draft EASA decision) | 3.1.7. Draft decision amendingBETSO '
comment | 14 comment by Pratt@Whitney Rzeszow APl

Draftdecision amending G&PU

CSAPU 30 is amended as follows:

‘ CAPU 30Instructions for Continued Airworthiness

(c) The following information must be considered, as appropriate, for inclusior
the manual(s) required by €8PU 30 (a).
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response

comment

response

comment
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1)

wX 6

(13) Instructions applicable to information system security protection as require
CS't! GNnoOoRLO®Q

CSAPU 90 is amended as follows:

WSAPU 90 APU control system

wX86

(d) Information system security protection. APU control systénadiding networks
software and

data, must be designed and installed so that they are protected from intent|
unauthorised electronic

interactions that may result in adverse effects on the safety of the aircraft.
security risks and

vulnerabilitieamust be identified, assessed and mitigated as necessary. The apy
must make

procedures and instructions for continued airworthiness (ICA) available that e
that the security

LINPGSOGAZ2Yya 2F GKS 't! O2y(iNRft & I NE

The following AMC CGA&PU 90 is amended as follows:

WMC CAPU 90 APU Control System

The following sentence is inserted after current text:

WX 8

The AMC 2812 in the C&0 document provides acceptable means, guidance
methods to address

CSAPU 90(d), with special considdmat given to the interfaces between the aircr:
and the APU, if

I LILIX AOl 6f SdQ

Accepted

16 comment by Pratt@Whitney Rzeszow APl

Proposed is to amend the @% Utext similar to requirements as for type certificat
products, because according to ANNEX | (FARTo Regulation (EU) No 748/20!
para 21.A.604, authorization of new APU and approval of design chan
processed undetthe same procedures as certificated products, usingABS.
Therefore, amendment to Subpart A, Section 2 ofETSO will not cover API
because GETSO codes do not include requirements applicable to APU.

Acepted

143 comment by UK CAA
Page Nol1l
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Paragraph No3.1.7

Comment:d 8 SOdzZNRA G& | dadz2N»y yOS f S@Sté¢ ySS
unclear. We would welcome a definition.

Justification:This could be read to mean that a security assurance level would
different tiers or different levels. If that is thetemt would that be based on the cyb:
risks identified or the impacts of an adverse effect? For example, if the ad
impact could result in X then a security assurance level of 5 is required.

response| Noted
The cfinition can be found in ERO3A Airworthiness Security Methods al
Considerations

comment | 210 comment byL. Riegle Al£

3.1.7

Commented text

"An ETSO article may be designed with a security assurance level (SAL), accc
the procedure provided in AMC 212."

Proposedmodification

Modify to "An ETSO article may be designed with consideration for a specified
threat condition or threat condition severity, according to the procedure provide
in AMC 2&42." or if SAL is preferred, "An ETSO article may be designed with a
seaurity assurance level (SAL) for specified security measures, according to th
procedure provided in AMC 242."

Justification

Common practice for ETSOs has been to specify the failure condition for safet
ensure they can remain commodity items (intéatallow changing of units withou
affecting TC) but allowing the freedom of developers to implement an appropri
design with flexibility in architecture and thus DAL. This principle should be ca
forward for security and not specifying the SAL Imgtéad the severity of the
threat conditions to be expected. It may be advisable for some articles to spec
common security measures where ETSO articles have connectivity to untruste
systems or are otherwise highly exposed.

A SAL in absence of securitgasures does not provide value as SAL is an
assurance of security measures.

SAL is described in EBB6A/ED203A section 4.4SAL can be assigned to securit
measures and asset©nly SAL 0 is assigned to assets that are not security
measures.Therefore it is more correct to refer to SAL of security measures for
purpose of this paragraph.

response| Partially accepted

comment | 246 comment by:Aerospace and Defence (AS

Commented text
G!'y 9¢{h I NIAOES YI & assufanck B\eIXSAY) aécord
to the procedure provided in AMC 20H @ €
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response

Proposed madification

a2RAFe G2 da!y 9¢{h INIGAOES YI& 0S5
threat condition or threat condition severity, according to the procedure proy
inAMC 201 H ® ¢

Justification

Common practice for ETSOs has been to specify the failure condition for sa
ensure they can remain commodity items (intent to allow changing of units
without affecting TC) but allowing the freedom of developers to anm@nt an
appropriate design with flexibility in architecture and thus DAL. This principle
should be carried forward for security and not specifying the SAL but insteac
severity of the threat conditions to be expected. It may be advisable for som
articles to specify common security measures where ETSO articles have
connectivity to untrusted systems or are otherwise highly exposed.

Not accepted

It is difficult to know the threat condition on an ETSO article before its installe
The only thing that an ETSO supplier can provide the instatiers some assuranc
that the information security has been taken into account to a certain level.

3. Proposed amendments and rationale in detail | 3.1. Draft certification specificatic
(Draft EASA decision) | 3.1.8. Draft decision amending ARIC

p. 1114

**
* *
* *
* *

* oy

comment

response

comment

13 comment by:European Powered Flying Unic

3.1.8. Draft decision amendifgMG20
page 1114/20
AMC 2642 Airworthiness information security risk assessment

We support your proposals. We particularly like the last text block of chapter
page 14/20 where you make clear statement on acceptable and/or unaccef
risks. Our amment no 12 (G®) was made on this base.

Rationale:
Considering the wide range of aircraft falling under the term "cyber security
"cyber threats" a high degree of flexibility is very important.

Noted

18 comment by:Universal Alloy Corporation Desig

Theproposed AMC2G1 H  a G 6Sax a¢KS | LILX AOI yi
threats that were not foreseen during previous product information security
assessments (PISRAs) of the systems and parts of daegtr If the assessmel
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response

comment

**
* *
* *
* *
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identifies an unacceptable threat condition, the applicant should notify the oper:
2F (GKS ySSR IyR GKS YStya (2 YAGAZTL

¢CKAA AYLIEASA GKFdG GKS | LILX AOlI yi-@kK
functionz LR OGSy dAlffe HARGIR KI OFEXNAE2 &S WAL
We suppose a more passive monitoring approach is possible, where thi
assessment is revisited only when new threats are known. However, how does
come to know about ttm? There appears to be no provision for a published li
threats, a position that is at odds with other aircraft safety arrangements, where
SIBs etc. are deliberately publically available. There are obviously security co
with publishing knowrsecurity threats before they have been countered. There
obvious analogies with the wider software world. If an IT Security Compar
AyaidlyoOS FAYyRa | @dzZ ySNI oAt AGE Ay 2
of this privately and onlyyblish once a patch is available. This obviously only w
for a single system and if the vulnerability is more widespread and not every aff
developer is informed, then on publication, those who did not get the chanc
develop a patch are immedidtevulnerable.

The NPA appears to be aimed at original manufactures of equipment, who ho
keys to the code and have full knowledge of the system. However, it does not af
the DOA function of third party modification. If a DOA installs a pie€&3dfS avionic
equipment under cover of an STC, it has no knowledge of how it works fr
software security perspectivaJp until now, all the DOA is required to do is a limi
investigation of the equipment qualification and Design Assurance (DA)
together with a system assessment in accordance with CS XX.Ha0@ver, the
DOA is responsible for the ICA for the installed equipment. Beyond instrt
operators to install the latest updates from the equipment OEM, how can a
hope to comply wih the provision of the NPA? Even OEM updates may or, ma
include changes to code that address vulnerabilities, but the DOA does not
because they are not published. Furthermore, the update may actually introd
new vulnerability. If a DOA iesponsible for the ongoing security of the equipme
is EASA expecting each DOA to make a comprehensive security risk assess
each OEM software update to equipment installed under our STC, completely
of the detailed changes made by the equipm©EM?

The two issues discussed above show an expectation by the NPA that DOAs
software expertise that is far in excess of reality and that DOAs can
assessments and decisions concerning cybersecurity equivalent to those
equipment sofware developers.Unfortunately, this is not the caseDOAs ofter
have little to no software expertise.

Noted

STCGpplicantsneed either to perform their own risk assessment and/or entéo i
an agreement with the OEM. Guidance can dwanfl in ED 203/&&ction 4\Aircraft
MaodificationQ

20 comment by AIRBUS

1. PAGE/PARAGRAPH / SECTTEBN COMMENT IS RELATED TO:
Page 12, AMC 242, section 3.1.8.4 (a)
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2. PROPOSED TEXT / COMMENT:
The text "[The PISRA] is an assessment of the information security of the s
GKFG FTNBE AaLISOATAO (G2 | LINRPRdAzOG 2NJ
assessment of the information security of tegstems of a product or part that a
identified in the section 2 of the AMC

3. RATIONALE / REASON for comment:
¢KS YSIYyAy3a 2F (GKS GSN¥Y aaLISOATAOE

response| Accepted

comment | 21 comment by AIRBUS

1. PAGE/PARAGRAPH /SECTION YTHE COMMENT IS RELATED TO:
Page 12, AMC 242, section 3.1.8.4 (d)

2. PROPOSED TEXT / COMMENT:

¢tKS GSEG ahyOS GKS 2SNttt Nmxal Kl
should develop instructions, as des@d in Section & X»6should be replaced b
«Once the overall risk has been deemed to be acceptable, the applicant s
develop instructions if necessary, to ensure that mitigations are effectiv
RSAONAOGSR Ay {SOGA2Y ¢ 0X6

3. RATIONALE / RISON for comment:
The necessity to have instructions will depend on the design solution and can
determined a priori.

response, Accepted

comment | 22 comment by AIRBUS

1. PAGE /PARAGRAPH / SECTTGN COMMENT IS RELATED TO:
Page 13, AMC 242, section 3.1.8.5 (a) (iv)

2. PROPOSED TEXT / COMMENT :
/] 2YaARSNI NBLX I OAy3I 4 FFSOUSR AlGSY&ad

3. RATIONALE / REASOBUSTIFICATIGbF the Comment:
I
|

aS 2F aAGSYé Aa YAAatSFRAYy3a 06SOF dza §
aedaitsSyod a!aasSie Aa |t NBFRe& dzaSR -208A
response Accepted
comment | 23 comment by AIRBUS

1. PAGE/PARAGRAPH / SECTTBIE COMMENT IS RELATED TO:
Page 13, AMC 242, section 3.1.8.5 (a) (v)

2. PROPOSED TEXT / COMMENT: .
Goe O2yaAiARSNAYy3I GKS SERA Slivdld @ adi& Grday
sentence (see next comment)
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3. RATIONALE / REASON for comment:

Procedural and technical security protection means are often already includ
initial concept and design. These protections should be taken into account
determining the initial security risk, without requigra second iteration of a PISR

response  Accepted
Reference: ED 202A Section 3.2.2

comment | 24 comment by AIRBUS

1. PAGE/PARAGRAPH / SECTTEBRN COMMENT IS RELATED TO:
Page 13, AMC 242, section 3.1.8.5 (a) (v)

2. PROPOSED TEXT / COMMENT:

¢tKS GSEG aS@OltdzZ GA2y 2F (GKS LRGSy G
performing a successful attack that would have an impact on safeghould be
NBLX I OSR o6& aSgI f dz (A 2sfcritygoivteciod phéansRa
iKS tS@St 2F GKNBFO 0KIFd 62dd R KI @S

3. RATIONALE / REASON for comment:

Gt 20SyGAlftAGe 2F SELX2AGFGAZ2YE |y
descriptions of the same kind of analysis th@tuses on the attacker perspectiy
The level of threat is that which is defined in ED 203 table 2.2.

response Accepted
Reference: ED 202A Section 3.2.2

comment | 25 comment by AIRBUS

1. PAGE/PARAGRAPH / SECTTGN COMMENT IS RELATED TO:
Page 13, AMC 242, section 3.1.8.5 (a) (vi)

2. PROPOSED TEXT / COMMENT:

The text "determination of whether the risks, which are the result of comparing
severieswiththelJ2 G SY G At AGe G2 Fdadl 01 wX8H
of whether the risks, which are the result of combination of the severities anc
LRGOGSYydArtAGe G2 FdaGr Ol wX8bod

3. RATIONALE / REASON for comment:
Severity and potentiality to attackre two different matters and thus cannot [
compared.

response Accepted

comment | 26 comment by AIRBUS

1. PAGE/PARAGRAPH / SECTTBE COMMENT IS RELATED TO:
Page 13, AMC 242, section 3.1.8.5. (b)

2. PROPOSED TEXT / COMMENT:
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response

comment

response

comment

response

comment

* *
* g
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It is Airbus understanding that only paragraph 2.1.1 oRBPRA is applicable as req
in section 3.1.8. 5. (b) even though other references 6RBPA are found in 3.1.8 |
(b) and (c).

Could it be confirmed ?

Noted

Section3.1.8.5.(b) refers to ERO2A Section 2.1.1 as guidance.

It does not limit the applicability of ED 202A to that section. Therefore, tbanebe
more references, when necessary.

27 comment by AIRBUS

1. PAGE/PARAGRAPH / SECTIEBN COMMENT IS RELATED TO:
Page 13, AMC 242, section 3.1.8

2. PROPOSED TEXT / COMMENT:
Section 3.1.8 6 is missing.

3. RATIONALE / REASON for comment:
It should be added for document structucensistency.

Noted
The text has been modified to considdsoother comments.

30 comment by AIRBUS
1. PAGE/PARAGRAPH / SECTTGN COMMENT IS RELATED TO:

Page 13, AMC 242, section 3.1.8.9

2. PROPOSED TEXT / COMMENT:

The text "for example, physical and operational security” should be replaced b
example, physical and operational procedures".

3. RATIONALE / REASON for comment:

G2LISNI GA2Yy I § ASOdNIHIBEOIBR KBNS wiok2
LIN2 OS RdzNXB & ¢ g2dZ R 0SS Y2NB I LILINE LJIN
instructions.

Accepted

31 comment by AIRBUS

1. PAGE /PARAGRAPH / SECTITEN COMMENT IS RELATED TO:
Page 14, AMC 242, section 3.1.8.9

2. PROPOSED TEXT / COMMENT:

¢tKS GSEG aC2N) SEFYLX ST I GKNBIG 02y
defined in CS 25.1309, will not becaptable if the probability that the associatt
threat scenario is successfully exploited is too jgh & K2 dzft R 6 S N,
example, a threat condition that has a potential major safety effect, as defined
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25.1309, will not be acceptable depding on the level of threat of the associat
GKNBIFG aO0Syl NR 2 dé

3. RATIONALE / REASON for comment:
Probability is related to safety assessment that addresses a list of events from
act of sabotage is explicitly excluded.

response| Accepted

comment | 32 comment by FAA

Para 3.1.8(b)AC 2042 proposes a method of compliance to aircraft syste
information security protection for G&3, C&5, C&7, C&9, C&E, CETSO, CB
rulemaking which would require compliance t©D202A/RTCA DB26A, EDB
203/RTCA DQ@56A, EER04/RTCA D@55

Comment: The European Documents (ED) / RTCA documents listed in the refe
text were developed as a means of compliance for Transport Category Airplan

Proposed Resolution: RequireetlED / RTCA documents forZ5Sonly. Allow othel
standards such as American Society for Testing and Materials (ASTEMAFISP b
used as a means of compliance forZ3SC7, CR9, CE and C®. The securit
threats and vulnerabilities are differeatross aircraft types.

response| Not accepted

Its content is generic enough to be used for other kintlproducts. Applicability i
not mandated at standard level but in the AMC.

EASA will considehe applicability ofthe ASTM H4 standard for general aviatic
(GA) once it is published.

comment | 36 comment by FAA

Page 13 and 14

Para 8 and 9

Comment: The mitigation can be fast or slow, expensive or cheap, what mati
the effectiveness.¢ KS F20dza &aK2dzZ R 06S 2y a97FF
Proposed Resolution: If information security risks that are identified during
product information security risk assessment (PISRA) need to be mitigated, s
verification should be used to evaluate thHicieney effectiveness of the mitigatiol
means.

response| Accepted

comment | 37 comment by FAA

Page 11

Para AMC 2@2

Referenced Text: RTCA documents

Comment: need to include ASTM for part 23, general aviation
Proposed Resolution: add ASTM F44 standard reference to this list.
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response

comment

response

comment

response

Not accepted
The gplicability of ASTM-E4 will be considered by EASA, once it is published.

38 comment by FAA

Page 12

Para 4

Referenced Text: general principles

Comment: for consistency: cybersecurity is specific to information migttaork, and
not physical security

Proposed The information systems identified in Section 2 should be assessed
any potential IUElsecurity threatsand vulnerabilitiesthat result in anunsafe
condition.

Accepted

41 comment by EUROCAEANnna Guegan
3.1.8 Draft decision amending AMEZD

COMMENT 1: Page 3. Purpose

EUROCAE welcomes the referencing of its EUROCAE Documents in this N
Proposed Amendment (NPA). In addition to ERA/ DG326A, EER03A/ DD-356A
and EDB204/DG355 currently mentioned, please note that we have recel
published EE205 - Process Standard for Security Certification and Declaratic
ATM ANS Ground Systems, published in March 2019.

Furthermore, revisions of EPD4/ DG355 and EE201 - Aeronautical Informatior
System Security (AISS) Framework Guidance are currently being prepared.
document, EExxx /DOxyz- Guidance on Security Event Management is also u
development.

IfyouK I @S Fye [jdzSaidAaz2y 2y 9! wh/!1 9 R2O!

COMMENT 2: Page 13 5. Product information security risk assess(mEmsRA)

(b) Theprocessidentified in EERO2A Section 2.1.1 is acceptable as guidance
performing thePISRAor products and parts under Part 21.

For the sake of clarity, the sentence could be amended as follows:

(b) The procesfor Security Risk Assessmadéntified in EERO2A Section 2.1.1
acceptable as guidance for performing the PISRA for produdtparis under Par
21.

Rationale:

The fact that the RMT refers to PISRA while the ED refers only to PASRA ar
can be misleading. Specifyifaq Security Risk Assessmgmbvides clarification.

Comment 1Noted
Comment 2Accepted

comment | 42 comment by:GeneralAviation Manufacturers Association / Henn

**
* *
* *
* *
* oy
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EASA proposes in AMC-2P: Airworthiness information security risk assessm
section 1. Purpose (c) that AMC-2D "establishes guidance to use-EOQRA... and the
certification ofaviationrelated servicesg(g. traffic management, data links, gtc.

GAMA notes that separate efforts are underway to review the standards used f
traffic managementelated services including communications (data link), navige
(GPS), and sweillance (AD®) with the objective of including cybersecur
requirements as part of the industry standard or related E/TSO where appropria
an example, some of these efforts may result in amendments to the staneéagd
reference to RTCA 969 Terms of Reference, SPECIFIC GUIDANCE, 5. "New M(
address, to the extent practicable, the threats of intentional interference
spoofing.)." Related to this review, some GdyBersecurity risk analysis is bei
undertaken by dedicated groups.¢, EASA RMT.524, Task 5).

Industry must adhere to and meet the requirements identified by EASA in the ET¢
is not permitted to make changes that adversely impact the interoperability
system.

This issue was discussed in the FAA ARAC ASISP W@ eedations (reference t
Recommendation

27; https://lwww.faa.gov/regulations_policies/rulemaking/committees/documents;
edia/ARACasisp1-20150203R.pdf). In response to this recommendation, cel
regulators have conducted a table top review of the staxidaand where suitable
initiated work to update the standards per above.

The inclusion of the example in the proposed section 1 (c) likely would cause cor
as to what an applicant needs to do, especially for air traffic management anc
equipmentthat relies on mature links and functionality.

GAMA recommends that EASA does not include the example by rewriting (c) to

"This AMC establishes guidance to use2BRA, 203A and 204 in the different conte
of the initial and continuedairworthiness of products and parts." [DELEGHEL-the

certification-of aviatiorrelated services{e-g—traffic managementdatalink-etc.]

response| Accepted

comment | 43 comment by:Virgin Atlantic Airways Ltc

EASA wish to take a riblanced approach to Aircraft Cyber Security, wi
VAAfully endorses. However, this NPA seems to concentrate on OEMs/ T
STCHs Service providers etc. performing the risk assessments and impleme
mitigations. ¢ K I { Cak excBgi®hen you get to the elements which ¢
implemented by operators, such as the IT systems that support the
function. These are certainly not devoid of risk and how they are implementec
have a significant impact on the level of risk podedthe aircraft and aircraf
systems. Thus it would make sense for the operators to also take a risk mar
approach to implementing things such as the Ground Support Information Sy
(GSIS) the EFBs and otherdlated systems that interact directind indirectly with
the aircraft.

**
* *
* *
* *

* oy
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However, it is difficult for operators to achieve this without the full facts about
vulnerabilities in the first placelf you follow the logical pathway:

Vulnerability = the weakness

Threat = the actor or methodhich can leverage a vulnerability

Likelihood = the probability of the threat being able to have an effect (could al
called frequency)

Risk = the resulting score of the three items above.

Operators could make an informed assessment and suggestationg. Yet
currently it is the OEMs/ TCHs/ STCHSs/ Service providersvbttknow the risks ant
who communicate instructions and recommendations to mitigate these rigkss
information is passed on without informing the Operators of the detail, a
recommendation on measures to implementhis seems nesensical to meln the
course of ouwork on eenabled aircraft VAA has discovered multiple softwa
vulnerabilities some of which appear to have mitigation recommendations,
worryingly, somei K I (i  Ho® ¢af &nddperator ensure Assurance of the Airc
Systems if we do not know the full risk picturé&eing as operators have a f
amount of freedom to implement their own solutions in whatever way they seer
how can an operator knowof sure whether their configuration will increase
decrease the riskHow can an operator implement risk management over issue
which they are not aware but are fully exposed tde manufacturer may have
very different appetite for risk to the @pator, so how is that dealt with at th
corporate level?

VAA understands that aircraft IT vulnerabilities would be an extremely sen
subject and sharing them would not be without concern, but there are way
ensuringconfidentiality between the operator and the manufacturer that wol
permit such information to go back and fortfithere is already in place such chanr
for other Security Sensitive informatiowithout which Operators will continue t
implement IT systms of which they are devoid of the full facts behind the risk t
pose to both their internal networks and the Aircraft they support.

response| Noted

comment | 52 comment by:European Cockpit Associatic

Proposalpg.12:! R Reontinuously — Segtion Zhould continuously be assess
against.

Rationale Cyber threats, vulnerabilities and risks are ever changing. Th
continuous / regular assessment / reassessment is required.

response| Not accepted
This is part of thenstructions forcontinued productand partinformation security
protection Section 3.1.8.9. It can be continuously, periodically or vulnerabi
driven (vulnerability management).

comment | 53 comment by European Cockpissociation
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ProposalPg. 12Change & Add: It is an assessment of the information security ¢
systems of a product or part. It should be extended to systems connected t
product or part in question if new information security risks may be hied.

Rationale assessments cannot be focused on just a specific system but mt
considered in relation to "system of systems". A change in one system may intr
new risks to other systems it is connected with. Thus, the interfaces and conr
systems must be considered in an assessment as well.

response| Not accepted
Although agreed inprinciple the metlodology requires to definghe security
environmentfirst, whichincludes connected systemtsut for which the OEM has n
control (eg.signal in space).

comment | 54 comment by:European Cockpit Associatic

Proposalpg. 12: replac&nownrby potential

Rationale threats that are not known / available today may become relevar
future. Thus, also potential risks should be considered as the threat landscap
change or new exploits for vulnerabilities may become available.

response| Noted
The text has been changéased on other comments

comment | 55 comment by:European Cockpit Associatic

Proposal Pg. 12: Adddentified vulnerabilities that are not mitigated should
communicated to the operator.

Rationale Operators are ultimately responsible for the safety. Operators have
view on the whole system ancan assess the overall risk. Furthermore, they nee
be able to decide whether they accept the risks introduced by the vulnerabilitie

response| Not accepted
Vulnerability is not mitigated when the assessment shtiet the risk is acceptable
Operatorsmay require this information fronthe OEM but it is outside the scope
type certification.

comment | 56 comment by :European Cockpit Associatic

Proposal Pg. 12: Add’he mitigation should be provided to the operators in a tin
manner.

Rationale To reduce risks, a mitigation should be provided to the operators
timely manner.

response| Partiallyaccepted
This section is about thdevelopment of the product. The communication to t
operator of mitigation means during operation of the product is part of
continuing airworthiness phas&dctions7 and 9).
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response

comment

response

comment

response

comment
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The proposal taipdate Section 3.1.8.9s accepted

57 comment by:European Cockpit Associatic

Proposa¥ t 3@ mMoX LJA®PPY F2NJ O2yaAradasSyo
be used for AMC 282 and subsequent paragraphs as well.

Rationale In CS23, CS29,-ESCS, and AMC P230 the terwintentional electronic
interaction (IUEI is consistently used. However, in AMG2@ 0 LIJ®dMH 0
aSOdNAGe& GKNBFdGa¢ Aa dzaSR Ay (KS a
d28a0SY YR AYTF2NXIGA2Y NUIZOOAANS VIOH ¢
used with quite the same meaning.

Patially accepted

58 comment by:European Cockpit Associatic

Proposa¥ LJA® ™ oréasomdBiylbigh fofential for an unsafe condiion

didentifies potential foramlzy &  FS O2y RA(GA 2y § @

Rationalel i A & &apéraiofsRhouldkepadrt tosauthority in a timely manne
GKSANI AYLI OG lylrfeara ARSyGATASa W
Here, operators can judge and to assess their own produntghis respect
guideline for reporting must be clear and more conservative. In this res
GNBIl a2yl o6fé KAIK LRGSY(GAlrfé Aa G222

[p. 13 5, a, v)] In calculation of the probability of an attack, it should not be asst
that the attacker is onboard the aircraft and risks his own life with a crash, be:
KS O2dzA R faz2 KIFEOl Ay @Al GKS al GO0z
using the onboard internet connection.

Accepted

59 comment by :European Cockpit Associatic

Proposdlp.13 5, a, vi) A] Add: ...mitigation meaassin section 8.

Rationale Ensure that security testing and a penetration test is conducted as p
the evaluation.

Not accepted
Section 8 is about security testing.

60 comment by :European Cockpit Associatic

Proposdp.13 5, b]: Add (cpperators should be allowed to read the PS
documentation.

Rationale The operators are responsible for the safety of their passengers and ¢
Thus, they should have transparency over the scope of the risk assessme
identified risks, the basis for the risk severity rating and the mitigation means
would enabé operators to evaluate whether potential risks are within their |
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appetite or if they may want to be more cautious and introduce further mitiga
measures.

response Not accepted
Operatorsshouldenter into an agreement with the manufactureif they want to
have access to the PISRA.

comment | 61 comment by:European Cockpit Associatic

Proposdip.13, 7]Add:the competent authority and the operators of this produc
part.

Rationale The operatorshould be put in the position to evaluate the risk for th
operations independently. This would allow the operator to decide about mitig:
measures or even a grounding of an aircraft even if the competent authority di
order it as a mandatory meage yet.

response| Not accepted
SeeArticle 4 ofRegilation (EU) N@76/20140f the European Parliament and of tl
Council of 3 April 2014 on the reporting, analysis and fellpvaf occurrences in civ
aviation(OJ L 122, 24.4.2014, p.)18t refers aly to the conpetent authority.

comment | 62 comment by:European Cockpit Associatic

Proposdlp. 13 8, a, i): replaamay by should

Rationale This is important andhoulde done.

response| Accepted

comment | 63 comment by:EuropearCockpit Associatior

Proposdlp.13 8,add(b) (c) (d):

(b) Security testing that addresses information security from the perspective
potential adversary must be conducted by an independent body during the ¢
and continuously during the lifecyadé a part or product. The scope of such te
must not be limited to the initial attack surface available to an attacker but sh
test systems behind the perimeter as well to ensure that the defence in de
appropriate.

(c) Reports of security tésg including the scope of the testing and identified o
vulnerabilities must be made available to the competent authority and the oper
of the product.

(d) The applicant must grant the operator a right to audit the security measure
the conduted security testing. This will include the provision of software
firmware versions and configurations used (e.g., Firewall rules) as well as inforr
on security architecture, processes and policies (e.g., secure develc
methodologies).

5 https://eur-lex.europa.eu/legatontent/EN/TXT/?qid=1579096167575&uri=CELEX:32014R0376
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comment
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Raticnale Penetration testing should always be conducted to verify the sec
protection. Furthermore, such tests should be done continuously to adapt for
threats and attack measures. Penetration testing is an important measure to ©
otherwise undeteted flaws, vulnerabilities and weaknesses in systems.

The operators are responsible for the security of their passengers and crews.
they must be empowered to verify the security measures taken. This includes s
of security measures, test ressjtconfigurations. This will allow operators to do th
risk assessments and decide if additional measures are required and how the)
on possible unclosed vulnerabilities. Proprietary source codes do not have
shared with operators.

Not accepted

64 comment by:European Cockpit Associatic

Proposa8¥ wLJbPmn 6 (sKdbld motifi dheh dpérafois arid the compete
authority of the need and the practical means to mitigate the new risk (or the ab:
of them), in a timely mannér wb NBFSNByYy OS G2 9! 711
Part 21----] see Paragraph 7 Reporting p.13.

Rationalefp.14] it is stated that the applicant should also assess the impact of
threats that were not foreseen during previsuisk assessments and should, in tu
inform operators of the need and means to mitigate the risk.

It can be stressed that they should report not only to their customers/operators
also to their competent authority.

Moreover, in most of the cases weattacks or threats use muftiendors or
nonspecific vectors (i.e. against widely used hardware, features, protocols
consequently, in most cases, an applicant alone will not be able to find imme
practical mitigations and must state it clearly &uthority and operators. In tur
other applicants using the same technology should be

Finally, this report to the competent authority should be done in the same timefr
OlA YSTt & a¥lndeyliSeNdh the previous paragraph 7 (reporting).

Accepted

65 comment by European Cockpit Associatic

Proposdlp.14]: adddThe applicant should provide information of the part's
product's security measures and security architecture to the operator to enab
operator conducting security testing that addresses information security frorm
perspective of a potential adversary. The applicant should provide the operatc
procedures to ensure that the part or product can be reset in a state that
accordancewithia A LISOATFAOFGA2ya | FGSNI aSOc«

Rationale Operators are ultimately responsible for the safety. Operators have
view on the whole system and can assess the overall risk. Furthermore, they n
be able to decide whether they accept theks introduced by the vulnerabilities.

Not accepted
It is not inwithin the scopeof the regulaton. This kind of agreement shoul
concluded between the operator and the OEM.
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comment | 67 comment by Certification Expert

§2 Applicability

The following sentence of 83.1.8A«change to a product is proposed to be
clarified- & F2ff2¢6a Y a! YIFI22N OKIFy3as
AYF2NXYEFGA2Y &aSOdzZNRiG& Nxal lFaasSaayvySy
Otherwise, it may be understood that the cybkecurity evaluation has to b
performed for any product change and the proposal is consistent with explan
provided in 83.1.9.

response’ Not accepted
A change to a product may be considered ‘Henor chamgeQfrom a safety
perspective. ldoes not prevent the OEM perfoiing a change impact assessme
on information security. A minor change does not mean the applicanst do
nothingt it means thatthe applicantcan approve the change under its privilec
whenapplicable.

comment | 77 comment by FAA

Page: 11

Section 3.1.8 AMC 242

Comment: corrected dates

DO326A, dated August 06, 2014; E366A, dated June 21, 2018; 365, dated Junt
17,2014

Page: 13

Section 5(a)

Comment: Provide sufficient airplane security information

Proposed Resolution: suggest to adsummarizes the airplane network secur
architecture design"; "summarizes the security requirements and con
implemented by individual systesh

response Page 11Accepted.
Page 13Not accepted.
EASA considers thitis more appropriateto includesuch detailgn the standards.

comment | 78 comment by FAA

Page: 13

Section 5(a)

Comment: Provide methodology

Proposed Resolution: suggest to change item (iv) assessment of the
consequences of the threat to the affected items including a summary of
methods and security control technologies used throughout tinglane.

response, Not accepted
At step 3.1.85(a)(iv), there may be no security controls yet. As a result of
3.1.85(a)(vi),it will be determined whetheror not there is a need for securit
controls.

comment| 79 comment by FAA
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Page: 13

Section 8

Comment: Security Test consist two fundamental types: Tests of se
requirements and tests of security robustness. Penetration testing is performe
the airplane.

ProposedResolution: suggest to change item (a)(i) to "The security testing m:
performed by a combination of analysis, secudtjented robustness testing
inspection and where necessary, by appropriate ground, flight or simulation 1
and"

response| Not acepted
Analysis is not testing bulike testingjt isa form of verification.

comment | 83 comment by:General Aviation Manufacturers Association / Hen

AMC 20642, Section 7. Reporting, states that "The operator of a product or
shouldreport any information security occurrence to the designer of this produ
part..."

GAMA interprets this statement to mean that the operator is responsible to re
directly to the holder of the TSO/PMA, which may bypass the TC/STC holder.

GAMA recommends rewording this statement as follows to allow flexibility in
reporting mechanism:

"The operator of a product or part should report any information sect
occurrences to the designer of this product or part or the aircraft TC/STC hol
allow further impact analysis and corrective actions, if appropriate.”

response| Accepted

comment | 90 comment by:Panasonic Avionic

4.(a), insert "(per ERO3A 2.7.3)" after "unacceptable" to make clear what bas
used to determine riskcceptability.

response| Not accepted
Depending on the product, other acceptability matrices may be recognised.

comment | 91 comment by:Panasonic Avionic

odmdy Ay ! OOSLIIIFofSk! yIOOSLIiltoftS wAaA
associated threat scenario is successfully exploited is too high" this reference,
to Risk Acceptability Matrix ifcD203A Table 22)" because risk acceptability is
matrix decision based on likelihood and impact severity.

response| Not accepted
Depending on the product, other acceptability magisamay be recognised.

comment | 98 comment by AIRBUS
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1. PAGE/PARAGRAPH / SECTIEBR COMMENT IS RELATED TO:
Page 13, AMC 242, section 3.1.8.8 (a)

2. PROPOSED TEXT / COMMENT:

/| 2YyaARSNI NBLIX | OAy3a aSTFFTFAOASyOe 27
YAGATIIGAZ2Y YSIyacé

3. RATIONALE / REASON for comment:

Terminology of ER03A should be used. Efficiency (commonly defined as
relationship between obtained results and resourced engaged) is not releve
determine whether the protection sufficiently mitigates the risk. But effectiver
(commonly defined as the relationship between obtained results and objective

response| Accepted

comment | 99 comment by ENAC
AMC 2342 paragraph 2. Applicability includes service providers (tr
management). We are concerned that AMGX0an deal with such entities witho
a dedicated CS. Guidelines applicable to servicesandce provider should be bette
included in a different set of requirementsAlternatively reference to ER0O5
(Process Std for ATM/ANS ground system security aspects
certification/declaration) should be included in the AMC-420 par. 1.(b) where
applicable ED are listed.

response| Not accepted

comment | 100 comment by ENAC
Paragraph 7
Reporting
The meaning "operator" is not immediately clear to me. Does it mean the ail
operator? The word operator may have variuos meaning inasiiakion. It should be
considered to specify better the intention.

response Noted
Any part or product operator has the responsibility to notify tkiesigner/
manufacturer of that part or producit is not only aimed at air operators.

comment| 101 comment by ENAC
AMC 242
Editorial
par. 6 is missing

response| Noted.
The text has been modified to considdsoother comments.

comment | 102 comment by ENAC
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comment

response

comment

response

comment
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NPA clearly states thaffects of cybersecurity threads (under the scope of the N
are those having effects on safety and the ones having effects limite
confidentiality with no impact on safety are out of the scofED20X includ:
"Confidentiality” as part of their guideassessment and Loss of confidentialitpas
dealt anyhow differently than loss of integrity or availability.

In the AMC2042 consideration should be given for includingtatement that parts
of ED 20X relevant to loss of confidentiality might be comsidi@ot applicable whel
their effect on the aircraft safety is negligible.

Not accepted
The AMCclarifiesthat it is safety driven. As such, confidentiality, integrity ¢
availability are to be considered in the scenario having a safgigct only.

107 comment by DassauHAviation

Text:
P12 Section 3.1.8, 1. Purpose (c)

Proposed text:
To state clearly that the scope of applicability of AM&120s broader than the scog

of the NPA as it includesertification of aviatiorrelated services that is nc
addressed in the regulations addressed in the NPA.

Rationale:

Certification of aviatiorrelated services (e.g. traffic management, data links, ¢
has been added in AMC while the scope of NPAitell to C&3, C&5, C7, CS
29, CE, CETSO, GB. It is confusing when reading the AMC in this context.

Accepted

108 comment by DassauHAviation

Text:
P12 Section 3.1.8, 4. General Principles (b)

Proposed text:
atK2as @d
NAail +Faas
_Rationale:
GGK2aS @dzZf ySNIoAfAGASEA OFyy2i o6S S
achievable.

Noted
The text has beemodified

109 comment by:DassaukAviation

Text:
P13 Section 3.1.8, 5. Product information security risk assessment , (a) (i)
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Proposed text:¢ 2 NB LI I OS d2LISNI GA2yLFf Sygda
in ED202A.

Rationale: Security environment is more accurate and may include when rele
the operational environment.

response| Accepted

comment | 110 comment by DassauHAviation
Text:
P13 Section 3.1.8, 5. Product information security risk assessment , (a) (vi) (B

Proposed text:

GS@lItdzr A2y 2F GKS STFSOGAQSY
risk (combination of level of threat and WA G & 2 ¢
Rationale:Severity is not applicable to threat, but to Threat Condition.

response| Accepted

comment | 111 comment by DassaulAviation

Text:
P 13 Section 3.1.8, 7. Reporting:

~

Proposed textif you maintainsud SOG A2y 1T 2y a2 LISNI {2
be informed about this obligation in appropriate regulations.

response| Noted

comment | 112 comment by DassaulAviation

Text:
P14 Section 3.1.8, 9. Instructions émntinued product and part information securi
protection - Last paragraph on Acceptable/Un acceptable risk:

Proposed text:
Consider moving this last paragraph in a new section §3.1Risk.acceptability

Rationale:
This paragraph seengeneral and not linked with continued airworthiness.

response Accepted

comment | 113 comment by DassauKlAviation

Text:
P14 Section 3.1.8, 9. Instructions for continued product and part information se
protection - Last paragraph oAcceptable/Un acceptable risk:
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response
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Proposed text:
clarification requested

Rationale:

There is no Risk Acceptability Matrix referenced as GM in thisecton. It is
understood that last paragraph of this sgbction provides the rationale for it.
Shall weunderstand that the DAH has the ability to suggest and negotiate with |
for approval of its own Table, or risk by risk?

Noted
Guidance athe acceptability matrix for large aircraft can be found inZEI3A.

114 comment by DassauHAviation

Text:
P14 Section 3.1.8, 9. Instructions for continued product and part information se
protection:

Proposed text:
NBLX  OS 4GLINRPOFIOAfAGEE o0& af SOSt 27

Rationale:
¢ KS 6 2NR a Lisgbrogriateiirt the cantéxt of éyber security.

Accepted
The possibility of the level of threat and the likelihood of an asset to be a tas
now included

120 comment by FOCA Switzerlan

Comment FOCA on AMC-2@2 vs EEROX LOSS OF CONFIDENTIALITY:

The NPA general text clearly states that effects of cyse threads under the sc
the NPA are those having effects on safety and the ones having effects limi
confidentiality with no impat on safety, are out of the scope. This is not consis
with the reference to ED20X, as ED2@udes Confidentiality as part of their guid
assessment and Loss of confidentialityds dealt anyhow differently than loss «
integrity or availability.

Proposal FOCA on AMC -2Q vs EE20X LOSS OF CONFIDENTIARINMZ2042
should include a statement that parts of ED 20X relevant to loss of confiden
might be considered not applicable when their effect on the aircraft safety is n
will not be easy to simply divide it, but the message should be passed anyhow
AMC when recalling EBDX material without any discrimination in the content.

Comment FOCA oAMC 2042 Services and Service Provider:

AMC 2@42 has aviation related service (ffah O Y I y I 3SYSy (0
scope (AMC 282 §2), we are concerned that AMGZ@an deal with it while havir
no CS dedicated to it. Guidelines applicable to service and service provider she
better included in a different set of requiremss.

Proposal FOCA oAMC 20642 Services and Service Provider
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AMC20642 should keep services and service provider out of the Applical
Alternatively, EE205 (Process Std for ATM_ANS ground system security aspe
certification_declaration) shdd be included in the set of EZDX here recalled b
the AMC 2&42.

Comment FOCA on AMC -22@ General principle — Instructions and
Implementation of mitigation means:

AMC 2042 84.d) requires to provide substantiation that mitigation are effective
the scope of managing the risk acceptability and para 85 a) vi) requires to impl
YAGAIFGAZ2Y YSIya adzyiaAtée GKS NRaA] A
Those mitigation might be preméive measure at organization level outside DOA.
Screening of personal background for maintenance personnel. The actual fram
not pose any possibility for DOA to mandate licensing requirements for mainter
or other organization measures. Dodsniean that those mitigation cannot b
considered to provide sufficient ground?

Proposal FOCA on AMC-2@ General principle- Instructions and Implementatior
of mitigation means:

1 Clarify whether any measures falling outside the possibility of whi
mandated to different organization can be considered effective c
identified (e.g. included in the ICA) or not.

1 Introduce a specific paragraph in the AMG420dealing with organization:
measure coming from PISRA .

Comment FOCA on AMC-2Q2 - 87- REPRTING:

It looks incorrect to have reporting in tHREMC 2642. This content should be mov
to AMC/GM to Part 21A 3. Additionally, as expressed now it applies to operatol
as such it is not possible to have it mandated by initial airworthiness regul
material.

Proposal FOCA on AMC-2@— 87- REPORTING:
1 Delete part relevant to occurrence reporting and ref to to AMC/GM to |
21A3
1 Delete part relevant to acceptability of risk. Alternatively move it to 85
specify which are the mean to proposecaptability criteria different frorr
those considered by ED 20X

Comment FOCA on Point 2 of the AMC (Applicability):
In general, FOCA supports the reference to the existing EUROCAE docume
procedures.

Comment FOCA on Point 2 of the ANibplicability):

2Ke Aad GKSNB I NBEFTSNBYyOS (2 daaSNIAC
by this? Should this not rather be covered under RMT 0.7207?

Comment FOCA on Point(Broduct information security risk assessment):

(a) (vi)-> Before tle point on implementation of mitigation measures, should thi

not be a safety analysis to ensure that the proposed mitigation measures do no
a negative safety impact?

Proposal FOCA on Point(Broduct information security risk assessment):
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Shoud we not add point a) analysis of the proposed mitigation measures to el
they do not negatively affect safety? And then add existing points (A) and (B) ¢
points (B) and (C)?

This may need to also be discussed faxcéace with experts.

Comment CA on Point 7 (Reporting)his should be included/covered by RI
0.720 and not RMT 0.648.

Proposal FOCA on Point 7 (ReportinBelete point 7 from this AMC.

response| Comment/proposal on AMC 2212 v EEROx Loss Of ConfidentialityNot accepted

The AMCclarifiesthat it is safety driven. As such, confidentiality, integrity &
availability are to be considered in the scenario having a safety impactidrdye is
no distinction made between the CIA attributes in AREA2. Only the impact ol
safdy is the dimensioning factor.

Comment/proposal on AMC 2@2 Services and Service Providbioted

The issue has been addressed through other comments and the reference to ¢
providers has been removed.

Comment on AMC 2@2 General Principle— Instrudtions and Implementation of
mitigation means:

Proposal 1: Noted

The mitigation provided by preventive measures at organisatigorocesdevel can
be used as assumptions during the aircraft information security risk assessme

Proposal 2Accepted

Comment on AMC 2@2-7. Reporting:

Proposal 1: Noaccepted

It is notunusual to have a section dealing with reporting in AROmaterial.
Proposal 2: Partiallyaccepted

The text has beemodified to considealsoother comments.

Comment on Bint 2 of the AMC (Applicability): Noted

Comment on Point 2 of the AMC (Applicability): Noted

The text has been modified due to other comments.

Comment/fproposal on Point 5 (Product Information Security Risk Assessm
Partially accepted

The text has been modified to considd@soother comments.
Comment/Proposal on point 7 (Reporting): Natcepted

It is a different kind of reporting.

comment | 123 comment by:Garmin International

3.1.8 Draft decision amending AMC 20, AMG&Dsection 4. General principle
item (b):
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comment

response

comment

response

comment

**
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CKAA AGSY NBTFTSNRER (2 -R02ADDB26A prlabkSs génargl
assesses threat conditions.

PLIRFGS a3ISYSNIGS + FrHAfdZNE O2yRAGAz

Partially accepted

124 comment by:Garmin International

3.1.8 Draft decision amending AMED, AMC 2842 section 5. Product informatiot
security risk assessment item (a)(v):

AUSY dzaSa GKS LIKNI}asSa &adzO0S:

a
z00SaaTdzZ | (térimiablogy bsedikthe DR26A/ER202 R family. It
Y
1

KA
S a GKFd GKAAa AGSYQa ¢2NRAY3A Aa |
St AK22Ré¢ Y S RBREG20BA secliazd 5. 5RIditianglly,
this terminology is inconsistent witlhat used in section 5 item (a)(vi).

Q- ¢ D¢ &

S
3 [
s

WSLIKNI &S GKA&a AGSY (23 aS@rftdz GAzy
either the likelihood of success against a measure or the effectiveness of a me
GKFG ¢2dAd R KFE@S +y AYLI OG 2y al FSi¢e

Not accepted
The proposed change does not add clartythe text.

125 comment by:Garmin International

3.1.8 Draft decision amending AMED, AMC 2842 section 5. Product informatiot
security risk assessment item (a)(vi):

CKAA AGSY dzaSa (KS LIKNIasSa aLRiOSyd?
are not terminology used in the DE26A/ED202A family.L & aSSyYa
G2NRAY3 Aa FGOGSYLIGAY3I (2 OF LG dz2NE 062
discussed in D@G56A/ED203A section 3.6.1.Additionally, this terminology i
inconsistent with that used in section 5 item (a)(v).

/| KIyaS GRSGSNN¥YAYFGA2Y 2F 6KSGKSNI Gf
severities with thepotentiality to attack (or, inversely, the difficulty of attacking), i
I OOSLIilloftS¢ G2 GRSGSN¥YAYIFIGAZ2Y 27
O2YLI NAyYy3a GKS NBadzZ GAy3a GKNBIG O2yl
against a measure orhé effectiveness of a measure against an attack,
I OOSLIil ot S¢

Not accepted

The proposed change does not add clariiythe text.

126 comment by:Garmin International

3.1.8 Draft decision amending AMZD, AMC 2842 section 5Product information
security risk assessment item (a)(vii):
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comment

response

comment

response
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The location of (a)(vii) is inconsistent with the risk assessment flow-2OEBR/DQ
326A Figure . If risks are acceptable there is no need to iterate from this dec
point.

Suggest changg as follows:

Ofvib-Heration-from-peint{vi}-until-all- the residual-risks-are-acceptable.
(b) The process identified in EID2A Section 2.1.1 is acceptable as guidance
performing the PISRA for products and parts under Part 21.

(c) iteratonfrom@ Ay G o6F 06 @BA0 dzyiAf Iff GKS

Not accepted

127 comment by:Garmin International

3.1.8 Draft decision amending AMEZD, AMC 2612 section 8. Validation ant
verification of the security protection iten(a):

¢KS GSEG dzaSa GKS LIKNIha §oal ofSadirity detifidaSol
as described in DG56A/EDB203A section 5.9.3, is to confirm that the product wo
as expected Efficiency of a given measures is generally not a securitydmyasion.

| KFyaS aS@rtdz2 S GKS STFAOASyOe 27
YSIya 2LISNIGSa +ta AyGadSyRSReé 2N aSglI
Partially accepted

144 comment by UK CAA

Page No0:11-15
Paragraph No:Section 3.1.8 General

Comment:

As the AMC proposes a separate security risk assessment, more guidance sh
provided on how the interface with the safety assessment requirements specif
paragraph xx.1309 and its suppog AMC should be addressed. It would alsc
helpful to have more information on the interfaces with paragraphs 1301 and 1

Justification:

The PISRA will be one part of an overall set of safety arguments and apprc
guidance regarding thimterface between the PISRA and the safety assessme
important to ensure that the results of the PISRA are accurately accounted for
safety assessments.

Proposed Text:
None provided as the development of this guidance is likely to be thgcubf
additional, harmonised, requirements/guidance.

Noted

145 comment by UK CAA
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Page No0:11-15
Paragraph No:Section 3.1.8

Comment:

Given the complexity of some aircraft systems and products, it is likelyptbbhlems
will occur during the development of these systems and/or products that could &
security. Within the safety domain, there are requirements related to classific:
of problem reports and management of outstanding problem reports. Additi
guidance on how these requirements would link to the PISRA would be helpfu

Additionally, within the safety domain, ARP 4754 or ARP 4754A (whiche
appropriate) have been included in the Type Certification requirements for r
recent products. ARRI754/4754A places specific obligations on organisat
designing and developing aircraft products related to the assessment of the o
set of outstanding problem reports that are extant at the point of certificatior
would be helpful to have furtheguidance on how the PISRA related processes
interact with the overall problem reporting assessment processes required by
4754/ARP 4754A.

Justification:
Failure to properly consider all aspects of problem reports thatautstanding at
certification can result in potentially significant safety issues being missed.

Proposed Text:
None provided as the development of this guidance is likely to be the subije
additional, harmonised, requirements/guidance.

response| Noted

comment | 146 comment by:UK CAA

* *

*
* ok

Anagency of the European Union

Page Nol12
Paragraph No2. Applicability

Commentd 1 KS OSNIAFAOFGAZ2Y 2F 20KSNJ &
AYF2NXYIEGA2YE FTSSta OSNEBE ONRFR AY
parts of information systems that are subject to potential security threats anc
coudresultiny OOSLJIlIofS &l ¥Sde NRaitag A
LR GSYyGdAlt aSOda2NARGE GKNBFda FyR gKI
risk.

Justification: It may be quite difficult to interpret when this should be applie
that is the cae then this may be omitted in some cases where it should not

0SSy YR AyOfdRSR Ay 20GKSNJ OF aSa
adz33Said aLX AldiAy3d GKAE Ayld2 | apK2
Applicability
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Whoc¢ this AMC applies to products and part manufacturers, equipment prov
service providers and design approval holders

What ¢ Products (i.e. an aircraft, engine or propeller, existing certified proc
systems or equipment that provide air seniidermation that require certificatior

When ¢ new certification, supplemental type certificate application, cha
approval of a new item to be used in an ETSO afiiclehe context of at wha
stages would this apply)

Considec; at all stages any product or part where improper functioning as a
of IUEI could result in an unacceptable safety risk.

In this way you ensure that the scope can be applied more broadly where re
and more specifically where unacceptableetgfrisk has been identified (whick
the key impact).

Proposed Textas above but in a different format.

response| Not accepted
Forthe purposeof corsistency with AME0.

comment | 147 comment by UK CAA
Page No12

Paragraph No4 (a) General Principles

Comment:¢ KS G SN)XY Wt NPRdzOU LYy F2NXIGAZ2Y
inconsistencies

Justification:¢ KSNBE Aa Ffaz2 GKS LRIOISYaGAlt
Fa GKS aeKIlGé AAyQdctinthe legulationRiBen it yhdy B
(K2dAKGE GKIFIG AG R28ayQd FLLX &

Proposed TextCyber Security Risk Assessment

OR

Q)¢

I ANONI FG /@0SN) {SOdzZNRiG& wAial !'aasSa

response| Not accepted
The termroductCallows to address also engines, ETSOs, AdetJs

comment | 148 comment by:UK CAA
Page Nol12
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response

comment

response

comment
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Paragraph No4 (d) General Principles

Comment:It is unclear whether the NPA is trying to maintain the cyber security
at a consistent level or maintain the security controls that have been identifie
required to address cyber security risks, identified as part of the risk assessme

Justifcation:! NAai OlFy o6S YFAYydGFrAYySR +d |
2N YIFAyGarAy GKS alyYS O2yGNRfta ooc
increases/decreases in various factors (like threat, likelihood etc).

Proposed TextClarification on thé point would be welcomed

Noted
The aim is tamaintain the cybersecurity risk at a consistent level.

149 comment by UK CAA
Page Nol13

Paragraph No5 Product Information Security Risk Assessment

Comment: ¢ KS NRAR&]l |adaasSaayvySyid R2Sa i

ayaQ :
interconnected operational environmentf K2 dzf R GKA& 0658 06l
dzy a SOdz2NBé¢ 2LISNI GA2Y | § sym\Nszéyﬂ A

Justification: By basing an assessment on the worst case, am ap#rusted
uncontrolled environmentcan ensure cyber security controls at a product level.
risk assessment seems focused on an individual product or item, if throug
FaasSaaySyid AGQa RSGSNXYAYSR GKI G Y
controlled environment) are required then these can be implemented.
determining a single operational environment as part of the assessment, this n
that future use in other contexts or changes to the operational environment e|
alsoneedtobdd2 Y AA RSNBR FTNBIljdzsSyidte o06KAOK
static determination.

Noted
Supply chain will be addressed in PAIES.

150 comment by UK CAA
Page No:13

Paragraph No:AMC Text Section Baragraph (a)(v) and (a)(vi)
Comment:

These are essential elements of the proposed analysis, but they will requi
interface with the safety analyses performed at the system and aircraft level
safety assessments are ongoing tasks that evolhgring the proces:
of certification/approval. We suggest that additional guidance on how to manag
interface with the various safety assessment would be helpful.
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response

comment

response
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Justification:
It is important for the results of the PISRA to be properly accountednf safety
assessments related to the same product/part.

Proposed Text:

None provided as the development of this guidance is likely to be the subije
additional, harmonised, requirements/guidance.

Noted
The guidance mentioned is alreadyntainedin ED203A.

151 comment by UK CAA
Page No: 13

Paragraph No03.1.8, AMC 2@2 Section 7
Comment¢ KS GSNY GNBlFazylofé KAIK LRGS

Justification: The lack of a proper definition could lead to under reporting.

Proposed Textt KS G SNY GaNBlFazylofée KAIK LI
EE®OMond dzyl OOSLIIII6fS NR&E&A]ED

Patially accepted

152 comment by UK CAA

Page No13

Paragraph No7. Reporting

CommentL & A& dzyOf SIFNJ gK& WNBLRNIAy3 2
Justificatign:lf thgre is a high poter]tial for an unsafe E:ond,ition we bteeve thvat‘
g2dzf R 0S | daYdzaidé NBLRZ2NU U2 020K RE

KSf LJFdzA AF (GKS alGAYSEe& YIFIYyYySNE O2dz
would be enompassed in the reg identified.

Proposed Textd Ydza & NBLIR2 NI Ad (2 GdKS 02YLIS
2F ARSYUATAOLFIGAZ2YE D

Not accepted
This documenis an AMC.

153 comment by UK CAA
Page Nol13

Paragraph No8. Validation and verification of the security protection
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Comment:lt is unclear whether full penetration testing of a product is expected
assurance that there is no dissonance between products. Is it intended that
product be tested? Is it envisaged that security testing includes all mitigations a
operating environment as well as at product level? Means and mechanisn
testing will vary depending on the controls and mitigations, we suggest tha
should be broader to account for this and future changes and advancements in
security testing. We a2 o0 St AS@S GKI G (GKS 62NR
4STTFSOUABSE O

Justification:

Consistency in terminology. In addition, it would be helpful if, further detail coul
LINEGARSR G2 OfFNATe gKIG &asOdzNAthatis
from the perspective of a potential adversary.

Proposed Text:

a) If cyber security risks that are identified during the product cyber security
assessment (PCSRA) need to be mitigated, cyber security verification sho
mused to evaluate the effectiveness of the mitigation means.

i) This cyber securityerification may be performed by a combination of methc
(for example, analysis, testing, inspections, reviews) dependent on the mitic
means and should consider the perspective of a potential adversary.

response| Not acceptedandi) Not accepted
Analysis, robustness testing and inspections do not need to be addressedifeo
perspectiveof a potential adversaryThey can be done against coding ruéds.

comment | 154 comment by UK CAA
Page No:14
Paragraph No:AMC text section $inal paragraph
Comment:
The contrasting example using CS 25 and CS 29 may be contentious as it infe
lower level of security would be acceptable for CS 29 aircraft. It might be hel
use a different and less potentially contentious exden

Justification:

The use of a contentious example is likely to detract from the point that is t
made.

Proposed Text:
We suggesthat an example based on functional context is used rather than
context.

response| Noted

comment | 155 comment by:UK CAA

.t TE.RPRO.068-006 © EuropeanUnionAviation Safety Agency. All rightserved. IS@001 certified.

* *

L Proprietary document. Copies are not controlled. Confirm revision status through the EASA intranet/internétage82 of 130

*
* gk

Anagency of the European Union



EuropeanUnion Aviation SafetyAgency CRD to NPA 2@-01
2. Individual commentand responses

Page No:14
Paragraph No03.1.8, AMC 2@2 Section 9

Comment:lt is not clear how an applicant could assess the probability of a tf
given that it is intentional and unauthorised. In CS 25.1309, there is a max
acceptable frequency for major safety effects.

Justification: The lack of guidance could lead twdnsistency in application and/c
unsafe outcomes.

Proposed TextWe recommend that some guidance is provided/referenced on
threat probability should be estimated.

response| Noted
Guidance can be found in the referenced standards.

comment | 156 comment by UK CAA
Page Noi14

Paragraph No9, 4" LJF NI} INJ LK &G KS | LXK AOFyid &
OKNBFGas¢

Comment:lt is not clear how this will this be done actively. It is not understood
this does not require a new detailedIRA.It is unclear whether operators are to t
given the detail of the PSIRA or told when it was completed so they can id
frequency of update.

Justification:There may be concerns in sharing the full PISRA with the operator
the operator should have a means to understand how frequently these have
assessed and what types of threats and new vulnerabilities have been conside
part of the assessmenOtherwise operators may assume this is happening and t
Aay Qi yedKAy3d ySgz az GKSe KIF@SyQi
this at unacceptable intervals i.e. once every 5 years or 10 years.

Proposed Textd (0 KS | LILJ A 6ol agsiéss theK itnplatt Rf néwt threats
vulnerabilities and notify the operators that this assessment has occurred. |
assessment identifies an unacceptable threat condition, the applicant must 1
the operators of the need and means to mitigate iecS & NA &1 @A (0 K

response| Partiallyaccepted

comment | 157 comment by:UK CAA
Page No14
Paragraph No9, 2¢LJF N INJ LK aFNRBY | @A2f 1 GA

aSOdzNA & Nz Sa¢é

Comment:lt is not clear whether these are rules or instructions or guidance.
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Justification:It is unclear whether these can be substituted by perceived compal
mitigations oramended by the operator.

Proposed Textdt TNRY | @A2ftl A2y 2F (GKS Aya
aSOdzNAGe O2yiGNRf & NBIJJdZANBR T2NJ al F¢

response’ Not accepted
It is not onlyabout a violation of the instructions to maintain the necess
cyberscurity controls, but from any IUEL.

comment | 158 comment by UK CAA
Page No:14

Paragraph No03.1.8 Section 10

Comment:A more comprehensive set of QefinitioAns wouIdAbe helpful. In addit
GKAE &aSOGA2y AyiNRRdzZOSa GSNya GKI G
GOSNIAFASR (G2LRt238¢ 0

Justification: Clear and comprehensive definitions are required in order to en
consistency.

Proposed Texttmprove/expand definitions section.

response| Noted

comment | 171 comment by Embraer S.A

Embraer suggests clarifying the meaning of information systems read in sectic
and clarify that the proposed AM@pplies for approval of products and parts
information systems that are subject to potential information security threats
that could result in unacceptable safety risks. Furthermore, to change the last
to indicate that systems with internal roexternal interfaces that provide
connectivity that creates an entry point or attack path to other systems.

This change to section 2 (applicability) is being proposed in order to clarify th
of section 4(a) (general principles). In section 4(a3,ri¢éad that:

"Theinformation systemsdentified in Section 2 should be assessed against pote
security threats that could result in unacceptable safety risks."

However, if one reads section 2, one may have some trouble on identifyin
aforementioned "information systems", since such section is read as:

"This AMC applies to products and part manufacturers, equipment and s
providers, and design approval holders (DAHs) who apply for:

T the type certification of a new product (i.e. an aircraft, engine or propeller);
T a supplemental type certificate (STC) to an existing-tgvsfied product;

T achange to a product;
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T the approval of a new item of equipment or a change to equipment to be us
an ETSO article. In such a case, credit can be taken from its security assurar
(SAL) during the installation of the ETSO article by the design organisation ay
holder (DOAH), depending on the information system security risk assessmen
product;

T the certification of other systems or equipment that provide air service inform
whose certification is required by a national regulation;

T the approval of ppducts and parts oinformation systemsthat are subject tc
potential information security threats and that could result in unacceptable s.
risks."

"Information systems" are only mentioned in the last bullet of section 2. How
said bullet seemdo apply to all previous bullets, since the proposed AMC,
instance, does not apply to any change to a product, but to those changes in
information systems are subject to potential information security threats that ci
result in unacceptable setly risks.

Furthermore, we consider that is necessary to clarify the about the applicability
in the last bullet. The risk acceptance is only defined after the application ¢
security risk assessment process. Even in case of a modificagamsklracceptability
can change as a result of the modification or the security environment as point
ED203A. Thus, we propose to change the text of the proposed last bullet to inc
that systems with internal or external interfaces that providemmectivity that
creates an entry point or attack path to other systems.

Therefore, it is proposed to rewrite section 2 to reflect the aforementioned poir
To change the text from:

This AMC applies to products and part manufacturers, equipment andce
providers, and design approval holders (DAHs) who apply for:

the type certification of a new product (i.e. an aircraft, engine or propeller);
a supplemental type certificate (STC) to an existing-tgrtfied product;

a change to a produgt

T the approval of a new item of equipment or a change to equipment to be us
an ETSO article. In such a case, credit can be taken from its security assurar
(SAL) during the installation of the ETSO article by the design organisation af
holder (DOAH), depending on the information system security risk assessmen
product;

T the certification of other systems or equipment that provide air service inform
whose certification is required by a national regulation;

T the approval ® products and parts of information systems that are subjec
potential information security threats and that could result in unacceptable s.
risks.

- -

To:

This AMC applies to the approval of products, pagsiipment and serviceslated
to information systems which interfaces (external or internal) that are subje
potential information security threats, creating an entry point or attack path to o
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systems. Those approvprbducts'and parts manufacturers, equipment and servi
providers, ad design approval holders (DAK4)e apply for:

the type certification of a new product (i.e. an aircraft, engine or propeller);
a supplemental type certificate (STC) to an existing-tgvtfied product;

a change to a product;

T the approval of a new item of equipment or a change to equipment to be us
an ETSO article. In such a case, credit can be taken from itsysassttance leve
(SAL) during the installation of the ETSO article by the design organisation af
holder (DOAH), depending on the information system security risk assessmen
product;

T the certification of other systems or equipment that pdevair service informatio
whose certification is required by a national regulation.

-~ ~ ~

response| Not accepted
Analysisis the prerequisiteand this cannot be considered as a given at this stag

comment | 172 comment by Embraer S.A

Embraer suggests to provide an example of other systems or equipment that pi
air servicanformation.

To make the text clearly by providing an example of other systems or equipmer
provide air service information.

To change the text from:

[...]
T the certification of other systems or equipment that provide air service inform
whose certification is required by a national regulation;

[..]

To:

[...]
T the certification of other systems or equipment that provide air service inform
whose certification is required by a national regulatiery.: XM weather)

[.]

response| Not accepted

comment | 173 comment by Embraer S.A

Embraero St A S@Sa GKIG GKA&A &aSOGA2Y R2S
products certified using previous versions of ED/DO documents.
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Previous products may be certified using-BZ5/ED202, DG356 and EE203 with
different activities and criteria from thospresent in DEB26A/EDB202A and DO
356A/EDB203A.

To include a new item:
1. Purpose
wXB6

(d) Credit for products developed using previous versions of ED/DO doct
shall be negotiated and accepted by EASA.

wX 6

response| Partiallyaccepted

comment | 174 comment by Embraer S.A

The present text will produce an extensive list of assets that should be excludet
security risk assessment demanding a long time to list and analyze.

During the development of EPO3A/DQ356A sectiorB.1.1, the committee agree
that to list all assets would be exhaustive and unnecessary since some of then
not be exposed to threats, only assets exposed by products interfaces alor
attack path should be listed and assessed.

To change the textom:

(a) The general product information security risk assessment (PISRA) should ¢
following aspects:

[..]

(ii) identification of the assets;

[..]
To:

(a) The general product information security risk assessment (PISRA) should ¢
following aspects:

[.]

(i) Identification of theexposecassets;

[.]

response Not acceted
The purpose is to identify what is of value.

comment | 175 comment by Embraer S.A

¢KS USNY aAdSYEé YlI@ KF@S RAFTFSNBY
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¢KS GSNY GAUGSY#MOABARBFARERRGE NBw2N
boundedandwelRSFTAY SR AYUSNFI OSa dé lowksklavel Of
0KS LINPRdzZOGQa F NOKAUGSOUOdzNE ¢gKAES GK
understand that the objective is to assess the consequence to the affected ass

To change the text from:

[..]

(iv) assessment of the safety consenqces of the threat to the affecte
items;

[.]

To:

[.]

(iv) assessment of the safety consequences of the threat to the aff
assets

[.]

response| Accepted

comment | 176 comment by Embraer S.A

In section 7. Reporting, theurrent text will overload the DAH with reports that a
not safety related.

As the concern is about security events with safety impact, the operator st
follow the instructions present in the product manuals about the security events
should be reorted.

Furthermore, we consider that the terminology used in the text differs from DC

documents.
ED204 and ERmmo RSTAYS daaSOdaNAGe S@Syié
2 00dNNByOSaa FyR (KAa GSEG 1ft264a

operator in case of an occurrence:
1) it shall contact the aircraft supplier or
2) it shall contact the system supplier.

To change the text from:

7. Reporting

The operator of a product or part should report any information security occurrt
to the designer of this product or part, in a manner that would allow a further im

analysis and corrective actions, if appropridfethis impact analysis identifies
reasonably high potential for an unsafe condition, the designer of that product o
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response

comment

response

should report it to the competent authority in a timely manner. For example
organisations to which Regulation (EU) No 748/2012 applies, the reporting shc
done in accordance with point 21.A.3A of Annex | (Part 21) to that Regulation.

To:

The operator of a product or part should repany-information-security-occurrenc
to—the-designersecurity event to thédAH, following the instructions provided

manual of this product or part, in a manner that would allow a further impact ana
and corrective actions, if appropriaté.this impact analysis identifies a reasona
high potential for an unsafe condition, thdesignerDAHof that product or part
should report it to the competent authority in a timely manner. For example
organisations to which Regulation (EU) No 748/2012 applies, the reporting shc
done in accordance with point 21.A.3A of Annex | (Part 21) tdRbgutlation.

Not accepted
It is about occurrence reporting according to Riagion (EU) N@76/2014.

177 comment by Embraer S.A

Embraer suggest to reference EUROCAE documents to help applicants to und
the definitions.

The use of EUROCAE and RTCA terminology should be prioritizedratatarbto
other regulations as necessary to guide the applicant.

To change the text from:
wWX8

According to Article 2(7) of Regulation (EU) No 376/2014caarrence is defined ¢
any safetyrelated event which endangers, or which, if not corrected or addre
could endanger araircraft, its occupants or any other person, and includes
LI NI AOdzZ  NE Fye FFOOARSY (G 2NJ &aSNR2dz

To:
wXB6

. icle-2 : ’ .y
ED204 and ER 3 define security incident similarly to Article 2(7) of Regulation
No 376/2014 defines an occurrenany safetyrelated event which endangers,
which,if not corrected or addressed, could endanger an aircraft, its occupants ¢
20KSNJ LISNAR2Y X YR AyOfdzRSaz Ay LI NI

Not accepted
It is about occurrence reporting accordingRegulation £ No376/2014’.

6 https://eur-lex.europa.eu/legatontent/EN/TXT/?qid=1579096167575&uri=CELEX:32014R0376

7 https://eur-lex.europaeu/legatcontent/EN/TXT/?qid=1579096167575&uri=CELEX:32014R0376
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comment | 178 comment byEmbraer S.A

If the intent is to promote a periodic assessment during the product or part life ¢
it is necessary to provide some guidance about the acceptable interval.

Currently the frequency ofe-assessment is negotiated calgcase and this
document could provide guidance about this.

To change the text from:
WX 8

The applicant should also assess the impact of new threats that were not for
during previous product information securitjkresssessments (PISRAS) of the sys|
YR LI NLIa 2F GKS LINPRdzOGD X6

To:
wXB6

The applicant should also assess the impact of new threats that were not for
during previous product information security risk assessments (PISRAS) of the !
andparts of the producin a period of time agreed by EABA w X 6

response| Not accepted
EASA does notishto agree on a fixed period of time for the regular evaluatior
risks. This can be driven by vulnerability management.

comment | 194 comment byLufthansa

4. General principles (a)

Change & Add last paragraphis an assessment of the information security of
systems of a product or part. It must be extended to systems connected tt
product or part in question if nevinformation security risks may be introduce

Rationale: Assessments cannot be focused on just a specific system but
considered in realtion to "system of systems". A change in one system may intr
new risks to other systems it is connectediwiT hus, the interfaces and connect
systems must be considered in an assessment as well.

response| Not accepted
Although agreed in principlehe methodology requires to define first the secur
environment, which includes connected systembut for which the OEM has n
control (eg.signal in space).

comment | 195 comment by Lufthansa

4. General principles (c)
Add The mitigation must be provided to the operators in a timely man
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Rationale: To reducesks, a mitigation must be provided to the operators in a tin
manner.

response| Partiallyaccepted

comment | 196 comment by Lufthansa

4. General principles (b)
Replace"any known" with "any potential”

Rationale: Threats that are not knowmvailable today may become relevant in
future. Thus, also potential risks should be considered as the threat landscape
change or new exploits for vulnerabilities may become available.

response| Partiallyaccepted

comment | 197 comment byLufthansa

4. General principles (b)
Add: Identified vulnerabilities that are not mitigated must be communicated to
operator.

Rationale: Operators are ultimatively responsible for the safety. Operators hav
view on the whole system and can assé®e overall risk. Furthermore, they need
be able to decide whether they accept the risks introduced by the vulnerabilitie

response’ Not accepted
Vulnerability is not mitigated when the assessment shows the risk is accep
Operators may require this information from the OEM but it is outside the scoj
type certification.

comment | 198 comment byLufthansa

5. Product informationsecurity risk assessment (a)(v)

Comment: In calculation of the probability of an attack, it should not be assu
that the attacker has to be onboard the aircraft and risks his own live with a ¢
because he could also hack in via the satcom or vigjartized laptop connected t
the IFE using the onboard internet connection.

response| Noted

comment | 199 comment byLufthansa

5. Product information security risk assessment (a)(vi)(B)
Add: ...mitigation meansas in section &vith respect to the severity of the threa

Rationale: Ensure that seurity testing and a penentration test is conducted as
the evaluation

response Accepted
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comment | 200 comment byLufthansa

5. Product information security risessessment New (c)
Add (c) Operators should be allowed to read the PSIRA document:

Rationale: The operators are responsible for the safety of their passengers and
Thus, they should have transparency over the scope of the risk assessme
identified risks, the basis for the risk severity rating and the mitigation means
would enable operators to evaluate whether potential risks are within their
appetite or if they may want to be more caucious and introduce further mitige
measues.

response’ Not accepted
Operatorsshouldenter into an agreement with the manufacturer, if they want
have access to the PISRA.

comment | 201 comment by Lufthansa

Comment: 6. is missing between 5. Product information securityaas&ssment an
7. Reporting

response| Noted
Changes have been made, based on other comments.

comment | 202 comment by Lufthansa

7. Reporting
Add "report it to the competent authorityand the operators of this productr part
in a timely manner"

Rationale: The operator should be put in the position to evaluate the risk for th
operations independantly. This would allow the operator to decide about mitigz
measures or even a grounding of an aircraft even if trametent authority did not
order it as a mandatory measure yet.

response| Not accepted
SeeArticle 4 of RegulationEl) No 376/2014. It refers ally to the conpetent
authority.

comment | 203 comment byLufthansa

8. Validation andverification of the security protection (a)

Add Regardless of the PSIRA result, security verification must be conduct
products or parts which can cause a catastrophic failure condi

Rationale: The typical lifecycle of an aircraft from desagitst end of life is about 4
BSIFNARA® LOGQA LINFYOGAOFftfte AYLRaaArof S
performing a successful attack this far in the future (remember, 40 years ago th
no Internet, buffer overflows, WiFi, CERT, side chaniela©] a = X0 ®

8  https://eur-lex.europa.eu/legatontent/EN/TXT/?qid=1579096167575&uri=CELEX:32014R037
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defense in depth, the most safety critical systems should always be test
vulnerabilities.

response’ Not accepted
It is not possible to foresee 40 years of potential security threats. This will be p
the continued airworthiness activities.

comment | 204 comment by Lufthansa

8. Validation and verification of the security protection New (b); New (c); New (

Add: (b) Security testing that addresses information security from the perspecti
of a potential adversary must be conducted by an independant body during the
design and continously during the lifecycle of a part or product. The scope of s
tests must not ke limited to the initial attack surface available to an attacker but
should test systems behind the perimeter as well to ensure that the defense in
depth is approbriate.

(c) Reports of security testing including the scope of the testing and identified ¢
vulnerabilities must be made available to the competent authority and the
operators of the product.

(d) The applicant must grant the operator a right to audit the security measure!
the conuducted security testing. This will include the provisiosoftfvare and
firmware versions and configurations used (e.g., Firewall rules) as well as
information on security architecture, processes and policies (e.g., secure
development methodologies).

Rationale: Penetration testing should always be conducted tifyvine security
protection. Furthermore, such tests should be done continously to adapt for ne
threats and attack measures. Penetration testing is an important measure to d
otherwise undetected flaws, vulnerabilities and weaknesses in systems.
Theoperators are resposible for the security of their passengers and crews. Tt
they must be empowered to verify the security measures taken. This includes
sharing of security measures, test results, configurations. This will allow opera
to do their rikk assessments and decide if additional measures are required an
how they react on possible unclosed vulnerabilities. Propietary source codes ¢
have to be shared with operators.

response (d) Notaccepted
Operators shouldenter into an agreement with the manufacturer, if they want
have access to this information.

comment | 205 comment byLufthansa

9. Instructions for continued product and part information security protection

Add: The applicant should provide information of the part's or product's securit
measures and security architecture to the operator to enable the operator
conducting security testing that addresses information security from the
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perspective of a potentiaddversary. The applicant should provide the operator
with procedures to ensure that the part or product can be reset in a state that i
acordance with its specifications after security testing.

Rationale: Operators are ultimatively responsible for slagety. Operators have th
view on the whole system and can assess the overall risk. Furthermore, they r
to be able to decide whether they accept the risks introduced by the vulnerabil

response| Not accepted
It is not within the scopeof the regulaton. This kind of agreement shoulze
concluded between the operator and the OEM.

comment | 206 comment by Lufthansa

#1

We provided several comments (comments #194 to #205) regarding informatit
security architecture, sharing of risk information, procedures seglirements for
penetration testing. The attached file provides further reasoning for our f
comments.

response| Noted

comment | 209 comment byL. Riegle Al£
3.1.8

Commented text
bwXé gAff y23G 0SS I OO0S Ldésbomtedthrdaifscetakods
successfully exploited is too high."

Proposed modification
Change probability to likelihood or level of threat

Justification

While probabilities are used in safety to great effect, the use of probabilitie:
security havebeen discussed at length in industry forums to generate the stanc
proposed as AMC to the new rules. For security, there is no objective mean
handbook or testing, that can be agreed upon to calculate a probability of a
and/or success of anttack. For safety, this would be reliability handbooks, sti
calculations and various types of testing. For safety, the failure rate and failure r
is a function of design and manufacture and remains static throughout lifetime
design and manufaare are unchanged. For security, the probability of attacks
success will change during lifetime of a design as intention to attack w
influenced by geopolitical and criminal considerations and the means to attac
change as technologies anddw-how improve. Thus the goal of the standards v
to define a process that is not impacted by an uncertain probability of attack
instead focuses on putting appropriate security measures for threat consequen
place and to monitor the effectivenssof security measures as part of continu
airworthiness- updating security measures when needed if attack means are fi
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to overcome the security measures or vulnerabilities are found posing a risk 1
aircraft.

Commented text

"Forexample, a threat condition that has a potential major safety effect, as def
in CS 25.1309, will not be acceptable if the probability that the associated thre
scenario is successfully exploited is too high. The same safety risk may be
acceptable foproducts that are certified under €9."

Proposed Madification

Provide EASA's criteria for acceptability of risk for each Part, e.g. . why Part 2!
applies security to Catastrophic or Hazardous Threat Conditions but not lower
severity TCs and why R&5 applies to all TCs. This would be the same rational
for safety in e.g. AMC 25.1309 where EASA describes setting numerical targe
in regulation based on consumer acceptability of historic accident rates.
Provided there is a rationale for thfent levels of acceptance for different classe
aircraft, provide matrix in AMC 242 that maps out the acceptability criteria for ea
design Part as it overrules Tabl® f ED203A that is called by AMC-2Q.

Justification

Section 3.1.1 states iGM 23.2500(b) proposed text that only conditions more
severe than major (i.e. Catastrophic or Hazardous) are to be considerajdr or
minor are excluded. The provided rationale does explain why.

Section 3.1.2 states that all adverse effects need todiesidered which would be
the whole range of Minor to Catastrophic. This could be considered to be goin
beyond Table 22 of EB203A which considers minor threats to be acceptable fol
levels of threat.

Section 3.1.3 states that only catastrophic oz&aous/severe major threats neec
to be considered, implying that major or minor are excluded. There is no provit
rationale

Section 3.1.4 states that only catastrophic or hazardous/severe major threats |
to be considered, implying that major or minare excluded.

Section 3.1.5 states that all adverse effects need to be considered which woul
the whole range of Minor to Catastrophic. This could be considered to be goin
beyond Table 2 of ED203A which considers minor threats to be acceptable fol
levels of threat.

Section 3.1.6 states that all adverse effects need to be considered which woul
the whole range of Minor to Catastrophic. This could be considered to be goin
beyond Table 22 of EB203A which considers minor threats to be accepgdiir all
levels of threat.

Commented text

"The result of this assessment, after any necessary mitigation measures have
identified, should be that either the systems of the product or part have no
identifiable vulnerabilities, or thoseulnerabilities cannot be exploited by any
known security threat to create a hazard or generate a failure condition that we
have an effect that is deemed to be unacceptable against the certification
specification of the product or part considered.”

Proposed Modification
Narrow the scope to "[...] have no identifiable vulnerabilities based on acceptel

**
* *
* *
* *
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methods, or those vulnerabilities cannot be expected to be exploited due to lac
accessibility or protection inside design [...]" or indicate that ihisdequately
addressed by the standard in the AMC (ED203A) by modifying the final part of
sentence to "[...] certification specification and the acceptable means of compl
including industry standards [...]"

Justification

The statement here appes very broad and compliance can be hard to show.
the industry position that the standard offered for use as an Acceptable Mea
Compliance (ED203A) will provide the means to show the reasonable
appropriate means for identifying vulnerabiliigland accepting those that cou
not/have not been identified) as well as demonstrating exploitability of identi
vulnerabilities to the satisfaction that risks are acceptable.

Commented tex
bwX6 FlAfdNBE O2yRAGAZ2Y wXBbh

Proposed modification

Change @ threat condition

Is the use of "failure condition" language intentional and to tie security and saf
process together?

If yes, add a separate paragraph that explains that the two processes should
interact (see also ED202A) rather than using terms ¢hatbe ambiguous and this
intent is lost.

Justification

The use of terminology of failure condition is related to safety effeaténtentional
defects such as random failures or wear out. For intentional effects, also des:
as |UEI, the use of threaondition should be used.

Commented text
"potentiality”

Proposed Madification
"likelihood" or "possibility"

Justification
Use of term potentiality is unusual and not used anywhere else in industry

Commented text
"assessed against potentisécurity threats"

Proposed Madification
Modify to "assessment against IEUI" or "assessment against information secul
threats"

Justification

Security threats can be ambiguous and be misunderstood to be all types of se
threats including hijackingnd other (physical) unlawful interference. The intent
the AMC is dealing with cybersecurity or information security threats
encapsulated within the definition of IEUI.

**
* *
* *
* *
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Commented tex

"Acceptable/Unacceptable Risk: whether a risk is unacceptablendtspen the
context and the criteria that are considered for the certification specifications o
the product or the affected part. The risk may be acceptable in some cases an
unacceptable in others."

Proposed Madification

"Acceptable/Unacceptable Risk: ether a risk is unacceptable depends on the
certification specifications of the product or the affected part. The risk may be
acceptable in some cases and unacceptable in others."

Rationale

The text can be ambiguous and misinterpreted by organisations. dim of
developing ED203A was to establish common approach and framework for se
to replace the inconsistent approaches due to individual negotation of CR
applicants. This first statement may lead organizations to believe they are able
their own risk acceptability matrix contrary (and less strict) than the ones agre
ED203A.

Commented text

"The result of this assessment, after any necessary mitigation measures have
identified, should be that either the systems of the product artphave no
identifiable vulnerabilities, or those vulnerabilities cannot be exploited by any
known security threat to create a hazard or generate a failure condition that w
have an effect that is deemed to be unacceptable against the certification
specification of the product or part considered.”

Proposed Madification

Suggestion is to rewrite the paragraph as:

"The result of this assessment, after any necessary mitigation measures have
identified, should be that the systems of the product or gaat/e no identifiable
vulnerabilities that can be exploited by any known security threat to create a
hazard or generate a failure condition that would have an effect that is deeme
be unacceptable against the certification specification of the produgaot
considered."

Rationale
Once systems are connected there will always be a level of vulnerability i
system.

Commented text
"determination of the operational environment for the information security of th
product”

Proposed Madification
Suggesthanging it to:
determination of the operational environment of the product;

Rational
The product when being developed will have a DAL and a SAL assigned whicl

**
* *
* *
* *
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based on assessment of safety consequencEarther the term "information
security" ould be considered as a limited in scope.

response| Commentl: Partiallyaccepted
Comment 2: NotedThis point is considered with other similar comments receiv
Comment 3: Accepted
Comment 4: Accepted
Comment 5: Partiallyaccepted
Comment 6: Partiallyaccepted
Comment 7: Notccepted.The purpose of the text is to ensure safety continuun

Comment 8: Notaccepted. The initial text is already limited to only identifiak
vulnerabilities that can be exploited.

Comment 9:Partially acaepted

comment | 219 comment by:General Aviation Manufacturers Association / Hen

The proposed AMC 242 is applied as a means of compliance for all aircraft ty
(i.e, 23, 25, 27, 29). The proposed AMC recognizes the joint EUROCA
documents developed by aviation stakeholders over the past decade, includir
202A/DG326A, EER03A/DO356A, and ER204/DG355. These industry standart
are suitable for certain applications, such as new type designs, and c
organisation, such as @S aeroplane manufacturers, but less suitable for lec
aircraft and norCS25 aeroplanes.

It is also important to recognize that manufacturers have used a number of diff
processes and standards to address cybersecurity risks over the last cdt
decades. Some of those standards are more mature and industry has g
experience with them than with the EUROCAE/RTCA documengs (SO,
NIST/FIPS). Other standards are being developed to complement the EUROC/
work products, but are tailoretb certain segments of aviatioe.g., ASTM).

GAMA requests that EASA enable applicants through AMA2 20 use standard
other than the EUROCAE/RTCA documents. EASA should recognize the avail
more mature cybersecurity standards for use orR26%eroplane projects. EASA a
should recognize the need for a lighter approach for aeroplanes such -28
aeroplanes, VFBnly aircraft, etc., to address cybersecurity risks in a proporti
manner.

response| Noted
EASA does not prohibit the use afparticular standard, as long as it is foL
acceptable Standards will be evaluated upon availability.

comment | 224 comment byL. Riegle Al£

Commented text
Product Information Security Risk Assessment
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comment

response

comment
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Proposed modification

Confirm that'PISRA" is term to use instead of PASRA/PSSRA/SSRA/ASRA ar
suggest new nomenclature for "Plan for Security Aspects of Certification Sumr
to "Security Accomplishment Summary"

Justification

ED203A uses the terms (Preliminary) Aircraft SecuRigk Assessment ar
(Preliminary) System Security Risk Assessment. Is it intentional by EASA to
from this nomenclature? If the intention by EASA is to modify ED203A homenc
for preferred terms, it is suggested to find a new term for Plan &mu8ty Aspects
of Certification Summary as it is quite lengthy and does not harmonize well
equivalent titles from System/Software/Hardware development.

Noted
Yes, it is intentional, because it is not only about aircraft system

225 comment by:General Aviation Manufacturers Association / Hen

The proposed AMC states that any mitigation requires validation and verific:
However, an architecture put together intelligently will have many mitigations |
into it.

When an applicant conducts a safety analysis of the aircraft architecture
determines that no hazardous or catastrophic hazards due to electronic se
exist, the guidance could still be interpreted to still drive the applicant into testir
all mitigations to prove that they are no critical hazards when this is not the inte
the rule.

GAMA recommends that EASA provide a clarification whether validation
verification is required for aircraft architectures that have no hazardous
catastrophic hazards due to electronic connectivity.

Noted
It is already addressed by 3.1.8 5(vi).

228 comment by:Bombardier

Issue:Applicability for changed products is not well defined

Comment: Draft text of AMC 2812, Applicability says that the AMC applies ta
change to a product”. This should be specified to apply only to product chi
where a Changed Product Rule determtiga of Significant has been mad
requiring the use of the current certification basis.

RecommendChange text to "a change to a product resulting in the adoption of
latest certification basis, in accordance with GM 21.A.91 "Classification of chan
type certificate".

Not accepted
This point is addressed point 21.A.91. The AMC does not supers@&art 21.
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comment | 230 comment by The Boeing Compan

Pagel12
Paragraph3.1.8, 2. Applicability

THE PROPOSED TEXT STATES

a X bugh a case, credit can be taken from its security assurance level (SAL
the installation of the ETSO article by the design organisation approval hold
(DOAH), depending on the information system security risk assessment of tl
LINR RdzOG T ¢

REQUESTECHANGE

G XLy &adzarKET$SO afitleny contain one or more security
measures. Those security measures may be assigned a Security Assurance
(SAL). f&dit can be takeifior thosefrem-its securitymeasures and their
associatedassurance-leddSAL - during-the-installation-of the ETSO-arg§élks ir
the context of an aircraft certification projecby the design organisation
approval holder (DOAH), depending on the information system security risk
FaasSaaySyd 2F GKS LINRPRdAzOGTE
JUSTIFICATION

SAL is described in EBB6A/EDB203A section 4.4SAL can be assigned to secu
measures and asset©nlySAL 0 is assigned to assets that are not security
measures.Therefore, it is more correct to refer to SAL of security measures -
purpose of this paragraph.

response| Accepted

comment

response

comment

**
* *
* *
* *
* oy

Anagency of the European Union

231 comment by:Bombardier

Issue imprecise CS 25.1309 terminology

Comment Draft Text for AMC 202, 9. states "[A] threat condition that has
potential major safety effect, as defined in 251309, will not be acceptable if tt
probability that the associated threat scenario is successfully exploited is too |
this is inconsistent with CS 25.1309 terminology

Recommend Change text to "[A] threat condition that could result in a majdufe
condition, as defined in CS 25.1309...."

Partially accepted

233 comment by:Bombardier

Issue PISRA use for-service aircraft not well defined

Comment PISRA process defined in Draft AM@&2®ection 5 is focused on ne
product certification
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response

RecommendAdd guidance and/or examples on applicability of process-$eimvice
aircraft

Noted

comment | 247 comment by:Aerospace and Defence (AS

Commented text
The necessity to have instructions will dependtio@ design solution and canno
be determined a priori.

Proposed maodification

¢tKS GSEiG ahyOS GKS 20SNIftft NR&|l KI
aK2dzZ R RS@Sft 2L) Ay ailNUzO( Ashofild e rebldcedy
GhyOS Kk ha @edriNdedmed to be acceptable, the applicant shou
develop instructions if necessary, to ensure that mitigations are effective as
RSAONAOSR Ay {SOGA2Y ¢ wXBE&D

response| Accepted

comment

response

comment

**
* *
* *
* *

* oy

Anagency of the European Union

248 comment by:Aerospace and Defence (AS

Commented text

G¢KS NBadzA# G 2F GKA& FaasSaayvySyidz | T
identified, should be that either the systems of the product or part have no
identifiable vulnerabilities, or those vulnerabilities cannot be exploited by any
known security threat to create a hazard or generate a failure condition that we
have an effect that is deemed to be unacceptable against the certification
ALISOATFAOFIGAZ2Y 2F (GKS LINRRdzOG 2 NJ LJ N

Proposed modification
bl NNRB g (i KS.]cartiigatiof spacHicatiomabdbthe acceptable means of
O2YLI Al yOS AyOtdRAY3I AyRdzAGNE adl yF

Justification

The statement here appears very broad and compliance can be hard to show.
the industry position that the standard offered for uas an Acceptable Means of
Compliance (ED203A) will provide the means to show the reasonable and
appropriate means for identifying vulnerabilities (and accepting those that coul
not/have not been identified) as well as demonstrating exploitability of iifiexl
vulnerabilities to the satisfaction that risks are acceptable.

Accepted

249 comment by:Aerospace and Defence (AS

Commented text
N/A
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Proposedmodification
A new step (viii) must be added to take into account the updating of the PIS
new security vulnerabilities are discovered or new threats emerge.

The applicant should also assess the impact of new threats and new discc
vulnerabilities that were not foreseen during previous product information seci
risk assessments (PISRAS) of the systems and parts of the product. If the asst
identifies an unacceptable threat condition, the applicant should notify the opere
of the need and the means to mitigate the new risk.

Justification
Align aviation stakeholders means of compliance.

response| Not accepted
It is covered by 3.1.8.

comment | 250 comment by:Aerospace and Defence (AS

Commented text
'aS 2F aAilSYé
2N aeaidsSvyo a!

Proposed madification
/| 2Y&ARSNI NBLIX | OAy3 a4l FFSOGSR AdGSY:
203.

Justification
Clarity.

response| Accepted

comment | 251 comment by:Aerospace and Defence (AS

Commented text

AMC 2642, Section 3.1.8.5 (a) (v)Procedural and technical security protecti
means are often already included in initial concept and design. These prote
should be taken into account when determining the initial security risk, witl
requiring a second iteration of a PISRAposedmadification

Goe O2yaARSNAY3A GKS SEA Slibald/ e add& Gy
sentence (see next comment).

response Accepted

comment | 252 comment by:Aerospace and Defence (AS

Commented text
at 20SyaAalrtadGe 27F SELX 2AGFGA2YE Ly
descriptions of the same kind of analysis that focuses on the attacker perspe
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2. Individual commentand responses

response

comment

response

comment

response

comment

**
* *
* *
* *

* oy

Anagency of the European Union

But the protection perspective that evaluates existing protection means is mi
and should bexdded.

Proposed modification

¢tKS GSEG aS@lIftdd GdAzy 2F GKS LRGSyG)
LISNF2NXYAYy3 | adz00Saa¥tdaA Fddl O GKI
NBLX I OSR o6& aSgLF f dzl (A 2y drity protectdn ryfedars, P
0KS tS@St 2F (GKNBIFG GKFIG ¢2dd R KI @€

Justification
The level of threat is that which is defined in ED 203 table 2.2.

Accepted

253 comment by:Aerospace and Defence (AS

Commented text

AMC 2642, Section 3.1.8.5 (a) (wW)Severity and potentiality to attack are tw
different matters and thus cannot be compared.If the risk table of 203A is usec
you are comparing

Proposed modification

¢KS GSEG & RS Seérigks, iiviich gre tAefresudt KfSdmigaring 1
ASOSNRGASE 6A0GK GKS LRGSYGAFfAGe (¢
of whether the risks, which are the result of combination of the severities anc
LGSy dArtAGe G2 F4daGlFO1 wXB8éd

Accepted

254 comment by:Aerospace and Defence (AS

Commented text

AMC 2042, Section 3.1.8.5 (b)s only paragraph 2.1.1 of EID2A applicable, a:
read in section 3.1.8. 5. (b), even though other references e2@IA arefound
in 3.1.8 1. (b) and (c)?

Noted

Section3.1.8.5.(b) refers to EPO2A Section 2.1.1 as guidance. It does not limit
applicability of ED 202A to that section. Therefore, there are more references,
necessary.

255 comment by:Aerospace and Defence (AS

Commented text
Section 3.1.8 6 is missir
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response| Noted

comment

response

comment

The text has been modified to considether comments.

256 comment by:Aerospace and Defence (AS

Commented text

AMC 2342, Section3.1.8.8 (a) Efficiency (commonly defined as the relations
between obtained results and resourced engaged) is not relevant to deter
whether the protection sufficiently mitigates the risk. But effectiveness (comm
defined as the relationship be®en obtained results and objectives) is.
Proposed modification

/| 2Y&ARSNI NBLX | OAy3a aSTFFAOASyOe 27
YAGAALFIGAZ2Y YSlIya¢o

Justification
95 HNno A& RSTAYAY3A aSTFSOUADSySaaséd

Accepted

257 comment by:Aerospace and Defence (AS

Commented text

AMC 2042, Section 3.1.8946 2 LISNF G A2y f aSOdzNRA (e ¢
G2LISNY GA2Y L € LIN2 OS RdzNE ¢ 2NJ G2 LISNT
appropriate as the paragraph is dealingtlwinstructions. Operational security is
GSNY (GKFGQa dzZaASR Ay 95unn odzi GSYyRE
Proposed modification

¢KS GSEG aF2N) SEI YL S5 LIKEe&aAOLFt | yF
example, physical ar@ LISNJ G A2y | £ LINRPOSRdzNB&aé¢ o
response| Accepted
comment | 258 comment by:Aerospace and Defence (AS
Commented text
The PISRA is a continuous process, BUT this implies a single process,
perimeter and boundary.
Proposed modification
This needs to be clarified.
response Noted
comment | 259 comment by:Aerospace and Defence (AS
Commented text
Product Information Security Risk Assessment
. *x TE.RPRO.0608-006 © EuropeanUnionAviation Safety Agency. All righitsserved. IS®001 certified.
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Proposed madification
I 2YFANY OGKIFG atL{w!é Aa GSN¥Y G2 dz

Justification

ED203A uses the terms (Preliminary) Aircraft Security Risk Assessme
(Preliminary) System SecurlRisk Assessment. Is it intentional by EASA to de
from this nomenclature?

Applicable in multiple sections.

response| Noted
Yes, it is intentional, because it is not only about aircraft system

comment | 260 comment by:Aerospace an®efence (ASD

Commented text
AMC 2642 Section 3.1..8.7.The termreasonablyis unclear.

Proposed modification
Does EASA plan to quantify what this term means?

response| Noted
The text has been changed.

comment | 261 comment by:Aerospace and Defence (AS

Commented text
AMC 2342, Section 3.1.85(@)wH LI2 G Sy G A f A G @& ¢

Proposed modification
Gf A1SEAK22RE 2NJ) aLI2aaAroArfAries

Justification

Use of term potentiality is unusual and not used anywhere else in industry.

response| Noted
The text has been changed.

comment | 262 comment by:Aerospace and Defence (AS

Commented text
Section 3.1.8, 5. Product information security risk assessment, (a) (vii/@)

Proposed modification
aS@rftdzr A2y 2F (KS SFFSOGA@®SySaa 21
risk (combination of level of threat and severity of Threa2 Y RA 1 A 2 y U €

Justification
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response

comment

response

comment

response

comment

response

comment

**
* *
* *
* *
* oy

Anagency of the European Union

Severity is not applicable to threat, but to Threat Condition.

Accepted

263 comment by:Aerospace and Defence (AS
Commented text

13 Section 3.1.8, 7. Reportintf you maintain suksection 7 ord 2 LIS NJ ( 2 N
operator should be informed about this obligation in appropriate regulations.
Noted

264 comment by:Aerospace and Defence (AS

Commented text

AMC 2642, Section 3.1.8.9 Probability is related to safetyssessment tha
addresses a list of events from which act of sabotage is explicitly excluded.
Proposed modification

¢KS GSEG aC2NJ SEFYLX ST | GKNBIFG 02y
defined in CS 25.1309, will not be acceptable if phabability that the associate|
GKNBFG a0SylNaR2 A& &dzaGSadattRizEd @ NI
example, a threat condition that has a potential major safety effect, as defined
25.1309, will not be acceptable depending on the lesfethreat of the associate!
GKNBFG aO0Syl NA2 dé

Accepted

265 comment by:Aerospace and Defence (AS

Commented text

AMC 2642, Section 3.1.8.9 Probability is related to safety assessment tl
addresses a list of events fromhich act of sabotage is explicitly excluded.
Proposed modification

¢KS GSEG aC2NJ SEFYLX ST | GKNBIFG 02y
defined in CS 25.1309, will not be acceptable if the probability that the assoc
threat scenarioh & & dzOOS & & FdzA f @ AREHH RADSR NB3
example, a threat condition that has a potential major safety effect, as defined
25.1309, will not be acceptable depending on the level of threat of the assoc
GKNBFG a0Syl NA2dé

Accepted

266 comment by:Aerospace and Defence (AS

Commented text

AMC2042 10 Definitiong, should refer to the current version of HRB or be able tc
use the latest version of EE3 as it evolves.

Proposed modification

EASA must confirm whether a latest revision oflBRan be used for AMC as E/
is a part of EUROCAE, so it could be acceptable to use an evolving doc
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response

comment

response

comment

response

comment

response

**
* *
* *
* *
* oy

Anagency of the European Union

Otherwise a clearly indicated specific revision oflBRhould be used or the releva
definitions from ERL3 should be copied into the AMC.

Noted

274 comment byIlATA

"The information systems identified in Section 2 should be assessed against...

IATA CommentChange: "in Sectionghould continously be assessegainst”

Reason: Cyber threats, vulnerabilities and risks are always changing. T
continous / regular assessment / reassessment is required.

Not accepted

This is part of thenstructions forcontinued productand partinformation security
protection &ection 3.1.8.9. It can be continuously, periodically or vulnerabi
driven (vulnerability management).

275 comment byIlATA
@) .....

"It is an assessment of the information security......"

IATAComment:

Change & Add: It is an assessment of the information security of the system
product or part. It should be extended to systems connected to the product or
in question if new information security risks may be introduced.

Reason:Assessments cannot be focused on just a specific system but mt
considered in realtion to "system of systems". A change in one system may intr
new risks to other systems it is connected with. Thus, the interfaces and conr
systems must be coidered in an assessment as well.

Not accepted

Although agreed inprinciple the metlodology requires to definghe security
environmentfirst, whichincludes connected systentsut for which the OEM has n
control (eg.signal in space).

276 comment bylATA

"....cannot be exploited by any known security threat...."
Replace: known with potential

Reason: Threats that are not known / available today may beaefegant in future.
Thus, also potential risks should be considered as the threat landscape may ¢
or new exploits for vulnerabilities may become available.

Not accepted
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The result of the assessment can be only about known threat®uld be impossible
to cover all potential threats.

comment | 277 comment byIlATA

At the end of 4 para (b)"......of the product or part considered".

Add: "Identified vulnerabilities that are not mitigated should be communicate
the operator."

Rationale: Operators are ultimatively responsible for the safety. Operators hav
view on the whole system and can assess the overall risk. Furthermore, they n
be able to decide whether they accept the risks introduced bwthlieerabilities.
Operators may also be able to add mitigations/countermeasures not consider
deemed practicable by the manufacturer.

Additionally, the risk scenario's considered by the assessor should be passe
downstream consumers, eg. manufagtr to operator.

response| Not accepted
Wulnerability is not mitigated when the assessment shows the risk is accep
Operators may require this informatidnom the OEM but it is outside the scope
type certification.

comment | 278 comment bylATA

4. para (c} at the end of the paragraph.
Add: "The mitigation should be provided to the operators in a timely manner."

Reason: To reduce risks, a mitigation should be provided to the operators in a
manner.

Given the everchanging threat landscape, aircraft systems and their soft
components should be designed and built to enable timely

implementation of mitigations.

response| Accepted

comment | 279 comment bylATA
5.(a) (v)

Comment: In calculation of thprobability of an attack, it should not be assum
that the attacker has to be onboard the aircraft and risks his own live with a ¢
because he could also hack in via the satcom or via a trojanized laptop conne
the IFE using the onboard intertneonnection.

response| Noted

comment | 280 comment by 1ATA
5. (a) (vi) (B)
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Add: ...mitigation means as in section 8 ...

Reason: Ensure that seurity testing and a penentration test is conducted as f
the evaluation

response| Accepted

comment | 281 comment bylATA
5.

Add at the end of the section
Add: (c) Operators should be allowed to read the PSIRA documentation.

Rationale: The operators are responsible for the safety of their passengers and
Thus, they should haviansparency over the scope of the risk assessment,
identified risks, the basis for the risk severity rating and the mitigation means
would enable operators to evaluate whether potential risks are within their
appetite or if they may want tdbe more caucious and introduce further mitigati
measures.

response| Not accepted
Operators shouldenter into an agreement with the manufacturer, if they want
have access to the PISRA.

comment | 282 comment byIlATA
7.

"...should report it tothe competent authority...."
Add: "the competent authority and the operators of this product or part"

Reason: The operator should be put in the position to evaluate the risk for
operations independantly. This would allow the operatodtzide about mitigating
measures or even a grounding of an aircraft even if the competent authority di
order it as a mandatory measure yet.

response| Not accepted
According toRegulation EUJ No 376/2014, mandatory reporting is onljor the
competent authority.

comment | 283 comment by1ATA
8. (a)

Add: Regardless of the PSIRA result, security verification must be condiagts
products or parts which can cause a catastrophic faibardition.

9 https://eur-lex.europa.eu/legatontent/EN/TXT/?qid=1579096167575&uri=CELEX:32014R0376
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Rationale: The typical lifecycle of an aircraft from design to its end of life is abc
8SIENE® LGQa LINF OGAOIfft& AYLRAAAOE S
performing a successful attack this far in the future (remember, 40syago the wa:
Y2 LYGSNYySGS>S o0dzFFSNI 20SNFt26a3 2 AT
defense in depth, the most safety critical systems should always be test
vulnerabilities.

response, Not accepted

comment | 284 comment by lATA
8(a) (i)
Replace: "should" instead of "may"

response| Accepted

comment | 285 comment bylATA

Section 8
After (a)

Add: (b) Security testing that addresses information security from the perspect
a potential adversary must be conducted byiagdependant body during the desig
and continously during the lifecycle of a part or product. The scope of such tests
not be limited to the initial attack surface available to an attacker but should
systems behind the perimeter as well to ensutet the defense in depth i
approbriate.

(c) Reports of security testing including the scope of the testing and identified
vulnerabilities must be made available to the competent authority and the oper:
of the product.

(d) The applicant must gnt the operator a right to audit the security measures ¢
the conuducted security testing. This will include the provision of software
firmware versions and configurations used (e.g., Firewall rules) as well as inforr
on security architecture, nocesses and policies (e.g., secure developn
methodologies).

Reason: Penetration testing should always be conducted to verify the se
protection. Furthermore, such tests should be done continously to adapt for
threats and attackneasures. Penetration testing is an important measure to de
otherwise undetected flaws, vulnerabilities and weaknesses in systems.

The operators are resposible for the security of their passengers and crews.
they must be empowered to verify thesurity measures taken. This includes sha
of security measures, test results, configurations. This will allow operators to dc
risk assessments and decide if additional measures are required and how the
on possible unclosed vulnerabiliti®sopietary source codes do not have to

shared with operators.
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response, Not accepted
The exchange of such information nedd be part of amgreemento be concludec
between the operator and the OEM

comment | 286 comment byIlATA

Section 9lnstructions....
Page 14 before senteneé&uidance on continued.....

Add: The applicant should provide information of the part's or product's sec
measures and security architecture to the operator to enable the oper
conducting security testintpat addresses information security from the perspect
of a potential adversary. The applicant should provide the operator with procec
to ensure that the part or product can be reset in a state that is in acordance w
specifications after secity testing.

Reason: Rationale: Operators are ultimatively responsible for the safety. Ope
have the view on the whole system and can assess the overall risk. Furthermor
need to be able to decide whether they accept the risks introduced by
vulnerabilities.

response’ Not accepted
This kind of agreemeris to be concluded between the operator and the OEM

comment | 290 comment bylATA
1.(b)

Should references to specific and dated documents be made, or preferably
document and itgevisions. Especially since these documents are in reHeypose
automatic grandfathering. eg. applies 2yrs after revision date

response| Noted
Thepracticeis to reference the latest applicable standard.

comment | 291 comment bylATA
4,

(d)
as noted earlier, context for the instructions should be documented and suppli

response| Noted

comment | 292 comment by 1ATA
5. (a)

(vi)- Assumptions made about the operational environment need to be made ¢
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response| Noted

comment | 293 comment by:lATA

7. Reporting

Perhaps more definition is required here. "Any information security occurrenct
ambiguous and could lead to under or over reporting of events and
incidents.

response| Noted

3. Proposed amendments an@tionale in detail | 3.1. Draft certification specification:
(Draft EASA decision) | 3.1.9. Draft decision amending Appendix A to GM 21.A.91 p. 1415
'Classification of changes to type certificate'

comment | 4 comment by Luftfahrt-Bundesamt

GOELF YL S& 2F Y2RAFTAOIFIGAZ2ya GKIFG YI &
The introduction or modification of authentication and/oencryption methods
could be added in this list of examples.

response| Accepted
The proposal is also endedto security controls.

comment | 15 comment by Pratt@Whitney Rzeszow APl

Instead of:
CS 25.1319, CS 27.1319, CS 29.1318,508), G 230(g)

Should be:
CS 25.1319, CS 27.1319, CS 29.1318,508), C® 230(g), GAPU 90

response| Partially accepted
The text has been modified.

comment | 66 comment by :EuropearnCockpit Associatior

Proposal [p.15]

ata Iy SEOSWIiAZ2YZT yS¢6 &aAYLX SE RAIA
controlled domain to a more open domain is not considered as major modifica
it has been assessed, evaluated and protleat the simplex control cannot &
NEOSNESR o0& |ye (y26y | LO9LEO®

Rationale [p.15] It is proposed that new simplex links (e.g. ARINC 429) ar
O2yaARSNBR Fa YIFI22N) OKIy3aSa dzyf Saa
NEJSNBESReé ® wSOSyd FddloOola 6asSsS / KSH
2015) targetig logically defined simplex links have shown that it is possible, thr
firmware modifications for example, to reinstall dual links where simplex one
used and to enable write feature on segregated data bus As a consequence, th
should be revesed and the possibility to reinstall dual link should be carefully te

**
* *
* *
* *

* oy
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response

comment

**
* *
* *
* *

* oy

Anagency of the European Union

into account, assessed and analyzed. Thus, by default, new simplex links shol
0S O2Yy&ARSNBR a YI22N) Y2RAFAOIGAZ2
controlcannotbe red S NB SR ¢ @

Partially accepted

85 comment by:General Aviation Manufacturers Association / Hen

The NPA provides proposed guidance about how to classify design change
amendment to GM 21.A.91. How to handle design changeexisting products i
an area that would benefit from continued engagement among EASA,
regulators, and industry stakeholders through cooperative efforts in support o
NPA being finalized.

Prior efforts have identified certain considerations. sksexample, FAA policy +
AIR21.1602 (as amended) discusses the need for a special condition when ¢
design changes involving connectivity occur2BB/DG356, Airworthiness Securit
Methods and Considerations, contains one chapter about type designges. ASIS
section 2.2.4.2, Type Design Changes, provides a general discussion about S

GAMA recommends that EASA engage with industry to advance the design «
area for cybersecurity further, because the guidance and associated policysitist
is not mature as the following examples show:

1 EASA states that certain design changes "may" be classified as "major’
certain changes occur. The word "may" could cause confusion an
agency, based on the defined changes listed in 3.1.9, likely intended {
the more affirmative "should" aboutthe criteria (e.g., establishin
connectivity between the ACD and the AISD).

1 The agency states that a change should be considered "major" if the se
environment is impacted. The use of the term "environment" is too br
and could be understood tmean changes to things outside the aircr:
Alternatively, is it intended that if there is no security environment chai
then the new regulations would not be applied would the new rules be
applied because a nesecurity related change tripped the foa change
criteria? GAMA believes that the agency intended to refer to the aircr
"security architecture" and not the security environment. A clarificatior
this criteria is needed.

1 Additionally, with regards to the use of the term "security arebitre" (sic:
environment), it is important that EASA recognize that not all changes t
security architecture are "major" by default, but only changes that c
weaken an existing security measure or introduces a new threat conditi
attack vector.

1 Finally, the "major" change definition does not address safety and gen
infers that any security changes are deemed a major change to the sy
In GAMA's view, this should not be true for hazards other than catastrc
and hazardous for rotorcrabind C&3 aeroplanes.

GAMA recommends that EASA specifically work with industry to review and pi
improved guidance about the type design change process as it finalizes the N
publication as an amendment to the different CSs.
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response

comment

response

comment

response

comment

**
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* *
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Anagency of the European Union

Point 1:Accepted

Point 2and point 3 Partially accepted

The text has been modified based on other similar comments.
Point 4:Not accepted

The appropriate definition appeais the respective CS.

92 comment by:Panasonic Avionic

"PISD" should read "PIESD", per ARINC 811.

Accepted

115 comment by DassaulAviation
Text:

tmp {SOlA2Yy odmdpd 5N Fi RSOA&AAZ2Y |
2F OKlIy3aSa (2 GelLlsS OSNIAFAOIGSQY

Proposed text:
proposed text to replace first example:

w GC2NJ SEIF YLX S Ay GKS O2yGSEG 27
established between the aircraft control domain (ACD) and the airline inform;
services domain (AISD), or between the AISD and the pgess@rformation ano
entertainment services domain (PIESD) (see ARINC 811). Except if a nc
unidirectional digital communication means (e.g. ARINC 429) is establishe
OFyy2i 06S NBOJSNESRO®E

Rationale:

W {GraGAy3a 'y SEOS &ideptdryis confusing.f S& a¢ v
() Simplex is not defined thus ambiguous

Noted

116 comment by DassauHAviation
Text:

P1415 Section 3.1.9. Draft decision amending Appendix A to GM 21

W/ fFaaATAON GA20/S NITA FOKOIYIPEIH (2 (8 LIS

Proposed text:

¢KS GSEG aC2NJ aeaidsSvya GKIFG FIft -ESHE
CSP 230(g), in the context of a product information security risk assessme
change may be considered to be major if the security emvirent is impacted ant
the initial analysis shows that before the implementation of mitigation means, t
Ad | LRGSYGALrt F2NJ Iy dzyal S O2yRAC(
a! OKFy3aS (KFd YIe& AYyiNRBRdzOS (KS td.
aircraft systems may be considered to be major if there is a need to mitigate the
F2NI Iy ARSYGAFTASR dzyalt S O2yRAGAZ2Y
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Rationale:

W Reference to CS 2x.1319 and-ECS0(i), G8 230(g) should be remove
because classification of a cige should not depend on the applicable certificat
basis but rather on the nature of the change itself.

W The Security environment impact as a trigger condition should be rem
because it is already addressed by the identification of the unauthoeietronic
accesses. Moreover, the possible further updates of the security environmer
considered as out of the scope of the initial airworthiness and already address
the Continued Airworthiness.

W ¢KS YSFyAy3a 27F daAyAllAd impleightatiore &f
YAGATIGAZ2Y YSlIyaég aK2dzZ R 6S Of I NATA

Partially accepted

121 comment by FOCA Switzerlan

Comment FOCA on Point 9 (Instructions for continued product and part
information security protection):

See commentt122on the need for legal links to ensure implementation of
procedures by other actors in the chain to ensure resilience throughout the
lifecycle.

Proposal FOCA on Point(®nstructions for continued product and part informatiol
security protection)::

Ensure legal link regarding implementation of measures throughout lifecycle |
and is broad enough. Reporting of occurrences should be covered by RMT 0.7;
its links to Reg. 376/2014) and should not be included in this AAd@ment FOC/
on GM 21A.91 Classification of change:

GM to Part 21 is not listed in material affected by this NPA and the part of the
to Part 21 affected by cyse appear as much larger than the classification of ch
(e.g. ToA, privileges, disciplines). Moreover, the N&&s not differentiate
between MAJOR or MINOR change so no need to discuss it in the frame of th

Proposal FOCA o8M 21.A.91 Classification of change:
Delete GM 21.A.91 Classification of change.

Comment FOCA oAmendment of Appendix A to GM 21.81 Point 4 (Systems):
Thethirdt AyS Ay GKS GSEG NBTSNHE Defdredhe (i 2
AYLE SYSYyGF A2y 2F YAGAIALGA2Y YSIyas
What about the analysis of potentially unsafe conditiafier the implementation
of cyber mitigation measures? Should this not be also part of the analysis? Se
above comment #12@garding Product information security risk assessment.

Point 1:Noted. It is coveed in PartAlSS.

Point 2:Not accepted PartAISS will be high leyéherefore, it is included here to b
more detailed for products. Additionally, it does not contradict PEI$S.

Point3:Noted. It will be referencedn thefirst page of the publication.
Point 4 :Not accepted
Point 5:Noted
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159 comment by UK CAA
Page Nol14- 15

Paragraph No03.1.9 Appendix A

Comment:This is the first reference to security domains. This is anaetighisec
term and we suggest it should be added to the glossary and used throughoi
document to explain a trust environment. A major change should be based ¢
assessment of any chaegto security mitigations (of which establishing a sect
R2YFAY A& I YAGAIIGAZ2Y 2N O2yGNRf O
between domains. This section seems quite detailed comparative to the rest (
text (e.g. listening on a UDpdbrt). We suggest that it would be assumed that ¢
domain which is not the controlled domain described by the applicant would |
G2 0SS laaSaaSR G2 oS i GKS ary$S f
ASOdzZNR (& R2YIFAYE D

Noted

160 comment by UK CAA
Page No14-15

Paragraph No03.1.9 Appendix A

Comment: Determination of a major change should require cyber sect
competency (to determine vulnerabilities, threat paths and complete the anal
as well as safety competency to determine the potential for an unsafe conditio

Justification:To determine if a change is major identification is required to estal
f the security environment (or domain) is impacted and also if there is a pote
unsafe condition. The competency requirements to make these determina
should & made clear.

Proposed TextWe recommend that competency requirements are added.

Noted
It is overedin PartAISS.

164 comment by AIRBUS

1. PAGE/PARAGRAPH /SECTION YTHE COMMENT IS RELATED TO:
Pages 11p X &aSOGA2Y odmMdP O6a5NIF Fi RSOA
W/t AaaAFAOIGA2Y 2F OKIlIy3aSa G2 GeLsS

2. PROPOSED TEXT/ COMMENT :

¢KS GSEG & ClRuNderCS 85i1819,LS 77K 316, CF29.130509,
CSP 230(g), in the context of a product information security risk assessme
change may be considered to be major if the security environment is impacte
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comment

response

comment
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the initial analysis shows that befthe implementation of mitigation means, the
Ada F LRAGSYGALrt F2NI LYy dzyal FS O2yRAL
4! OKFy3IS GKIFd Y@ AYydNRRdzOS GKS L
product systems may be considered to be major if thesra need to mitigate the
NAala F2NIFy ARSYGAFTFASR dzyal FS O2yF

3. RATIONALE / REASON JUSTIFICATIONfor the Comment:
Reference to CS 2x.1319 andECS0(i), C® 230(g) should be removed becal
classification criteria minor/majatefined in GM.21.A.91 do not refer to Certificati
Specifications and classification of a change should not depend on the app
certification basis but rather on the nature of the change itself.

The Security environment impact as a trigger condisbould be removed becaus
it is already addressed either by the identification of the unauthorized electi
accesses or by 89 of AMG-22.

¢CKS YSIyAy3 2F aGAYyAGALE Fylfearasé
YSI ya¢ ackdfiedf R 0 S

Partially accepted

192 comment by:John Connolly (Atkins

¢tKS AYyO2NNBOG GSNY WIiKNBFG LI GKQ )
previously.

Accepted

208 comment byL. Riegle Al£
3.1.9

Commented text

"Exception: a simplex digital communication means (e.g. ARINC 428 li¢ished
from a controlled domain to a more open domain, unless it can be shown that
simplex control can be reversed."

Proposed modification

Reword to state: "Exception: aominally unidirectional directional communicatio
means (e.g. ARINC 429 eistablished from a controlled domain to a more open
domain and demonstration is provided that communication flow cannot be
returned from the open domain by reversing the communication direction (e.qg.
through compromise of digital controller chips).

Justfication

Use of simplex needs to be defined as it may be ambiguous to different 1
Intention here should be that a unidirectional communication from controllec
uncontrolled domain is acceptable and can be added without need for classific
as amajor change. Any additional communication means that adds a path
uncontrolled to controlled domain- either intentionally or unintentionally is a
major change. The intentional path may be obvious to most in the industry
A664, ethernet, etc.put unintentional consequences such as having a nomil
unidirectional databus such as A429 compromised to change the directic
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communication needs to be explained so it is considered by all. Simplex is not ©
in A429 or other standards.

Commented text
bwXx6 I OKFy3aS YIFIe 6S 02yaAa
AYLI OGSR wX8h

g2

puji
w»
Z
&
puji

Proposed modification
Change to security architecture

Justification

Changes to security environment are out of control of an applicant and not re
to any changes being proposed. Changes to security architecture are the sc
changes being proposed. Any adverse effects to security environment shot
handled by continuing airworthiness processes. if a new attack type is identifiel
it shoud be handled over this route to ensure all related aircraft are secured as
as possible. Otherwise, the current text provides the adverse incentive to not s
aircraft to avoid cost associated with a major change.

Commented text
bwX6 I ObéloyistiéredYorbé major if the security environment is
AYLI OGSR wX8h

Proposed modification

Amend 21.A.91 to add further guidance on how to interpret the "may" stateme
on when changes to the security architecture will be classified as major or whe
can be reverted to minor. Insert after quoted sentence (assumes other comme
on changing security environment to architecture has been accepted):

The changes to security architecture are only major if they have the potenti
weakening existing secuyitmeasures or introduce new threat conditions or attz
vectors. When changes to the security architecture occur, the applicant sl
provide a risk assessment demonstrating that no undue risks are being intro
into the design. The applicant shouldeuspproved procedures for assessing sect
risks due to design changes and classify changes through procedures apprc
compliance to 21.A.239 (Design assurance system) or 21.A.611 (Design Char
Add another example that a change can introduce & ivgerface but is not actuall
major because existing security measures can protect against it. Example co
An engine has a satellite communication interface for transferring usage date
applicant chooses to add (or replace with) a WIFI comnatioic module for cheape
transmissions. The bidirectional data will be passed through the same se
measures used for the satellite communication ensuring confidentiality, integrity
availability (as appropriate) are not impacted.

Justification

This NPA proposes to use "may" in a classification criteria rather than the
practice of "should" for criteria in this section. This general approach is apprec
as it is not rigidly forcing all changes to be classified major, e.g. any time |
interface is introduced. However, this section needs to be clarified on the pre
and procedure of how the "may" is to be determined. It is recommended to inc
a security risk assessment process as part of the change classification proc¢
approved agart of a company's approved manuals.

**
* *
* *
* *

* oy
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Commented text
N/A

Proposed modification

Amend Part 21 sections on continuing airworthiness to include considerations
security and to call AMC 22 as means for demonstrating compliance

Suitable sectionaeed to be found for introducing passages for obligations set il
ED204 (e.g. incident management, instructions for continued airworthiness). F
these passages, AMC-2@ should be provided as GM or AMC.

Sections to be targeted could be:

21.A.3A (Failuresnalfunctions and defects)include specific needs for security ir
occurrence reporting, identification of vulnerabilities in design and subsequent
rectification

21.A.61 (Instructions for continued airworthiness), 21.A.107 (Instructions for
continued airvorthiness) and 21.A.120A (Instructions for continued airworthine:
include Aircraft Security Operator Guidance although this may be sufficiently
covered by ED203A in AMC-2D

Note: As these changes may be quite extensive, do not have available maitémial
stage and have not been discussed with industry, it may not be possible to intr
at this stage. NPA 20438 introduces extensive changes to Part 21 that coulc
used as vehicle to make more extensive changes. Alternatively with imminen
for Part AISS, these issues could be covered via Part AISS updates. However,
mean a gap in support and coverage of continuing airworthiness of parts
appliances until RMT 0720 is complete.

Justification

AMC 20642 lists ED204 which provides gamte for continuing airworthiness. Pé
21 includes regulations for continuing airworthiness that should drive the actiy
described in ED204. In current state, only initial airworthiness aspects to desi
clear through updates to %3, -25, -27, -29, -E,-P and-ETSO. Organizations th
need to perform continuing airworthiness activitiesin particular MRO an
Operators- will not be aware of AMC 282 and activities set forward in ED2
without correct references in relevant sections to their otons- mainly Part 21.

Commented text

"For systems that fall under CS 25.1319, CS 27.1319, CS 29.1E180@SCP
230(g), in the context of a product information security risk assessment, a chai
may be considered to be major if the security Bamment is impacted [...]"

Proposed Madification

'LIRFGS Da HMP! dmam G2 Of I NAFe GKI G
workflow (i.e. compliance to 21.A.101(b)(2)) and thus changes to sequaity
consequently updates to the use of standardsdstablishing security compliance
and compliance to other areasshould be considered independently.

Justification

¢tKSNBE A& O2yOSNYy (KIG GKS RRAGAZY
changes could have unintended, f@aching and costly consequences. There is
O2yOSNY UGKFU ¢KSY aSOdzNR (& wHeNK ahsrdise
would be minorg that large areas of the changed product would be unnecess
affected and standards used for compliance required to be updated. Similarl

**
* *
* *
* *

* oy
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converseistrueA ¥ I OKFy3IS (GKFd Aa Ofl aaAiA¥Ta
securityo6 8 SOdzNAR G & Of F aaAFTAOLIGAZ2Y AYAY2N
affected), the overall major classification would require establishment of
compliance material using AMC-2@2 which would not materially benefit the safe
and security ofif KS LINP RdzOG® . & (GNBIFGAy3a aSc
21.A.101(b)(2), a correct measured response is established where upde
compliance finding is done when appropriate. In the classification of informi
security changes, the scope of theoduct (i.e. which items, functions, SW modul
etc.) that have a security relevance under the change is established and updz
compliance finding are then performed only for these affected portions.

response| Comment 1Noted. The text has been mdiikd.
Comment 2Partially accepted.The text has been modified.
Comment 3Partially accepted
Comment 4Noted. It will be taken into consideration in the future.

Comment 5Noted. It should be addressed afuture update of Par21.

comment | 221 comment by:General Aviation Manufacturers Assiation / Hennig

Editorial: The abbreviation "UDP" is not defined. Recommend spelling out UDP
use.

response| Accepted

comment | 222 comment by:General Aviation Manufacturessssociation / Hennig

The proposed text in Appendix A "Examples of Major Changes per discipline”
21.A.91 includes an amendment for systems.

GAMA notes that the section concludes with:

5. Propellers

[.]

There is, however, no specific guidanabout propellers, but the agency do
propose an amendment to AMC P 230 Propeller Control System.

GAMA requests clarification whether or not the agency intended to provide guic
about Major Changes for propellers in this section.

response| Noted
There is no modificatioras regards mpellers. It is only to indicate the propt
location for the new text betweei?. System@nd'8. Propeller®

comment | 223 comment by:General Aviation Manufacturers Association / Hen

EASA proposes an "exception" to classifying modifications as major if a "s
digital communications means (e.g. ARINC 429) is established from a control ¢
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* *

L Proprietary document. Copies are not controlled. Confirm revision status through the EASA intranet/interiiige1200f 130

*
* gk

Anagency of the European Union



EuropeanUnion Aviation SafetyAgency CRD to NPA 2@-01
2. Individual commentand responses

to a more open domain, unless it can be shown that the simplex control ce
reversed."

GAMA appreciates EASA identifying a design change that can be exempted, |
proposed text may cause confusion.

GAMA recommends that EASA clarify the proposed exemption. The agency me
to consider language from FAA-RIR21.1602 Rev. 2, Establislent of Specia
Conditions for Aircraft Systems Information Security Protection, publishe!
February 2017 which states:

"...data transfer services without capability of transmitting to aircraft systems,
read only data services connected via recaemty ARINC 429 bus, do not requ
issuance of special conditions."

GAMA's proposed change to the exempted design change language is:

"Exception: A new digital communications mechanism that uses a unidirec
communications means (e.g., ARIMED) to establish a connection between t
controlled domain to a more open domain should not be classified as major, if
be shown that the communication direction cannot be reversed."

response| Partially accepted
This sectiorhas beenamended with he same intety due to other commentsThe
new text proposed considers this comment from GAMA.

comment | 232 comment by:Bombardier

Issue:minor text discrepancies
Comment:Draft text for GM 21.A.91 "Classification of changes to tygrificate”

1 UDP not defined
1 Section 5. Propellers has no text

RecommendChange text:

71 define UDP as User Datagram Protocol
1 Complete section 5 or delete.

response| Point 1:Accepted
Point 2:Noted
Thereare no changsto section'8. PropellerQ

comment | 267 comment by:Aerospace and Defence (AS

Commented text
¢tKS GSEG a C2N) agaidSyvya GKIG FIfEESsS0@,
CSP 230(g), in the context of a product information security risk assessme
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change may be considered to be major if the security environment is impacte
the inttial analysis shows that before the implementation of mitigation means, tl
Ada F LRAGSYGALrt F2NI LYy dzyal FS O2yRAL

Proposed modification

a! OKFy3aS GKFd Y& AYyGNRRdzOS GKS L
product systems may be consigel to be major if there is a need to mitigate tl
NAala F2N Iy ARSYUGAFTFASR dzyal ¥S O2yF

Justification

Reference to CS 2x.1319 andECS0(i), G® 230(g) should be removed becal
classification of a change should not depend on the apple certification basis bt
rather on the nature of the change itself.

The Security environment impact as a trigger condition should be removed be
it is already addressed by the identification of the unauthorised electronic acce
Moreover, the pssible further updates of the security environment are conside
as out of the scope of the initial airworthiness and already addressed by
Continuing Airworthiness.

¢KS YSIyAy3a 2F GAYAGALf FylFrtéearacg
Y S I ysBodld be clarified.

response| Point 1:Partially accepted
Point 2:Noted
This parof the proposahasbeenchangedbased orother comments, froni8ecurity
environmentlo Wecurity perimete@

comment | 268 comment by:Aerospace and Defence (AS

Commented text
GoX6 I OKFy3aS YIeé 6S O2yaARSNBR iz
AYLI OGSR wX8¢

Proposed madification

' YSYR HM®! dcpm G2 FRR FdzNIKSNJ IdzA RI
on when changes to the security architecture wél dassified as major or wher
can be reverted to minor. Insert after quoted sentence (assumes other comr
on changing security environment to architecture has been accepted):

The changes to security architecture are only major if they have the gatdat
weakening existing security measures or introduce new threat conditions or
attack vectors. When changes to the security architecture occur, the applica
should perform and record a risk assessment demonstrating that no undue 1
are being introdiced into the design. The applicant should use approved
procedures for assessing security risks due to design changes and classify
through procedures approved by compliance to 21.A.239 (Design assurance
system) or 21.A.611 (Design Changes).

Add arother example that a change can introduce a new interface but is not
actually major because existing security measures can protect against it.
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EASA to provide examples, stating whether major or minor.

Justification

¢KA& bt ! LINE LI & 8assifitagion diterh rathaf thaénghe dsyal
LIN] OGAOS 2F GakKz2dzZ RE F2NJ ONRGSNARI
appreciated as it is not rigidly forcing all changes to be classified major, e.g.
time a new interface is introduced. However,dlsection needs to be clarified ¢
GKS LINPOS&da&a YR LINPOSRAINB 2F K2g (
recommended to include a security risk assessment process as part of the ¢
Of FaaATFAOIGAZ2Y LINRPOS&a YR | LILINBOS

response| Noted
This part has been changdshsed on previous comments, fro#hayo Should

comment | 269 comment by:Aerospace and Defence (AS

Commented text
N/A

Proposed maodification
Propose to have a dedicated rulemaking taskafddressing continuing
airworthiness aspects across all users, design approval holders.

Justification

AMC 2342 lists ED204 which provides guidance for continuing airworthiness
21 includes regulations for continuing airworthiness that should driee th
activities described in ED204h current state, only initial airworthiness aspects
design are clear through updates to-£§-25,-27,-29,-E,-P and-ETSO.
Organisations that need to perform continuing airworthiness activitias
particular MRCand Operators will not be aware of AMC 282 and activities se’
forward in ED204 without correct references in relevant sections to their
operations- mainly Part 21

response| Noted

comment | 270 comment by:Aerospace and Defence (AS

Commented text

"For systems that fall under CS 25.1319, CS 27.1319, CS 29.1-EL%0Q)S CGP
230(g), in the context of a product information security risk assessment, a cl
may be considered to be major if the security environment is impacted [...]"

Proposed Madification

**
* *
* *
* *
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response

comment

response
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'LJRIFIGS Da HmMd! dmvam G2 Of F NARFE& GKIQ
(i.e. compliance to 21.A.101(b)(2)) and thus changes to seauaityl consequently
updates to the use of standards for establishing securitygi@mce and complianc
to other areas; should be considered independently.

Justification

¢tKSNE A& O2yOSNYy (KIG GKS RRAGAZY
changes could have unintended, f@aching and costly consequences. Therthe
O2yOSNYy GKIG 6KSy &SOdzNA (i & whHeNk athSrdvise
would be minorg that large areas of the changed product would be unnecess
affected and standards used for compliance required to be updated. Similarl
conveseistrucA ¥ | OKI y3aS GKIG A& Ofl daaArTa
aSOdzNRGe o0aSOdaNRGe OflFaairiFAOIGAZY «
affected), the overall major classification would require establishment of
complince material using AMC 22 which would not materially benefit the safe
YR &aSOdzNAGe 2F (GKS LINRPRdzOG® . & GN
21.A.101(b)(2), a correct measured response is established where upd:
compliance finding is dee when appropriate. In the classification of informati
security changes, the scope of the product (i.e. which items, functions, SW ma
etc.) that have a security relevance under the change is established and updz
compliance finding are thengpformed only for these affected portions.

Noted

271 comment by:Aerospace and Defence (AS

Commented text

GOEOSLIIAZ2YY | aAYLX SE RAIAGLEE O2YYc
from a controlled domain to a more op&omain, unless it can be shown that the
AAYLX SE O2yiNRt Oly 65 NBOSNBEBSRDE

Proposed modification

wSE2NR (2 aidGlGSY G9EOSLIIAZ2YY | y2YA
means (e.g. ARINC 429) is established from a controlled domain to a more op
domain and demonstration is provided that communication flow cannot be
returned from the open domain by reversing the communication direction (e.qg.
through compromise of digital controller chips).

Justification

Use of simplex needs to be defined as ityni@ ambiguous to different users.
Intention here should be that a unidirectional communication from controlled tc
uncontrolled domain is acceptable and can be added without need for classific
as a major change. Any additional communication meansatids a path from
uncontrolled to controlled domaineither intentionally or unintentionally is a
major change. The intentional path may be obvious to most in the industry (e.(
A664, ethernet, etc.) but unintentional consequences such as having a albmin
unidirectional databus such as A429 compromised to change the direction of
communication needs to be explained so it is considered by all. Simplex is not
defined in A429 or other standards.

Noted
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4. Impact assessment (I1A) | 4.1. Whattlse issue | 4.1.1. Safety risk assessment p. 16

comment | 68 comment by Certification Expert

LY 2ndmédmI GKS alFFSGe NRA]l laasSaays
understand that a volunteer connection to a system bureauthorized person i
excluded or is it only related to physical damages in the goal to destroy
system/components ?

LF ¢6Sftf dzyRSNR(22R>X AU A& LINRLRASR
physical unauthorized connection to the eleatio aircraft system interfaces as w
a4 LKeaAorf RFYF3ISa 2F St SOGNRBYAO |

response| Partially accepted
The text has been modified to provide for clarity.

comment | 161 comment by UK CAA
Page Nol16

Paragraph No4.1.1

Comment:We do not believe it is possible to protect against unknown/undefi
threats other than by isolating the systems.

Justification: The protection of flight critical systems must be guaranteed, and
can only be achieved by isolating thagestems.

Proposed TextThe text should be modified to state that all flight critical syste
must be isolated.

response| Not accepted

Isolation has first to be definednd an air gagloesnot isolak a critical system fron
the ground. It still can beotnpromised by software update along the supply ch
or the maintenance process.

It is also about risk acceptability. Depending on the severith@impact and the
likelihood of a succeful attack the risk has to be assessed.the risk is not
acceptable, mitigation means have to be provided and this lmag tothe decision
to increase the difficulty of attack by regrouping critical functi@m a dedicatec
logical domain like it is done today the Aircraft Control Domain and to lim
downlink, oneway connection to less controlled domain. Acceptable mean
Ysolationtare oneway Arinc 429, logical diodes, etc.

4. Impact assessment (I1A) | 4.1. What is the issue | 4.1.2. Whafiected p. 16
comment | 19 comment byUniversal Alloy Corporation Desig
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response

ThisDOA is concerned that the NPA does not fully comprehend the implement
difficulties that would be faced by DOAEhe need for training is mentioned, almc
as amafterthought. The equipment software developers do understand the poter
threats in depth but the same cannot be said of the typical DOA personnel.

Looking back in time over similar step changes in the way in which assessmel
certification are grformed:

a. Electrical Wiring Interconnect Systems (EWISFollowing a succession

accidents, the EWIS measures were introduced under a range of AMCs L
operational tasks were supported by mandated training, by flowcharts, chec
and by cojus documentation explaining the problems and rationales
improvement.

b. Software and Airborne Electrical Hardware (SW and AES)W and AEH we
introduced by CMs and by reference to International Standarde. date the only
training we havemanaged to find is an EASA training Course but the required
ail yRINR MWahadeSequiSd\ah iatérnhl EASA Work Instruction (WI)
has been very helpfulNevertheless, unless we are missing an important se
documents, there appearso standardised training approach to this extrem
challenging subject.

c. Cybersecurity. Cybersecurity is now being proposed without a clear trair
strategy. Open questions are: who will be eligible to conduct the assessment?
training will they need? How will the various product systems be assessed and,
importantly, how will the gap between the NPA referenced International Stanc
and the aircraft installation be bridged?

At present it appears that, although the topics are getting mamd more complex
the prescribed level of support available for the DOAs is getting less andTleiss
DOA believes that it is essential that an agreed training strategy and implemen
plan for cybersecurity be authorised before the regulation cleengroposed in the
NPA are enacted.

Noted

While NPA201901 focuses on certain products, NPA 2010 Wlanagement of
information security riskQ RMIT.072§1° proposes provisionthat are applicable to
competent authorities andrganisations in all aviation domains.

4. Impact assessment (IA) | 4.2. What we want to achieveobjective p. 16

comment

46 comment by:Europe Air Sport:

EAS Comment to 4.4.2.5 General aviation and proportionality issues

Quote: 't The ARA@SISP Working Group recommendations propose meal
compliance that are proportionate to the products and to the associated risks."

10 https://www.easa.europa.eu/documenlibrary/noticesof-proposedamendment/npa2019307

**
* *
* *
* *

* oy
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response

Comment:

The provision refers to the FAA document "Report from Avetion Rulemakin
Advisory Committee (ARABicraft System Information Security / Protecti
(ASISPWworking group to thé~ederal Aviation Administration.” used by EASA in
NPA.

This documat has a section "2.4 Rulemaking Recommendations: Small Airplar
EAS generally approves of the contents of Section 2.4.

However, we caution that the risk handling procedures introduced by the NPZ£
in certain cases add significant burden for the nufacturer. Therefore the
proportionality of the requirements need to be carefully considered.

We note that this 2016 report points to a separate "set of best practices" in App:
G comprising 47 pages. However, it appears the Appendix G is to @kegeon a
fairly high level and offers a limited amount of really "haiod$ guidance. Thi
makes it somewhat difficult to assess if the requirement level is reasonable
appreciate more clarity on this topic.

Noted
The aim of EASA is poopose proportionate rules.
Thiscomment will be consided in the preparation bthe final deliverabls.

4. Impact assessment (IA) | 4.4. What are the impacts | 4.4.2. Options 1 & 2 p. 1718

comment

**
* *
* *
* *

* oy

Anagency of the European Union

80 comment by:General AviatioManufacturers Association / Henni

GAMA appreciates the EASA statement that manufacturers are expected to &
to state of the art and current best practices as they relate to cybersecuri
discussed in section 4.

GAMA however disagrees withe statement in 2.4 that "No adverse econon
impacts are expected." This statement seems to imply that there will not be any
from cybersecurity certification or design considerations. There will be cos’
stakeholders to comply with the cyberseity standards.

GAMA expects some of the following costs to be incurred:

- OEMs: Employ staff, expand expertise, conduct additional safety and risk an
and possible redesigns.

- CAMO: Train staff to understand security requirements and establstepses fo
controlling certain information and computer systems as identified by the OE
Instructions for Continued Airworthiness (ICA) and related operating procedur
- Operators: Train staff about cybersecurity and how to comply with the ICA:
operating procedures.

GAMA recommends that the agency acknowledge these costs as part of fin
this regulatory proposal and amendment to the Certification Specifications. The
regulation should consider a thorough analysis of the costs as related to
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modified CS r@d AMC to ensure the proposed rules provide adequate bel
irrespective of the current use of CRIs and CAls.

Additionally, the impact assessment seems to be focused et6@8roplanes whicl
have been subject to Special Conditioiigs essential thathe agency recognize
that CRIs and CAls have typically not been applied to certain types of aircraf
CS23.-27, or-29). The agency proposes a proportional approach to cybersec
for these aircraft which is welcomed. The agency, however, cén jostify the
proportional approach to cybersecurity by conducting a complete -duoetefit
analysis for all aircraft types.

response| Noted
The aim of EASA is to propose proportionate rules.
Thiscomment will be consided in the preparation dthe find deliverables.

comment | 103 comment by ENAC

ref 4.4.2.3 Social impact

The statement "Not applicable" appears to simple.

New basic regulation EU 2018/1139 (recital 68 and art. 115) requires a
attention to social aspects

response| Noted
This comment will be consider@athe ExplanatoryNote of the final deliverablé.e.
ED Decision).

comment | 162 comment by UK CAA
Page No18

Paragraph No4.4.2.5
Comment:This statement does not appear to have any supporting justification.

Justification: Any relaxation/alleviation for any particular aviation sector shoulc
properly justified.

Proposed Text:The conclusions of the ARAC ASISP Working Group shoi
included in the NPA (e.g. in an appendix), and the full documentation shou
referenced.

response| Not accepted
Link to the ARAC report is includedtlie NPA.

4. Impact assessment (IA) | 4.5. Conclusion | 4.5.1. Comparison of options p. 18
comment | 8 comment by European Powered Flying Unic
4.5.1. Comparison if options
page 18/20
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For our community "Option 2" is the optimum as well.
Rationale:

Topresent all relevant provisions in one single ARICis useffriendly, updating i<
simpler, we think manufacturer will easily find what is important, thus time
money is saved.

response| Noted

comment | 47 comment by:Europe Air Sport:

EASComment:
We agree with the choice of Option 2.

response| Noted

4. Impact assessment (IA) | 4.6. Monitoring and evaluation p. 18
comment | 163 comment by:UK CAA
Page Nol18

Paragraph No4.6

Comment:lt is not clear how the effectiveness of cybersecurity protection cal
monitored/ evaluated. We believe that it would not be known whether an attack
been attempted unless it is successful.

Justification: It is important to know whether the measwedeployed to protec
against cybersecurity threats are effective. The lack of successful attas
insufficient - this may only indicate a lack of attempts. Rictive assessment ¢
vulnerability and effectiveness of the cyber security protection requgieould form
part of the evaluation. Due to the nature of cybersecurity and changes in both t
and vulnerability this should happen at regular intervals to understand how ch
and increased/decreased risk profiles have been assimilated.

ProposedText: If available/possible, means of logging the number of cybersec
attacks should be required. Monitoring and evaluation should also include the r¢
of pro-active testing to determine the effectiveness of cybersecurity protection.

response| Noted

EASA will monitor and evaluate the effectiveness of the proposed amendme
the CS once theyenter into force. Due to the evolving nature of cybersecul
threats and vulnerabilities, monitoring indicators could not be specified exhaust
However, access to the number of security attacks would be required, as w
review of the results of regular pactive testing of the effectiveness of tf
cybersecurity protections. It should be noted that EASA could access th
ECCAIRS cybersecurity occurrences related to design and production isst
report on them.

.t TE.RPRO.068-006 © EuropeanUnionAviation Safety Agency. All rightserved. IS@001 certified.
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3. Appendix A— Attachments

EPentestinq LH Group Position_v1.02.pdf
Attachment #1 to commer#206
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