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• Agenda

1. CCN / CCN-CERT Services

2. National Legislation / EU Legislation

3. Cyber incident notification



• • Law 11/2002 regulating the National Intelligence Centre.

• Royal Decree 421/2004, March 12, which regulates and defines the
scope and functions of the CCN.

• Royal Decree 3/2010, January 8, which defines the National Security
Framework for Electronic Administration, modified by RD 951/2015,
of October 23, in response to the evolution of the regulatory
environment, information technologies and implementation
experience.

• RDL 12/2018 NIS DIRECTIVE Transposition. (09.2018). Defining CERT
community. Technical coordination role in CCN-CERT.

Establish CCN-CERT as competent Governmental / National CERT

MISSION
To contribute to the improvement of Spanish cybersecurity, being the national alert and 

response centre that cooperates and helps to respond quickly and efficiently to the 
Public Sector to actively address the new cyber threats.

CONSTITUENCY
In charge of cyber attacks on classified systems, Public Sector systems and companies and organizations of strategic 

sectors for the country in coordination with the CNPIC.

CCN Legal support



• CCN-CERT Services

07 Security Operation Centre

Secure system configuration

Threats / Malware / Better practices

01 To provide security guides and standards

02 Warnings and vulnerabilities

03
Training04

Security Audits and inspections

Cyber Incident Response05
Information sharing06

Incidents and cyber threats

Continuous surveillance Efficient responseMinimize the exposure surface

Number of registered users per year
www.ccn-cert.cni.es



• Security Guides and Standards01
Reports published in 2019

227
Total Reports

26
Malware Reports

81
Technical Reports

73
Threat Report

6
Good Practices 

Reports

41 /365 
New and updated 

guides

Total reports figures (2019)

1.200.000
downloads

Cloud Services Adaptation



• Warnings and vulnerabilities02

All users registered on the CCN-CERT website,

receive cybersecurity notifications and warnings,

informing them of newly detected threats.

Number of registered users per year



• How do we manage cybersecurity?

Auditing 
solutions

Detection 
solutions

Analysis 
solutions

Surveillance 
solutions

Exchange 
solutions

Training 
solutions



•
ENS Metrics & Risk analysis

Observatorio
Digital

Exposure surface 
environment

vSOC

Cybersecurity 
Environments



• Security audits and inspections03

National Security Framework Validation
Environment

Exposure surface Environment



• Training04

Face to face Course

Online Training

21 + 7  (600)
Face-to-face courses

21 (+4.000)
Distance

learning course

ATENEA

+9.200 
users

101
Security challenges

Training itineraries

2019 figures



•
Continuous surveillance. Detection

vSOC

+600 
users

+3.800 
investigations

+40.000 
search

230

15

50

43



• Regulation in Spain

Estrategia de Ciberseguridad 

Nacional

2013

-RD 951/2015   - Ley 31/2015

-Ley 40/2015    - PAC y RJSP

2015

8 instrucciones técnicas de 

seguridad (ITS)

2017

2016/1148 Directiva NIS . RDL 12/2018

2016/679 GDPR – LO 3/2018

2018

2004

Ley 11/2007 Acceso electrónico

RD 1720/2007

2007

RD 3/2010
2010

Ley 8/2011
RD 721/2011
Ley 8/2011 EJIS

2011

EU 2019/881

Cybersecurity Act

2020

Estrategia Nacional de 

Ciberseguridad

2019

2020
• RD that develops the law (RDL) 12/2018 
• Cybersecurity act = Certification of products  / process / services

2



• ¿Why National Cybersecurity Framework?

• Create the conditions of trust in the use of electronic means,
through measures to guarantee security, allowing the citizens
and the AAPP, the exercise of rights and the fulfillment of
duties.

• Promote the continuous management of security, apart from
specific impulses, or their absence.

• Contemplate the aspects of prevention, detection and
Respond.

• Promote a homogenous treatment of security that facilitates
cooperation when dealing with different entities, through a
common language and common elements, to facilitate the
implementation of measures and the interaction between
AA.PP. and the private sector.

• Provide leadership in the area of good practices.



• 2016/679 GDPR –LO 3/2018

Proactive and demonstrable responsibility.
Security measures:

 Risk analysis
 Personal Data managing activity log
 Data protection security measures: from the design & by default
 Notification of cyber security incidents (security breaches)
 Evaluation of impact about risk data treatment
 Data protection Officer 
 Build certification schemes in data protection

Risk
Management

Security 
measures

Critical Incident 
notification

1ST Additional Provision: NSF 
(ENS) security measures must be 

applied in Public sector.Notification vs Sharing



•2016/1148 NIS Directive – RDL 12/2018

Nuclear Energy Public 
Administration

Space

Feeding Chemical 
Industry

Investigation 
Facilities

Water Health Transport

Banking & financial 
market

Digital Service & IT 
infrastructure)

Energy

To promote on line security in 
EU

Greater National 
Capacity in cyber 

security

Cooperation 
at EU level

Security 
requirements

NIS National 
Strategy

NIS Competent 
authorities

Responsible 
CSIRT 

Critical Infrastructure (CI)
Essential Services (ES)

Most public operators

Law 8/2011 CI
RD 721/2011 CI

Risk
Management

Security 
measures

Critical Incident 
notification



•
SPOC
DSN

NATIONAL CRYPTOLOGIC 
CENTRE

CCN-CERT

MINISTRY OF ONTERIOR
CNPIC

INCIBE CERT

Operators Essentials 
Services Public Sector

Operators Essentials 
Services Private Sector

Cooperation

Incidents with
cross-border impact (art.25)

Competent 
Authorities

(art.9)

Actores en la Ciberseguridad Nacional

SECRETARIAT OF STATE 
DIGITALIZATION

ARTIFICIAL INTELLIGENCE

ESP-DEF-CERT CSIRT 
(art.11)

2016/1148 NISD – RDL 12/2018

Spanish application NISD

Technical coordinator

+ Competent 
Authorities
(New RD)



•
Actors in National Cybersecurity
Technical Response

Public Sector

SOC AGE

Private SectorCritical Infrastructures

LEA

Operational / Political level

CSIRT Network
CSP

Defence &
Armed Forces



• RD that develops the law (RDL) 12/2018
Objectives:

• Establish competent authorities.
• Provide a common platform to notify and sharing cyber incidents. Tool to 

coordinate Competent authority & responsible CSIRT.
• Supposed special risk/impact = VERY HIGH & CRITICAL cyber incidents

• Single point of contact missions.
• Security measures for DSP & ESO

• Minimum set of cybersecurity measures:  ANEX II ENS
• Chief Information Security Officer (CISO = ENS Security Officer). Missions. 
• Technical Instruction about notification & sharing cyber incidents.

• Incident to notify: HIGH, VERY HIGH & CRITICAL
• Taxonomy (ENISA)
• Risk Level
• Impact level
• Information to notify
• Maximum time to notify



•

Sample analysis module

Vulnerabilities report & 
registry module

Massive data sharing 
module

Secure communications Statistics & reports

Cyber threat information 
exchange modules

Cyber incident handling 
module

Main Functions:
• Taxonomy
• Criticality
• Federation
• Other authorities
• Metrics in incident handling.

National cyber incidents Platform



• Classification of incidents

• APT with information exfiltration
• Distributed Denial of Service (DDoS) 

(sustained)
• Ransomware?

CRITICAL

• Targeted Attack
• Denial of Service (DoS)
• Customized Malware

VERY  HIGH

• External attacks with no 
consequences

• Generic Malware
• Most incidents

LOW / MEDIUM / HIGH

Guideline CCN-STIC-817– Common Criteria for incident handling

When it is a crisis ?



•
Need of a Common Platform

A common platform in order to facilitate and automate the reporting, communication and incident handling 
processes.

(Operator decides what and when reporting / sharing)

In this way operators should not keep several 
notifications depending on the authority to 

which they should be addressed.

SINGLE NOTIFICATION FEDERATION

Other authorities in the loop.
VIRTUAL SOC

MANY ENTITIES



• LUCIA - Module Description
LUCIA (Unified List for Incident and Threat Coordination) is a solution developed by CCN-

CERT (Spanish National Government CERT) for the management of cyber incidents in the 

entities participating in the National Security Framework.

Key aspects:

Based on RT for Incident Response (RTIR): offers a common language to assess risk level and 

classify incidents, and enables traceability and monitoring.

Allows carrying out tasks automatically and can be integrated into already installed systems

Federated model: entities can run their own instance and sync it with others’.

Allows entities to manage several types of cyber incidents (currently):

incidents arisen from the own Institution, detected by their own means.

incidents arisen from CCN-CERT’s Early Warning System (SAT)



• Architecture
Security Incidents - Unidirectional traffic

(Only metadata ticket information)

REST

Security Incidents – Bidirectional traffic
(Full ticket information from EWS)

CCN-CERT

CCN-CERT 
Administrators

CCN-CERT 
Operators
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• Incident response06

2019

42.297

2019

37 Crítical Incidentes

3.172 Very High Incidents

37 Interventions

0 500 1000 1500 2000 2500 3000 3500

Critical

Very High

Level of danger - Incidents managed 
by CCN-CERT in 2019

34%
2019

13.500



Web Pages:
www.ccn.cni.es
www.ccn-cert.cni.es
oc.ccn.cni.es

E-mails
info@ccn-cert.cni.es

ccn@cni.es
sat-inet@ccn-cert.cni.es
sat-sara@ccn-cert.cni.es
sat-ics@ccn-cert.cni.es
organismo.certificacion@cni.es



•
INCIDENT CLASIFICATION CRITERIA

-20.000 hab

-75.000 hab
+75.000 hab



• Information exchange05

•Critical Infraestructures
and strategic sectors

•Security and defense

•Citizens and companies•Public sector

Operators and providers  of 
digital essential services

- Exchange with other Services

- Forum of Incident Response and Security Teams (FIRST),

- CSIRT Network

- Trusted Introducer

- Etc.



• CCN-CERT Structure



• 07 Security Operation Centre


