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‘AMC/GM to Part-SPA —Amendment 7

The Annex to Decision 2012/019/R of 24 October 2012 is hereby amended as follows:

The text of the amendment is arranged to show deleted, new or amended text as shown below:

1.
2.

deleted text is is marked with strike-threugh;
new or amended text is highlighted in blue; and

an ellipsis ‘(...)" indicates that the remaining text is unchanged in front of or following the reflected
amendment.

A new AMC1 SPA.EFB.100(b) is added:

AMC1 SPA.EFB.100(b) Use of electronic flight bags (EFBs) — operational approval
SUITABILITY OF THE HARDWARE

(a)

(b)

Placement of the display

The placement of the display should be consistent with the intended use of the EFB and should not
create unacceptable workload for the pilot or require undue ‘head-down’ movements during critical
phases of flight. Displays used for EFB chart applications should be located so as to be visible from the
pilot’ station with the minimum practicable deviation from their lines of vision when looking forward
along the flight path.

Display characteristics

Consideration should be given to the long-term degradation of a display as a result of abrasion and
ageing. AMC 25-11 (paragraph 3.16a) may be used as guidance to assess luminance and legibility
aspects.

Information displayed on the EFB should be legible to the typical user at the intended viewing
distance(s) and under the full range of lighting conditions expected in a flight crew compartment,
including direct sunlight.

Users should be able to adjust the screen brightness of an EFB independently of the brightness of other
displays in the flight crew compartment. In addition, when incorporating an automatic brightness
adjustment, it should operate independently for each EFB in the flight crew compartment. Brightness
adjustment using software means may be acceptable provided that this operation does not adversely
affect the flight crew workload.

Buttons and labels should have adequate illumination for night use. ‘Buttons and labels’ refers to
hardware controls located on the display itself.

All controls should be properly labelled for their intended functions, except if no confusion is possible.

The 90-degree viewing angle on either side of each flight crew member’s line of sight may be
unacceptable for certain EFB applications if aspects of the display quality are degraded at large viewing
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A new AMC2 SPA.EFB.100(b) is added:
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when the presence of off-screen content is readily obvious. This should be evaluated based on the
application and its intended operational function. If there is a cursor, it should be visible on the
screen at all times while in use.

(10) Active regions

Active regions are regions to which special user commands apply. The active region can be text, a
graphic image, a window, frame, or some other document object. These regions should be clearly
indicated.

(11) Managing multiple open applications and documents

If the electronic document application supports multiple open documents, or the system allows
multiple open applications, an indication of which application and/or document is active should
be continuously provided. The active document is the one that is currently displayed and responds
to user actions. The user should be able to select which of the open applications or documents is
currently active. In addition, the user should be able to find which flight crew compartment
applications are running and easily switch to any of these applications. When the user returns to
an application that was running in the background, it should appear in the same state as when the
user left that application, with the exception of differences stemming from the progress or
completion of processing performed in the background.

(12) Flight crew workload

The positioning of the EFB and the procedures associated with its use should not result in undue
flight crew workload. Complex, multi-step-data-entry tasks should be avoided during take-off,
landing, and other critical phases of the flight. An evaluation of the EFB intended functions should
include a qualitative assessment of the incremental flight crew workload, as well as the flight crew
system interfaces and their safety implications.

9. A new AMC1 SPA.EFB.100(b)(3) is added:

AMC1 SPA.EFB.100(b)(3) Use of electronic flight bags (EFBs) — Operational approval

EFB ADMINISTRATOR

The operator should appoint an EFB administrator responsible for the administration of the EFB system within
the operator’s organisation. The EFB administrator is the primary link between the operator and the EFB system
and software suppliers.

The EFB administrator function may be contracted to an external organisation in accordance
with ORO.GEN.205.

Complex EFB systems may require more than one individual with appropriate authority within the operator’s
management structure to perform the administration process, but one person should be designated as the EFB
administrator responsible for the complete system.

The EFB administrator is the person in overall charge of the EFB system, and should be responsible for ensuring
that any hardware conforms to the required specification, and that no unauthorised software is installed. They
should also be responsible for ensuring that only the current versions of the application software and data
packages are installed on the EFB system.

The EFB administrator should be responsible:
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11. A new AMC3 SPA.EFB.100(b)(3) is added:
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(8)
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and how this information is validated and then promulgated in a timely manner and in a complete
format to all users.

As part of the EFB system’s maintenance, the operator should ensure that the EFB system batteries
are periodically checked and replaced as required.

Should faults or failures of the system arise, it is essential that such failures are brought to the
immediate attention of the flight crew and that the system is isolated until rectification action is taken.
In addition to backup procedures to deal with system failures, a reporting system should be in place
so that the necessary corrective action, either to a particular EFB system or to the whole system, is
taken in order to prevent the use of erroneous information by flight crew members.

Security

The EFB system (including any means used for updating it) should be secure from unauthorised
intervention (e.g. by malicious software). The operator should ensure that adequate security
procedures are in place to protect the system at the software level and to manage the hardware (e.g.
the identification of the person to whom the hardware is released, protected storage when the
hardware is not in use) throughout the operational lifetime of the EFB system. These procedures
should guarantee that, prior to each flight, the EFB operational software works as specified and the
EFB operational data is complete and accurate. Moreover, a system should be in place to ensure that
the EFB does not accept a data load that contains corrupted contents. Adequate measures should be
in place for the compilation and secure distribution of data to the aircraft.

Procedures should be transparent and easy to understand to follow and to oversee that:

(1) if an EFB is based on consumer electronics (e.g. a laptop) which can be easily removed,
manipulated, or replaced by a similar component, that special consideration is given to the
physical security of the hardware;

(2) portable EFB platforms are subject to allocation tracking to specific aircraft or persons;

(3) where a system has input ports, and especially if widely known protocols are used through these
ports, or internet connections are offered, that special consideration is given to the risks associated
with these ports;

(4)  where physical media are used to update the EFB system, and especially if widely known types of
physical media are used, that the operator uses technologies and/or procedures to assure that
unauthorised content cannot enter the EFB system through these media.

The required level of EFB security depends on the criticality of the functions used (e.g. an EFB that only
holds a list of fuel prices may require less security than an EFB used for performance calculations).

Beyond the level of security required to assure that the EFB can properly perform its intended
functions, the level of security that is ultimately required depends on the capabilities of the EFB.

Electronic signatures

Part-CAT and Part-M may require a signature when issuing or accepting a document (e.g. load sheet,
technical logbook, notification to captain (NOTOC)). In order to be accepted as being equivalent to a
handwritten signature, electronic signatures used in EFB applications need, as a minimum, to fulfil the
same objectives and to assure the same degree of security as the handwritten or any other form of
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Where the EFB system is based on a portable device used without any installed resources, it is
recommended that the device should be present, operable, and used during all phases of the flight
during which it would be used under the operator’s SOPs.

For all other types of EFB systems, it is recommended that the device should be installed and operable
in the training device (e.g. an FFS) and used during all phases of the flight during which it would be
used under the operator’s SOPs. However, an operator may define an alternative means of compliance
when the operator’s EFB system is neither installed nor operable in the training device.

Note: It is not necessary for the EFB to be available for those parts of the training and checking that
are not related to the operator or to the operator’s SOPs.

A new AMCS5 SPA.EFB.100(b)(3) is added:

AMC5 SPA.EFB.100(b)(3) Use of electronic flight bags (EFBs) — Operational approval
PERFORMANCE AND MASS AND BALANCE APPLICATIONS

(a)

(b)

General

Performance and mass and balance applications should be based on existing published data found in
the AFM or performance manual, and should account for the applicable CAT.POL performance
requirements. The applications may use algorithms or data spreadsheets to determine results. They
may have the capability to interpolate within the information contained in the published data for the
particular aircraft but they should not extrapolate beyond it.

To protect against intentional and unintentional modifications, the integrity of the database files
related to performance and to mass and balance (the performance database, airport database, etc.)
should be checked by the program before performing any calculations. This check can be run once at
the start-up of the application.

Each software version should be identified by a unique version number. The compatibility between
specific modules of a performance or mass and balance software application and the specific software
revisions installed on a specific host (e.g. model of computer) should be ensured. The performance
and mass and balance applications should record each computation performed (inputs and outputs)
and the operator should have procedures in place to retain this information for at least 3 months.

The operator should ensure that aircraft performance or mass and balance data provided by the
application is correct compared with the data derived from the AFM (e.g. for take-off and landing
performance data) or from other reference data sources (e.g. mass and balance manuals or databases,
in-flight performance manuals or databases) under a representative cross-check of conditions (e.g. for
take-off and landing performance applications: take-off and landing performance data on dry, wet,
and contaminated runways, with different wind conditions and aerodrome pressure altitudes, etc.).

The operator should establish procedures to define any new roles that the flight crew and, if applicable,
the flight dispatcher, may have in creating, reviewing, and using performance calculations supported
by EFB systems. In particular, the procedures should address cases where discrepancies are identified
by the flight crew.

Testing
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The demonstration of the compliance of a performance or mass and balance application should include
evidence of the software testing activities performed with the software version candidate for
operational use.

The testing can be performed by either the operator or a third party, as long as the testing process is
documented and the responsibilities are identified.

The testing activities should include human—machine interface (HMI) testing, reliability testing, and
accuracy testing.

HMI testing should demonstrate that the application is not prone to error and that calculation errors
can be detected by the flight crew with the proposed procedures. The testing should demonstrate that
the applicable HMI guidelines are followed and that the HMI is implemented as specified by the
application developer and in paragraph (f).

Reliability testing should show that the application in its operating environment (operating system (OS)
and hardware included) is stable and deterministic, i.e. identical answers are generated each time the
process is entered with identical parameters.

Accuracy testing should demonstrate that the aircraft performance or mass and balance computations
provided by the application are correct in comparison with data derived from the AFM or other
reference data sources, under a representative cross section of conditions (e.g. for take-off and landing
performance applications: runway state and slope, different wind conditions and pressure altitudes,
various aircraft configurations including failures with a performance impact, etc.).

The demonstration should include a sufficient number of comparison results from representative
calculations throughout the entire operating envelope of the aircraft, considering corner points,
routine and break points.

Any difference compared to the reference data that is judged significant should be examined and
explained. When differences are due to more conservative calculations or reduced margins that were
purposely built into the approved data, this approach should be clearly mentioned. Compliance with
the applicable certification and operational rules needs to be demonstrated in any case.

The testing method should be described. The testing may be automated when all the required data is
available in an appropriate electronic format, but in addition to performing thorough monitoring of
the correct functioning and design of the testing tools and procedures, operators are strongly
suggested to perform additional manual verification. It could be based on a few scenarios for each
chart or table of the reference data, including both operationally representative scenarios and ‘corner-
case’ scenarios.

The testing of a software revision should, in addition, include non-regression testing and testing of any
fix or change.

Furthermore, an operator should perform tests related to its customisation of the applications and to
any element pertinent to its operation that was not covered at an earlier stage (e.g. airport database
verification).

Procedures

Specific care is needed regarding the flight crew procedures concerning take-off and landing
performance or mass and balance applications. The flight crew procedures should ensure that:
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14. A new AMCG6 SPA.EFB.100(b)(3) is added:
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16. A new AMCS SPA.EFB.100(b)(3) is added:

Wﬂ

17. A new AMCI SPA.EFB.100(b)(3) is added:
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1. Anew GM3 SPA.EFB.100(b)(3) is added:
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2. Anew GM4 SPA.EFB.100(b)(3) is added:
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A new GMS5 SPA.EFB.100(b)(3) is added:

N

4. A new GM6 SPA.EFB.100(b)(3) is added:
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