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Workshop agenda
0915 |Welcomeand Introductions

0930 Topic: Part-IS explained
Speaker - Gian Andrea Bandieri
Section Manager — Cybersecurity in Aviation & Emerging Risks
European Union Aviation Safety Agency
Speaker - Cyrille Rosay
EASA Senior Expert —Cybersecurity in Aviation

1100 Coffee

1130 Topic: Cybersecurity Regulation - a National Approach
Speaker- Eleanor Travers, Aviation Security Manager
Irish Aviation Authority

1200 - 1230 Questions and answers, Conclusions
1230 Workshop close
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Part-IS explained

Gian Andrea Bandieri, Cyrille Rosay
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15 September 2023

Your safety is our mission.

An Agency of the European Union <
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Cybersecurity risks matter to you

116 attacks by target organisation in 2022 49 attacks by target organisation JAN- APR 2023

Manufacturer/
Aircraft 12%
Government,
8%

Manufacturer/
Aircraft 14%

Airlines, 27%

Government,
12%

Equipment/
Hardware, 10%

Airlines, 41%

Equipment/
Hardware, 14%

Airports, 19% Airports, 43%
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Products (Aircrafts,
Engines, ...)

eTransition from case by
case approach to
mandatory on all
products now done.
*Positive change of mind
set in industry: From
defiance to full
engagement.

EJEASA

Organisations
(People, Processes)
ePart-IS Regulations

published in October
2022 and February 2023

*AMC/GM published on

12 July 2023

Making EU aviation cyber resilient

Information Sharing

eCreate a community to
eShare knowledge
ePerform Analysis
eCollaborate
eReinforce the system

Capacity building &
Research

*To have competent and
well aware workforce

*To monitor the current
Threat Landscape

*To understand the future
Threat Landscape




What we want to achieve with Part-IS

Objective

Protect the aviation system from information security risks with potential
impact on aviation safety

Information and communication technology systems and data used by
Approved Organisations and Authorities for civil aviation purposes

Activity

- identify and manage information security risks related to information and
communication technology systems and data used for civil aviation purposes;

- detect information security events, identifying those which are considered
information security incidents; and

- respond to, and recover from, those information security incidents

Proportionate to the impact on aviation safety




Part-IS implementation journey

H2-2022 H1-2026

Delegated Regulation (EU) 2022/1645 — published 26.9.2022 16.10.2025
DOA, POA, Aerodrome operators, Apron Mgt Services operators =

Implementing Regulation (EU) 2023/203 — published 2.2.2023
Civil Aviation Authorities, EASA and all other types of approved org’s

22.2.2026

EDD 2023/008/R, 2023/009/R, 2023/010/R — published 12.7.2023
Acceptable Means of Compliance and Guidance Material




Part-IS Regulations

Cover Regulation

Delegated

Regulation Annex | D.OR
[\\[o)

2022/1645
Cover Regulation

Implementing Annex Il .OR

Regulation
No 2023/203

Annex | AR

Amendments to
domain specific
ARs

AMC/GM to Cover
Regulations

AMC/GM to
Organisation
Requirements

AMC/GM to
Authority
Requirements

3 ED Decisions

ED Decision 2023/208

ED Decision 2023/209

ED Decision 2023/210



Applicability of Part-IS

Implementing Regulation

AVSEC Regulation

I

ATM/ANS I

ANSP

—_—

ATCOTO

Apron Management

Delegated Regulatlon Sl

AlS

EFEASA CNS




Part IS is not applicable to:

Production organisations not Part-147 maintenance training ATOs providing only theoretical
holding an approval organisations. training.

Organisations dealing only with

light aircraft:
ight aircra Operators of UAS in the “open”

and “specific” categories.

Private operators of other than

ee.g. airplanes below 2000 kg MTOM, very
light rotorcraft, sailplanes, balloons and
airships.

complex motor-powered aircraft.

Organisation designing UAS in the
“specific” category when not TCO operators
required to hold a DOA approval.

Organisations approved under
bilateral agreements

EJEASA




Main elements of Part-IS Two “horizontal” regulations containing

the provisions of the Information Security
Management System (ISMS):

REGULATIONS '

 Initial Additional Continuing o Air Third country ANS ATMIANS ATCO Airspace = A TRRTRRES
‘Operations operators. COMMOoN req. safety oversight Licensing usage req. B
ANNEXES =-HKC.
| Part-21 Part-26 Part-M Part-FCL DEF Part TCO GEN Par-ACAS R::fRzAﬂ;e DEF
Conwersion
| Part-145 of national Part-ARO Part ART ATS LA
licenses
Licenses of
m Part-66 non EU Part-ORO MET PART-ADR.OR
states
v Part-147 Part-MED Part-CAT AIS PART-ADR.OPS
v Part-T Part-CC Part-SPA CNS
\ Part-ARA Part-NCC
VIl Part-ORA Part-NCO
VIl Part-SPO

Authority Requirements: Part-IS.AR

Organisation Requirements: Part-IS.OR

&hn.’n




Overview of Part IS requirements: Organisation vs Authority

ORGANISATION AUTHORITY
IS.1.OR.100 Scope IS.AR.100

Information security management system (ISMS) IS.AR.200
Information security risk assessment
Information security risk treatment IS.AR.210
IS.1.OR.215 Information security internal reporting scheme

Information security incidents — detection, response, and recovery
Response to findings notified by the competent authority
Information security external reporting scheme

Contracting of information security management activities IS.AR.220
Personnel requirements
Record-keeping
Information security management manual (ISMM)
Changes to the information security management system
IS.1.O0R.260 Continuous improvement IS.AR.235
E2EASA




Part-IS and existing approvals/regulations

Authority Approved Organisation
=" =
Already
complying = Authority Organisations
il Requirements Requirements -
certificate
To be -
complied -
with - .

B3IEASA




What is an ISMS?

What is Information Security Management?

» 1SO 27000 states that Information Security Management is a top-
down, business driven approach to the management of an
organization’s physical and electronic information assets in order

to preserve their

= Confidentiality,

" Integrity, and
« Availability. w
Cieoy o8
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What is an ISMS?

An ISMS is the means by which
management monitors and
controls information security,
minimizing the residual business
risk and ensuring that
information security continues
to fulfill corporate, customer and
legal requirements.

business
risk
B3EASA 4

An ISMS is the means by which
management monitors and
controls information security,
minimizing the residual
safety risk and ensuring that
information security continues to
fulfill cerporatecustomerand
legal requirements and societal
expectations.
safety
risk
4




Bridging Information Security and Safety

InfoSec Materialisation Materialisation Consequence
Threats InfoSec Hazard Safety Hazard .

Tampering Information Unsafe Aviation

with InfoSec Sec.urity Condition Accident or
Property Incident Incident

EJEASA



Transition of Notions

From a Safety Notion to a Security-for-Safety Notion

Reliable System* Secure System*

A Reliable System does, what A Secure System does, what it
it is supposed to do. is supposed to do.

And nothing else!

*) System = Totality of People, Processes, and Products

BESEASA




Relation between Causes and Effects

Effects
on
safety
(System) Failures

Intentional
Interaction Accident Incident

Hazardous
Major
Minor
Remit of CAAs

2
=
Q.
@)
| .
=)
(7))}
©
=)
©
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What are the Key Ingredients for Part-IS?

e Acceptable Safety Risks * Information Security Management

e Record-keeping System (ISMS)

 Personnel Requirements * Information Security Risk Assessment
* Continuous Improvement

NIST Cyber Security Framework J Reporting Regulation
* Information Security Risk * Information Security
Treatment External Reporting
meewong Scheme

* Information Security
Incidents — Detection,
Response, and Recovery

EJEASA




The ISMS in Part-IS

Colour code: [NISTFrameworkl 150 2700x  ["BasicReg. " ['Reporting Reg."



Appoint Adopt risk

Define ISMS responsible 2l management

scope

persons policy framework

OR.205 OR.240 OR.200 OR.205

Establish incident Establish internal Establish external
management reporting scheme reporting scheme

IMPLEMENT

OR.220 OR.215 OR.230 Continuous
improvement

OR.260
Identify and assess Treat Risks Detect respond and
risks recover

OR.205 OR.210 OR.220

Manage contracted IS activities and connected risks
OR.205, OR.235




Appoint Adopt risk

Define ISMS responsible 2l management

scope

persons policy framework

OR.205 OR.240 OR.200 OR.205

Establish incident Establish internal Establish external
management reporting scheme reporting scheme

IMPLEMENT

OR.220 OR.215 OR.230 Continuous
improvement

OR.260
Identify and assess Treat Risks Detect respond and
risks recover

OR.205 OR.210 OR.220

Manage contracted IS activities and connected risks
OR.205, OR.235




Creating Input for the ISMS Scope Definition

AR/OR.205 (a) and (b):

Information Security Risk Assessment

AR/OR.205 (c)
...having a potential impact
on aviation safety




Risk assessment - scope identification

Operated and maintained services

Received

services
Provided
services

systems, data & information




Suppliers are interfaced organisations AMICRGM extract 1.1

Contracted Activities ‘ Oper.a’flc.)nal
Activities
Pertinent to Approved Non-Approved
Part-IS Organisation Organisation

Most likely subject to Risk analysis
Part-IS on Approved Org.
-S> i f "
Pa.rt > (.:ontractlpg - Whole Part-IS Specific contractual
information security o .
provisions requirements

BAEAS/ management activities”



https://dms.easa.europa.eu/case/ecap/_layouts/15/DocIdRedir.aspx?ID=EASAECAP-734867795-474

Appoint Adopt risk

Define ISMS responsible 2l management

scope

persons policy framework

OR.205 OR.240 OR.200 OR.205

Establish incident Establish internal Establish external
management reporting scheme reporting scheme

IMPLEMENT

OR.220 OR.215 OR.230 Continuous
improvement

OR.260
Identify and assess Treat Risks Detect respond and
risks recover

OR.205 OR.210 OR.220

Manage contracted IS activities and connected risks
OR.205, OR.235




Risk acceptance

ICAO Annex 13 > Negligible effect Incident Accident
Threat scenario .
. Low safety Moderate safety High safety
— potential of
consequences consequences consequences
occurrence
3 Conditionall
High ’ Not acceptable Not acceptable
acceptable
. Conditionall
Medium Acceptable - Not acceptable
acceptable
Conditionall
Low Acceptable Acceptable !
acceptable*

Figure 1: Risk acceptance matrix

EJEASA




Example 1

Denial of Service

Man in the middle

Injection attacks

Information Security
Preventative Barrier Mitigat T Consequences

/////////f /

/

&iﬁiii\ : ..

//
Aviation Safety

Confidentiality: insider threat
//// Consequences

—_— %

Aviation Safety /// / //

\\\\\ \\\\\\\

Accident?

/ o
Incident?

7
__ 7
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Appoint Adopt risk

Define ISMS responsible 2T management

scope

persons policy framework

OR.205 OR.240 OR.200 OR.205

Establish incident Establish internal Establish external
management reporting scheme reporting scheme

IMPLEMENT

OR.220 OR.215 OR.230 Continuous
improvement

OR.260
Identify and assess Treat Risks Detect respond and
risks recover

OR.205 OR.210 OR.220

Manage contracted IS activities and connected risks
OR.205, OR.235




Incident Response

J

(> A systematic and well-defined approach to managing and mitigating
the impact of a cybersecurity incident.

. J

( )

> The incident response process typically involves four main stages

1Prepare [ MEPIISECEME W 3 Contain [§ 2

" J

= Following a incident response process, minimizes the impact of a
cybersecurity incident and quickly resume normal operations.

.

ESEASA —




Response and recovery

4 Time at which the impact Time at which the
T>J E becomes unacceptable recovery is completed
QX =] (ref. blue line) (ref. blue line)
> =
whd —
< .
o Recovery time
n
¢
Maximum acceptable
| safety level degradation
With security (from risk assessment)
» controls
________ - e e s g
)
=]
@
20
=
= Without security
controls
S S >

Time
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Incident Management in Part-IS

IS.OR.215
IS Internal Reporting
Scheme

ESEASA




Incident Response and reporting

ESEASA



Define ISMS
scope

Appoint
responsible
persons

Define ISMS
policy

Adopt risk
management
framework

Establish incident
management

Establish internal
reporting scheme

Establish external
reporting scheme

Continuous
improvement

Identify and assess
risks

Treat Risks

Detect respond and
recover

Manage contracted IS activities and connected risks




PART-IS Reporting Aspects Overview 1/2

PART-IS PART-IS
ANNEX | ANNEX I

Authority Requirements (AR) Organisations Requirements (OR)

IS.AR.200 IS.OR.215 IS.O0R.230
ISMS Internal Reporting External Reporting
External Reporting g ! 5 3 : Internal Reporting External Reporting
Organisations Cyber incidents Reg (EU) 376/2014
subject to its _ & Reg (EU) 2018/1139

Vulnerabilities Report to:
with a potential - Competent Authority
impact on aviation - Design Approval Holder

safety - Design of system/
constituent

- Not exceeding 72 h

oversight &

information
received through

IS.1.OR.230

ESEASA




PART-IS Reporting Aspects Overview

Detect
Respond Impact on Safety? Reg. (EU) No 376/2014
Recover l Reg. (EU) No 2018/1139

+ — N
Reporting

internal 1S.0R.215 l \
Reporting
Competent Design
Authority Organlsatlon

IS.AR.200

ESEASA




ED-206 6.4.2 Reporting Timeline example

(@ ) MM @)Y ®

Reportable securi
event identified

Follow-up Report

IN
]
s
S
o
3

3 months

ESEASA




Goal information sharing

CERT/
CSIRT

Airline [Airport

Regulator

ATM ANSP

Maintenance

The cyber threat landscape is constantl
hifting i . .p y Aircraft/ I Standard Information
shifting in the aviation sector... Products Body Sharing
It is important to share in a timely &

rapid manner Manufacturer
cybersecurity related information

EBEASA Resilience of the Aviation ECO-System m




Sharing information between organisations

Cyber incidents, threats & vulnerabilities

Assessments of shared Risks

Review of Risk treatment plans

Tools, platforms,
leading practices

Tools, platforms,

leading practices Reach Agreement on Roles & Responsibilities

Define rules of engagement

Establish Ieg;I protection

Define process controlling &
retaining incident data

Establish effective
communication lines

ESEASA




Appoint Adopt risk

Define ISMS responsible 2l management

scope

persons policy framework

OR.205 OR.240 OR.200 OR.205

Establish incident Establish internal Establish external
management reporting scheme reporting scheme

IMPLEMENT

OR.220 OR.215 OR.230 Continuous
improvement

OR.260
Identify and assess Treat Risks Detect respond and
risks recover

OR.205 OR.210 OR.220

Manage contracted IS activities and connected risks
OR.205, OR.235




Continuous Improvement — Two Reasons

ST —

Dynamic adaptation to the Dynamic adaptation to
evolution and change of the constantly emerging
objectives, architectures, discovery of vulnerabilities,
organisational structures threat actors, tools and

and processes of an entity, methods, which are reducing
which are reducing the level effectiveness of controls

of compliance

EJEASA



Continuous improvement — Security Environment

With the increase of maturity then
tangible improvements will come

The first objective is to maintain
the initial level of protection

Performance & Protection

Opportunities for threats arise from
new vulnerabilities and attack tools

Initial level of e
Performance & Protection

Security environment tends to
evolve “against” the organisation

EJEASA




Appoint Adopt risk

Define ISMS responsible 2T management

scope

persons policy framework

OR.205 OR.240 OR.200 OR.205

Establish incident Establish internal Establish external
management reporting scheme reporting scheme

IMPLEMENT

OR.220 OR.215 OR.230 Continuous
improvement

OR.260
Identify and assess Treat Risks Detect respond and
risks recover

OR.205 OR.210 OR.220

Manage contracted IS activities and connected risks
OR.205, OR.235




Organisational structure

Accountable
Manager

Nominated Compliance
person(s) monitoring

How to make this delegation
of responsibility effective?




Organisational structure

Accountable Common
Manager responsible person

- Ad-hoc delegation and
close collaboration

Nominated Complla nce - C-level managerial duties
. . expected
person(s) monitoring

B3IEASA




Common responsible person

Organisation / Group Common responsible person

Delegate activities ®

[ mm—————)

i i
® Accountable ® Accountable "

Manager AO1 Manager AO2 Organisation / Group

Approved Approved ISM> Manager

Organisation AO1 Organisation AO 2




Personnel Competence

Part-IS tasks* Competency/Ability*

Task 1 Competence / Ability 1
Task 2 Competence / Ability 2
Task 3 Competence / Ability 3
Task 4 Competence / Ability 4
Task .... Competence / Ability ...

* Appendix Il provides a mapping between Part-IS Tasks and NIST CSF v1.1

B3IEASA




ENISA Cybersecurity Skills Framework

European Cybersecurity Skills Conference 2023

ENISA is pleased to announce the 2nd edition of the annual Eurcpean Cybersecurity
skills Canference. This year the conference will focus an sharing and discussing
progress linked to the promotion and endorsement of the ENISA Cybersecurity Skills
Framework (ECSF). The conference will also address ENISA’s role as part of the
European Commission initiative: The Cybersecurity Skills Academy.

2N° EUROPEAN
CYBERSECURITY
SKILLS CONFERENCE

21-22
SE PTEMBER Segovia, S5pain

EUROPEAN
CYBERSECURITY
SKILLS FRAMEWORK

EASA = == B=m N= ' e = =u23 pisiny




Standard roles prosed by ENISA

Chief Information
Security Officer (CISO)

Cybersecurity
Educator

EASA Cybersecurity Risk
N Manager

%

Cyber Incident
Responder

S

Cybersecurity
Architect

Cybersecurity
Implementer

53

Cyber Legal, Policy and
Compliance Officer

Cybersecurity
Researcher

Penetration
Tester Source: ENISA



The roles from aviation perspective

1ST LINE OF 3RD LINE OF
DEFENCE DEFENCE

O

CHIEF INFORMATION
SECURITY OFFICER (CISO)

(53

CYBER INCIDENT
RESPONDER

CYBERSECURITY CYBER LEGAL, POLICY AND | CYBERSECURITY
IMPLEMENTER COMPLIANCE OFFICER AUDITOR

CYBERSECURITY CYBERSECURITY
ARCHITECT] RISK MANAGER

BESEASA

SUPPORTING

PENETRATION
INTELLIGENCE TESTER

SPECIALIST]

DIGITAL FORENSICS
INVESTIGATOR

CYBERSECURITY MCYBERSECURITY

RESEARCHER EDUCATOR

Source: ENISA



Current and future standards for Part-IS

NIST Cyber Security Framework v1.1

2018

ISO 27001

2021

ED-201A/D0-391A - Aeronautical Information System Security Framework Guidance

2014

ED-202A/D0-326A - Airworthiness Security Process Specification

ED-206 - Guidance on Security Event Management

ED-20X/Do-3xx — ISMS for aviation organisation

2024
EZEASA




»EASA

Evropesn Union Awiztion Satety Agency

Thank you for your attention

Contact us at:

cybersec@easa.europa.eu

easa.europa.eu/connect

flin]lv]ojo]e

Join our Community:

OfEs{0
LfrELEddTT Y

b 1% i S I T T T PO )
4" IM™7L 0" oL o7 G0 ™

.6

Your safety is our mission.

An Agency of the European Union ::



https://www.easa.europa.eu/
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Cybersecurity
A National Approach




Overview

Regulatory Roles

Cybersecurity regulation
« Process. Re
* Resourc
» Reportir

Looking ar

Conclusic




Regulatory Roles

« Competent Authority

« Appropriate
Authority

» National Cyber
OTHERS Security Centre

 Resilience



Process

Implementation

Identification of CAIS \/

Risk Assessment

N~

Quality Control



Resources

\ TECHNICAL Q

— COMPLIANCE

il

*“\ TRAINING ——

)

/

N DEVELOPMENT

12

‘. COMPETENCY




Reporting

AVSEC
ECCAIRS
ntern

— N 4
] —




Looking Ahead

Regulatory Roles

Evolving threats Communication

Innovating process




Conclusions

Threat: Focus and mitigation

Effective management

systems

Coordinated effort




Thank You
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