"In 2016, data generated = 1.6mb/person/second.

However, half the world's data generated in last two years!

Threat landscape continues to evolve." i
FAA runs 340+ systems (including mission critical systems). FAA gives out M a nagl ng
1TB of data per day (to both authenticated and unauthenticated users).

PNT Denver GPS outage. ADS-B spoofing.

EASA put 4 pillars based on ICAO mandate. cybe rsecu rity

1. Aircraft cert standards (SCs)
2. Parts Threats
3. Information sharing

4. Collaboration

Luc believes avionics is more vulnerable when on test stand. s - i ) )
EU will pass regulatory framework to centralize : Administrator for Policy, International Affairs

cybersecurity reporting under EASA; in effect end of 2023. a & Environment

Luc stated that the upcoming EU Part-1S (ISMS) will require ‘ '

EU operators to manage infosec risks for all their ops includ-

ing for EFBs. Larry Grossman, Senior Advisor, Cybersecurity &
‘ Privacy Services, FAA
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Hank Wynsma, Managing Director Secure Product
Commented that there are multiple reporting requirements which is hard to Solutions & Aircraft Cybersecurity Operations,
manage, and raises risk bad actors are informed: SDRs, SMS reporting, United Airlines

CISA reporting, etc...
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"In 2016, data generated = 1.6mb/person/second.
However, half the world's data generated in last two years!
Threat landscape continues to evolve."
FAA runs 340+ systems (including mission critical systems). FAA gives out 1TB of data per day (to both authenticated and unauthenticated users).
PNT Denver GPS outage. ADS-B spoofing.
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EASA put 4 pillars based on ICAO mandate.
	1. Aircraft cert standards (SCs)
	2. Part-IS
	3. Information sharing
	4. Collaboration
Luc believes avionics is more vulnerable when on test stand.
EU will pass regulatory framework to centralize cybersecurity reporting under EASA; in effect end of 2023.
Luc stated that the upcoming EU Part-IS (ISMS) will require EU operators to manage infosec risks for all their ops including for EFBs.
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Commented that there are multiple reporting requirements which is hard to manage, and raises risk bad actors are informed: SDRs, SMS reporting, CISA reporting, etc...


Larry Grossman (Senior Advisor,
Cybersecurity & Privacy Services,
FAA) presented this interesting slide. It
—shows FAA is aware of it's involve-
ment and responsibilities in aviation
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Larry Grossman (Senior Advisor, Cybersecurity & Privacy Services, FAA) presented this interesting slide. It shows FAA is aware of it's involvement and responsibilities in aviation ecosystem, as well as areas of no involvement: shows that EFBs are the only critical aspect of the aircraft where FAA performs little to no oversight/certification activity.


FAA Cyber Community and Information Sharing

Private Sector
Aviation Sector Coordinating Council
U.S. Government (ASCC)
Aviation Cyber Initiative (ACI) Aviation Information Sharing &
Aviation Government Coordinating Analysis Center (A-ISAC)
Council (AGCC) Aerospace Industries Association
Department of Homeland Security (AIA) -
(DHS) Airlines for America (A4A) International
- Cybersecurity & Infrastructure Airports Council International North International Civil Aviation
Security Agency (CISA) America (ACI-NA) Organization (ICAO)
- Transportation Security Standards Development - Cybersecurity Panel and Trust
Administration (TSA) Organizations Framework Study Group
- United States Computer Civil Air Navigation Services
Emergency Readiness Team Organization (CANSO)
(US-CERT) ' '
Intelligence Community Intern.atl.onal Air Transport
Association (IATA)

European Aviation Safety
Agency (EASA)

T

* Organizations listed above are examples and is not exhaustive.
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United Draft Organization Structure SMS/ISMS

*United Cyber Security Data inputs
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External sources (e.g. researchers)
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_ & & Other regulatory
. i outputs as required
«Safety and Security (physical / cyber) Input to United SMS (e.g. CISA)

data inputs

Hank showed this slide and explained that United integrated
cybersecurity risks into their existing SMS risk management frame-
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work.
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Hank showed this slide and explained that United integrated cybersecurity risks into their existing SMS risk management framework.
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