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Hagop Kazarian
Callout
"In 2016, data generated = 1.6mb/person/second.However, half the world's data generated in last two years!Threat landscape continues to evolve."FAA runs 340+ systems (including mission critical systems). FAA gives out 1TB of data per day (to both authenticated and unauthenticated users).PNT Denver GPS outage. ADS-B spoofing.

Hagop Kazarian
Callout
EASA put 4 pillars based on ICAO mandate.	1. Aircraft cert standards (SCs)	2. Part-IS	3. Information sharing	4. CollaborationLuc believes avionics is more vulnerable when on test stand.EU will pass regulatory framework to centralize cybersecurity reporting under EASA; in effect end of 2023.Luc stated that the upcoming EU Part-IS (ISMS) will require EU operators to manage infosec risks for all their ops including for EFBs.

Hagop Kazarian
Callout
Commented that there are multiple reporting requirements which is hard to manage, and raises risk bad actors are informed: SDRs, SMS reporting, CISA reporting, etc...
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Hagop Kazarian
Callout
Larry Grossman (Senior Advisor, Cybersecurity & Privacy Services, FAA) presented this interesting slide. It shows FAA is aware of it's involvement and responsibilities in aviation ecosystem, as well as areas of no involvement: shows that EFBs are the only critical aspect of the aircraft where FAA performs little to no oversight/certification activity.



FAA Cyber Community and Information Sharing
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United Draft Organization Structure SMS/ISMS
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Hagop Kazarian
Text Box
Hank showed this slide and explained that United integrated cybersecurity risks into their existing SMS risk management framework.
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