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AMC-20 Amendment 23 — Change information

The European Union Aviation Safety Agency (EASA) publishes amendments to the General Acceptable
Means of Compliance for Airworthiness of Products, Parts and Appliances (AMC-20) as consolidated
documents. These documents are used for establishing the certification basis for applications submitted
after the date of entry into force of the applicable amendment.

Consequently, except for a note ‘[Amdt 20/23]’ under the amended paragraph, the consolidated text of
the AMC does not allow readers to see the detailed amendments that have been introduced compared
to the previous amendment.

To allow readers to see these amendments, this document has been created. The same format is used to
show the amendments as for the publication of notices of proposed amendments (NPAs):

The text of the amendment is arranged to show deleted, new or amended text as shown below:
— deleted text is struck-through;
— new or amended text is highlighted in blue;

— an ellipsis ‘[...]" indicates that the rest of the text is unchanged.

However, due to the fact that extensive, major amendments have been made to EASA AMC 20-136 and
AMC 20-158, a completely new text is proposed.

Note to the reader

In amended, and in particular in existing (that is, unchanged) text, ‘Agency’ is used interchangeably with ‘EASA’. The
interchangeable use of these two terms is more apparent in the consolidated versions. Therefore, please note that both terms
refer to the ‘European Union Aviation Safety Agency (EASA)'.
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HIRF/lightning specialist. This process may vary from applicant to applicant. Further
details on performing the safety assessment can be found in AC 23.1309-1E, AMC
25.1309, AC-27-1B, AC-29-2C, EUROCAE ED-79A, SAE ARP 4761, and EUROCAE ED-158.

Note: Considering that lightning and HIRF environments may have similar effects on
electro-electronic systems (disturbing electrical signals, causing upsets or damage to
circuits) and that the applicable regulations are similarly structured, in many cases the
system LCL and corresponding HIRF certification level (see AMC 20-158A) should be
the same.

Table 1: Indirect effect of lightning most severe failure conditions of the function
and system lightning certification levels

LIGHTNING REQUIREMENTS
EXCERPTS FROM CS 23.1306/2515, MOST SEVERE FAILURE SYSTEM LIGHTNING

CS 25.1316, CS 27.1316, AND CONDITION OF THE CERTIFICATION LEVEL
CS 29.1316 FUNCTION (LCL)

(a) Each electrical and electronic

system that performs a function Catastrophic A

whose failure would prevent the
continued safe flight and landing of
the aircraft.

(b) Each electrical and electronic
system that performs a function,
for which failure would reduce the
capability of the aircraft or the
ability of the flight crew to respond
to an adverse operating condition.

Hazardous/ Major B/C

Note: Requirement applicable for
small aircraft and rotorcraft
approved for instrument flight rule
(IFR) operations

3. Level A systems. The specifications in CS 23.1306/2515(a), 25.1316(a), 27.1316(a), and
29.1316(a) address the adverse effects on the aircraft functions and systems that
perform functions whose failure would prevent the continued safe flight and landing
of the aircraft. When demonstrating compliance with CS 23.1306(a), 25.1316(a),
27.1316(a), and 29.1316(a), the electrical and electronic system is the one required to
perform the function whose failure would prevent continued safe flight and landing.
This electrical and electronic system must also automatically recover normal operation
of the Level A functions in a timely manner to comply with CS 23.1306(a)(2),
25.1316(a)(2), 27.1316(a)(2), and 29.1316(a)(2). If all equipment and components of
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the system required for the normal operation of the Level A functions are not

susceptible when complying with paragraphs (a)(1) and (a)(2), then it is acceptable that
the equipment and components only for non-normal situations do not show
compliance with the requirements of paragraph (a). In this case, it is considered
acceptable that equipment and components of the system required only for non-
normal situations show compliance at least with the requirements of paragraph (b) as
a Level B system.

The lightning safety assessment should consider the effects of lightning-related failures
or malfunctions on systems with lower failure classifications that may affect the
function of Level A systems. The applicant should demonstrate that any system with
wiring connections to a Level A system will not adversely affect the functions with
catastrophic failure conditions performed by the Level A system when the aircraft is
exposed to lightning. Redundancy alone cannot protect against lightning because the
lightning-generated electromagnetic fields, conducted currents and induced currents
in the aircraft can simultaneously induce transients in all the electrical wiring on an
aircraft.

4, Level B or Level C systems. Simultaneous and common-cause failures due to lightning
exposure generally do not have to be assumed for systems, incorporating redundant,
spatially separated installations in the aircraft. If such systems were assigned a Level B
or C, the failure of these systems would reduce the capability of the aeroplane or the
ability of the flight crew to respond to an adverse operating condition. This is because
aircraft transfer function tests and in-service experience have shown that these
redundant and spatially separated installations are not simultaneously exposed to the
maximum lightning-induced transients. Therefore, the simultaneous loss of all these
redundant and spatially separated Level B or Level C systems due to lightning exposure
does not need to be considered. However, if multiple systems and their wirings, whose
failure would reduce the capability of the aeroplane or the ability of the flight crew to
respond to an adverse operating condition, are installed within the same location in
the aircraft, or share a common wiring connection, then the combined failure due to
lightning exposure should be assessed to determine whether the combined failures
are catastrophic. If so, these systems should be designated as Level A systems.

5. Failure conditions. The lightning safety assessment should consider all the potential
adverse effects due to system failures, malfunctions, or misleading information. The
lightning safety assessment may show that some systems have different failure
conditions in different phases of flight; therefore, the system LCL corresponds to the
most severe failure condition. For example, an automatic flight control system may
have a catastrophic failure condition for autoland, while automatic flight control
system operations in cruise may have a hazardous failure condition.

d. Determine the lightning strike zones for the aircraft

The purpose of lightning zoning is to determine those areas of the aircraft that are likely to
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Figure 2: Routes to lightning compliance — Level A systems

Determine Aircraft
Lightning Zones

Detemmine Aircraft-
Specific Lightning |
E nvironment

Define Aircraft and
System Lightning
Protection

(2) Features

Verify Aircraft ATL

(7
elect Aircraft

Aircraft-Level
Verification

Verification
etho

1
Level A Displays Only

Verify Aircraft ATL

I
I
I
I
I
I
I
I
|
|
I
by Similarity I
I
I
I
I
I
I
I
I
|
I

System-Level
Verification

Establish System
ETDLs

)

Select ETDL

Yes

Lightning
Compliance
Demonstrated

by Test Werification
(8) (10)
h 4
. . Select Level A Verify ETDLs .
Verify Aircraft ATL Displays Transient by éystem Verify ETDLS by
by Analysis Levels A System Similarity
Qualification Tests
(9) (11) () (6)
I |
Compare Aircraft
> ATLs and System w
ETDLs
(12)
Modify Aircraft or
Margin > System Lightning
Acceptable? No Protection
(13)

(n) = Step number as described in Section 7 of this AMC

Page 14 of 108


http://easa.europa.eu/

. E u S u AMC-20 Amendment 23 — Change information

Page 15 of 108


http://easa.europa.eu/

E g S B AMC-20 Amendment 23 — Change information

manner after exposure to lightning. Automatic recovery applies to all redundant active

channels of the Level A system required for normal operation unless its recovery
conflicts with other operational or functional requirements of the system. The
exception for automatic recovery conflicts must be based on aircraft operational or
functional requirements independent of lightning exposure.

6. Appendix 2 Examples of lightning safety assessment considerations — Level A systems
provides examples of systems’ scope based on the guidance above.

b. Step 2 — Define aircraft and system lightning protection. The applicant should define the
lightning protection features to be incorporated into the aircraft and system designs, based
on the lightning environments that are applicable to their aircraft and its Level A systems.
Equipment, system, and aircraft lightning protection design may occur before aircraft-level
tests are performed, and before the actual internal lightning environment is determined.
Therefore, the equipment, system and aircraft lightning protection design should be based
on an estimate of the expected internal lightning environment.

C. Step 3 — Establish the system’s ETDLs. The applicant should establish the aircraft system’s
ETDLs from an evaluation of expected lightning transient amplitudes and waveforms for the
system installation, structure and wiring configuration on a specific aircraft. ETDLs that
exceed the ATLs by an acceptable margin should be established. In general, the ETDLs for
equipment in a complex system will not be the same for all wire bundles connecting them to
other equipment in the system. The applicant may use the results of lightning tests on
existing similar aircraft, engineering analyses, or knowledgeable estimates to establish the
appropriate system’s ETDLs. While specific aircraft configurations and system installations
may lead to ETDLs that have amplitudes and waveforms different from those defined in
EUROCAE ED-14G Section 22, ETDLs are often specified using the information from
Section 22. The ETDLs must exceed the ATLs by an acceptable margin.

d. Step 4 — Select the ETDL verification method. The applicant should determine whether to
perform system qualification tests on the Level A system, or whether to base the system
verification on previous system qualification tests performed on a similar system.

e. Step 5 — Verify the system’s ETDLs using system qualification tests

1. Equipment test. Lightning induced transient susceptibility tests (Tolerance Damage
and Functional Upset) of RTCA / DO-160G / EUROCAE ED-14G (or latest version)
Section 22 may be used to build confidence in the equipment’s lightning immunity
before conducting integrated system qualification tests. Equipment tests may be used
to augment the system qualification tests where appropriate. For equipment whose
lightning immunity is evaluated as part of the system qualification tests, the individual
equipment’s lightning testing described in this step is optional.

2. The applicant should identify the equipment, components, sensors, power systems,
and wiring associated with the Level A system undergoing ETDL verification tests,
specifically considering the system functions whose failures would have catastrophic
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consequences. For complex Level A systems, the system configuration may include

redundant equipment, multiple power sources, multiple sensors and actuators, and
complex wire bundles. The applicant should define the system configuration used for
the ETDL verification tests. The applicant should obtain the Agency’s acceptance of
their system configuration for ETDL verification tests.

3. If the Level A System consists of multiple similar channels, the applicant can propose
using one or more channels in the laboratory test set-up for the integrated system,
instead of all similar channels. The applicant should demonstrate that the laboratory
test set-up adequately performs the functions that must demonstrate compliance with
CS 23.1306/2515(a), 25.1316(a), 27.1316(a), and 29.1316(a). The applicant should
ensure that the laboratory test set-up represents and monitors any cross-channel
interactions, such as cross-channel data links, redundancy management, and system
health monitoring.

Note: Similar channels are composed of equipment that has the same hardware but
not necessarily the same part number; if Pin Programming and/or Software are used
to identify or configure equipment of similar channels, it must be assessed whether
these differences have an impact on the functions performed.

4, The applicant should verify the ETDLs using single-stroke, multiple-stroke, and
multiple-burst tests on the system wire bundles. The applicant should use waveform
sets and test levels for the defined ETDLs, and demonstrate that the system operates
within the defined pass/fail criteria during these tests. No equipment damage that
adversely affects the function or system should occur during these system tests or
during single-stroke pin injection tests using the defined ETDLs. It could be verified
during system test that the equipment ETDL declared by the supplier is not exceeded.
EUROCAE ED-14G Section 22 provides acceptable test procedures and waveform set
definitions. In addition, EUROCAE ED-105A provides acceptable test methods for
complex and integrated systems.

5. The applicant should evaluate any system effects observed during the qualification
tests to ensure they do not adversely affect the system’s continued performance. The
Level A system performance should be evaluated for functions whose failures or
malfunctions would prevent the continued safe flight and landing of the aircraft. Other
functions performed by the system whose failures or malfunctions would reduce the
capability of the aircraft or the ability of the flight crew to respond to an adverse
operating condition should be evaluated using the guidance provided in Section 10 of
this AMC. The applicant should obtain the Agency’s acceptance of their evaluation.

f. Step 6 — Verify the system’s ETDLs using existing system data (similarity)

1. The applicant may base their ETDL verification on similarity to previously certified
systems without performing more tests. This may be done when:

(a) there are only minor differences between the previously certified system and
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contribute to a catastrophic failure event than display system failures and

malfunctions. Therefore, other Level A systems require a more rigorous lightning
transient compliance verification programme.

3. The information in Table 3 should be used to evaluate aircraft and system installation
features in order to select the appropriate ETDLs for the system. Table 3 defines test
levels for ETDLs, based on EUROCAE ED-14G Section 22, Tables 22-2 and 22-3.
The applicant should provide the Agency with a description of their aircraft and display
system installation features and compare these with the information in Table 3 to
substantiate the ETDL selected for their aircraft and Level A display system installation.
When selecting the ETDLs using the guidance provided in this step, an acceptable
margin between the anticipated ATLs for display system installations is incorporated
in the selected ETDLs.

Table 3: Equipment transient design levels — Level A displays

EUROCAE ED-14G Level A display system installation location

Section 22 levels
The applicant should use this level when the equipment under consideration, its
associated wire bundles, or other components connected by wiring to the
equipment are in aircraft areas exposed to very severe lightning transients.
These are:

— areas with composite materials whose shielding is not very effective;

— areas where there is no guarantee of structural bonding; and
Level 5 —  other open areas where there is little shielding.

The applicant can also use this level to cover a broad range of installations.

The applicant may need higher ETDLs when there are high-current density regions
on mixed conductivity structures (such as wing tips, engine nacelle fins, etc.)
because the system wiring may divert some of the lightning current. If the
applicant is the system designer, measures should be applied to reduce the need
for higher ETDLs.

The applicant should describe how to verify compliance. Typically, the verification
method chosen uses this level when the equipment under consideration, its
associated wire bundles, or other components connected by wiring to the

Level 4 equipment are in aircraft areas exposed to severe lightning transients. These areas
are defined as outside the fuselage (such as wings, fairings, wheel wells, pylons,
control surfaces, etc.).

Level 3 The applicant should use this level when the equipment under consideration, its
associated wire bundles, and other components connected by wiring to the
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Level 2

Level 1

equipment are entirely in aircraft areas with moderate lightning transients. These
areas are defined as the inside metal aircraft structure or composite aircraft
structure whose shielding is as effective as metal aircraft structure, and without
additional measures to reduce lightning coupling to wires. Examples of such areas
are avionics bays not enclosed by bulkheads, cockpit areas, and locations with
large apertures (that is, doors without electromagnetic interference (EMI) gaskets,
windows, access panels, etc.).

Current-carrying conductors in these areas (such as hydraulic tubing, control
cables, wire bundles, metal wire trays, etc.) are not necessarily electrically
grounded at bulkheads. When few wires exit the areas, applicants should either
use a higher level (that is, Level 4 or 5) for these wires or offer more protection for
these wires.

The applicant should use this level when the equipment under consideration, its
associated wire bundles, and other components connected by wiring to the
equipment are entirely in partially protected areas. These areas are defined as the
inside of a metallic or composite aircraft structure whose shielding is as effective
as metal aircraft structure, if the applicant takes additional measures to reduce
the lightning coupling to wires.

Wire bundles in these areas pass through bulkheads and have shields that end at
the bulkhead connector. When a few wires exit these areas, the applicant should
use either a higher level (that is, Level 3 or 4) or provide more protection for these
wires. The applicant should install wire bundles close to the ground plane to take
advantage of other inherent shielding from metallic structures. Current-carrying
conductors (such as hydraulic tubing, control cables, metal wire trays, etc.) are
electrically grounded at all bulkheads.

The applicant should use this level when the equipment under consideration, its
associated wire bundles, and other components connected by wiring to the
equipment are entirely in well-protected aircraft areas. These areas are defined
as electromagnetically enclosed.

L Step 12 — Verify compliance with the applicable requirements

The applicant should compare the verified system ETDLs with the aircraft ATLs and determine

whether an acceptable margin exists between the ETDLs and the ATLs. Margins account for

uncertainty in the verification method. As confidence in the verification method increases,
the margin can decrease. An ETDL exceeding the ATL by a factor of two is an acceptable
margin for Level A systems, if this margin is verified by aircraft test or by analysis supported

by aircraft-level tests. For Level A display systems where the ETDLs are determined using the

guidance provided in Table 3, an acceptable margin is already incorporated in the selected
ETDLs. For other verification methods, the margin should be agreed upon with the Agency.

m. Step 13 — Corrective measures

Page 21 of 108


http://easa.europa.eu/

. E u S u AMC-20 Amendment 23 — Change information



http://easa.europa.eu/

, E E S 5 AMC-20 Amendment 23 — Change information

Figure 3: Routes to lightning compliance — Level B and Level C systems
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Appendix 1 to AMC 20-136A — Definitions and acronyms
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Appendix 2 to AMC 20-136A — Examples of lightning safety
assessment considerations — Level A systems on large aeroplanes
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AMC 20-158A Aircraft electrical and electronic system high-intensity
radiated fields (HIRF) protection
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Table 1: HIRF most severe failure conditions of the function and system HIRF certification levels

HIRF REQUIREMENTS EXCERPTS FROM CS 23.1308,  MOST SEVERE FAILURE SYSTEM HIRF
CS 25.1317, CS 27.1317, AND CS 29.1317 CONDITION OF THE CERTIFICATION LEVEL
FUNCTION (HCL)

(a) Each electrical and electronic system that
performs a function whose failure would prevent the
continued safe flight and landing of the aircraft.

Catastrophic A

(b) Each electrical and electronic system that

performs a function whose failure would

significantly reduce the capability of the aircraft or Hazardous B
the ability of the flight crew to respond to an adverse

operating condition.

(c) Each electrical and electronic system that

performs a function whose failure would reduce the Major (@
capability of the aircraft or the ability of the flight

crew to respond to an adverse operating condition.

3. Level A systems. The specifications in CS 23.1308(a), 25.1317(a), 27.1317(a), and
29.1317(a) address adverse effects on the aircraft functions and systems that perform
functions whose failure would prevent the continued safe flight and landing of the
aircraft. When demonstrating compliance with CS 23.1308(a), 25.1317(a), 27.1317(a),
and 29.1317(a), the electrical and electronic system is the one required to perform the
function whose failure would prevent continued safe flight and landing. This electrical
and electronic system must also automatically recover normal operation of the
Level A functions in a timely manner to comply with CS 23.1308(a)(2), 25.1317(a)(2),
27.1317(a)(2), and 29.1317(a)(2). If all equipment and components of the system
required for the normal operation of the Level A functions are not susceptible when
complying with paragraphs (a)(1), (a)(2) and (a)(3), then it is acceptable that the
equipment and components required only for non-normal situations do not show
compliance with the requirements of paragraph (a). In this case, it is considered
acceptable that the equipment and components of the system required only for non-
normal situations show compliance at least with the requirements of paragraph (b).

4, Level B or Level C systems. The specifications in CS 23.1308(b)(c), 25.1317(b)(c),
27.1317(b)(c), and 29.1317(b)(c) address adverse effects on systems that perform
functions whose failure would reduce the capability of the aircraft or the ability of the
flight crew to respond to an adverse operating condition when all equipment,
components and electrical interconnections of the Level B or Level C system are
exposed to HIRF test Level 1 or 2, or 3 respectively.
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If some of the electrical and electronic equipment of a Level A system perform Level B
or Level C functions, and effects on these equipment items are noted when the system
is submitted to Level A HIRF environments, these effects should be reassessed when
the system is submitted to HIRF test Level 1 or 2, or 3 respectively.

Failure conditions. The HIRF safety assessment should consider all potential adverse
effects due to system failures, malfunctions, or misleading information. The HIRF
safety assessment may show that some systems have different failure conditions in
different phases of flight; therefore, the system HCL corresponds to the most severe
failure condition. For example, an automatic flight control system may have a
catastrophic failure condition for autoland, while automatic flight control system
operations in cruise may have a hazardous failure condition.

Establish the applicable aircraft external HIRF environment. The external HIRF
Environments |, Il, and Ill, as published in CS 23.1308, 25.1317, 27.1317, and 29.1317, are
shown in Tables 2, 3, and 4 respectively. The field strength values for the HIRF environments
and test levels are expressed in root-mean-square (rms) units measured during the peak of
the modulation cycle.

Table 2: HIRF Environment |

FREQUENCY FIELD STRENGTH (V/m)
PEAK AVERAGE
10 kHz—2 MHz 50 50
2—-30 MHz 100 100
30-100 MHz 50 50
100-400 MHz 100 100
400—-700 MHz 700 50
700 MHz-1 GHz 700 100
1-2 GHz 2 000 200
2—6 GHz 3 000 200
6—8 GHz 1000 200
8-12 GHz 3000 300
12-18 GHz 2 000 200
18-40 GHz 600 200
In this table, the higher field strength applies at the frequency band edges.
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Table 3: HIRF Environment Il

FREQUENCY FIELD STRENGTH (V/m)
PEAK AVERAGE
10-500 kHz 20 55
500 kHz—2 MHz 30 o
2-30 MHz 100 100
30-100 MHz 10 |
100-200 MHz 30 i
200-400 MHz 10 |
400 MHz-1 GHz 700 40
1-2 GHz 1300 160
2-4 GHz 3000 120
4-6 GHz 3000 160
6—8 GHz 400 170
8-12 GHz 1230 230
12-18 GHz 730 190
18-40 GHz 600 150
In this table, the higher field strength applies at the frequency band edges.

Table 4: HIRF Environment llI

FREQUENCY FIELD STRENGTH (V/m)
PEAK AVERAGE

10-100 kHz 150 150
100 kHz-400 MHz 200 200
400-700 MHz 730 200
700 MHz-1 GHz 1400 55
1-2 GHz 5 000 520
2-4 GHz 6 000 490
4-6 GHz 7 200 400
6-8 GHz 1100 _
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Table 5: Summary of the HIRF certification requirements

HIRF FAILURE
CONDITION FROM
CSs 23.1308, 25.1317,
27.1317, AND 29.1317

Each electrical and electronic
system that performs a
function whose failure would
prevent the continued safe
flight and landing of the
aircraft/rotorcraft must be
designed and installed so
that:

Each electrical and electronic
system that performs a function
whose failure would significantly
reduce the capability of the
aircraft/rotorcraft or the ability
of the flight crew to respond to
an adverse operating condition
must be designed and installed
so that:

Each electrical and electronic
system that performs a
function whose failure would
reduce the capability of the
aircraft/rotorcraft or the
ability of the flight crew to
respond to an adverse
operating condition must be
designed and installed so that:

PERFORMANCE
CRITERIA

Each function is not
adversely affected during
or after the time...

Each electrical and
electronic system
automatically recovers
normal operation of
that function, in a
timely manner after...

Each electrical and
electronic system is not
adversely affected
during or after...

Each function required
during operation under
visual flight rules (VFR)
is not adversely
affected during
or after...

The system is not
adversely affected when...

The system is not
adversely affected when...

ITEM THE

ENVIRONMENT OR TEST

LEVEL APPLIES TO

..the aircraft ...

...the aircraft...

..the aircraft...

..the rotorcraft...

...the equipment providing

these functions...

..the equipment providing

these functions...

HIRF ENVIRONMENT OR
TEST LEVEL

...is exposed to HIRF
Environment I.

...is exposed to HIRF
Environment I, unless this
conflicts with other
operational or functional
requirements of that
system.

...is exposed to HIRF
Environment I.

...is exposed to HIRF
Environment IlI
(CS 27 and CS 29 only).

...is exposed to equipment
HIRF test Level 1 or 2.

...is exposed to equipment
HIRF test Level 3.
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Figure 2: Aircraft low-level coupling tests — Level A systems

From
Figure 1
Step 10

Aircraft 10 kHz to the 1st
low-level AirframeResonant 100 MHz to 18 GHz
. Frequency
coupling
tests (10) 500 kHz to 400 MHz

Aircraft skin
current analysis

(10a)
\ 4 A 4
Low-level Low-level swept- Low-level swept-
direct-drive test current test field test
(10b) (10c) (10d)

Back to
Figure 1
Step 13

(n) = Step number as described in Section 7 of this AMC

STEPS TO DEMONSTRATE ‘LEVEL A’ SYSTEM HIRF COMPLIANCE

Figures 1 and 2 illustrate a process that the applicant can use to demonstrate that their Level A
system complies with CS 23.1308(a), 25.1317(a), 27.1317(a), and 29.1317(a).

a. Step 1 — HIRF safety assessment

1.

The applicant should determine the system failure condition classification for the
systems to be certified on their aircraft, using a system safety assessment as discussed
in Section 6(b)(2). For systems classified with catastrophic failure conditions
(Level A systems), the applicant should follow compliance steps 2 to 15 listed below,
as appropriate. These compliance steps are also depicted in Figures 1 and 2 of this
AMC, and are not necessarily accomplished sequentially. Applicants for systems
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b.

e.

Step 2 — Define aircraft and system HIRF protection. The applicant should define the HIRF
protection features to be incorporated into the aircraft and system designs, based on the
HIRF environments that are applicable to their aircraft and its Level A systems. Equipment,
system, and aircraft HIRF protection design may occur before aircraft-level tests are
performed, and before the actual internal HIRF environment is determined. Therefore, the
equipment, system and aircraft HIRF protection design should be based on an estimate of
the expected internal HIRF environment. The applicant should consider all aircraft
configurations that may affect HIRF protection, such as open landing gear doors (see Step 7).

Step 3 — System assessment decision. The applicant should determine whether to perform
integrated system HIRF tests on the Level A system, or to base the system verification on
previous integrated system HIRF tests performed on a similar system. Aircraft and system
tests and assessments need not be performed for HIRF environments above 18 GHz if data
and design analysis show the integrated system test results (see Step 5) satisfy the pass/fail
criteria from 12 GHz to 18 GHz, and the systems have no circuits that operate in the
18 GHz to 40 GHz frequency range.

Step 4 — Equipment test

1. Radiated and conducted RF susceptibility laboratory tests of RTCA / DO-160G /
EUROCAE ED-14G (or latest version) Section 20 may be used to build confidence in the
equipment’s HIRF immunity before conducting integrated system laboratory tests in
Step 5. The equipment should be specified and tested in accordance with the test
levels (wire bundle currents injection and RF field illumination) of RTCA / DO-160 /
EUROCAE ED-14 Section 20 or to a level estimated for the aircraft and equipment
installation using the applicable external HIRF environment.

2. Equipment HIRF tests may be used to augment the integrated system HIRF tests where
appropriate. For equipment whose HIRF immunity is evaluated as part of the
integrated system-level HIRF tests discussed in Step 5, the individual equipment’s HIRF
testing described in this step is optional.

Step 5 — Integrated system test

1. Radiated and conducted RF susceptibility laboratory tests on an integrated system
should be performed for Level A systems. The HIRF field strengths and wire bundle
currents selected for this test should be based on the attenuated external HIRF
environment determined in the aircraft assessment (see Steps 10, 11, or 12). In many
cases, the integrated system test is performed before the aircraft assessment is
complete. In these cases, the integrated system test field strengths and currents
should be selected based on the expected aircraft attenuation or transfer function.

2. The installation details for the laboratory integrated system tests should be similar to
the installation in the aircraft. For example, the bonding and grounding of the system,
wire size, routing, arrangement (whether parallel or twisted wires), connector types,
wire shields, and shield terminations, and the relative position of the elements to each
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3.

Step 10c — Low-level swept-current test. The low-level swept-current test involves
illuminating the aircraft with a low-level external HIRF field to measure the transfer
function between the external field and the aircraft and equipment wire bundle
currents. This test is typically used in the frequency range of 500 kHz to 400 MHz.
The transfer function is resonant in nature and is dependent on both the aircraft
structure and the system installation. Because the transfer function relates wire
bundle currents to the external field, the induced bulk current injection test levels can
be related to an external HIRF environment.

The transmitting antenna should be placed in at least four positions around the
aircraft, with the distance between the aircraft and the transmitting antenna sufficient
to ensure the aircraft is illuminated uniformly. For aircraft, the antenna is typically
placed to illuminate the nose, tail, and each wing tip. For rotorcraft, the antenna is
typically placed to illuminate the nose, tail, and each side. The aircraft should be
illuminated by the antenna at each position while sweeping the frequencies in the
range of 500 kHz to 400 MHz. The applicant should perform separate frequency
sweeps with the transmitting antenna oriented for horizontal and vertical polarisation,
and measure the currents induced on the aircraft wire bundles.

The applicant should calculate the ratio between the induced wire bundle current and
the illuminating antenna field strength, and normalise this ratio to 1 V/m. This provides
the transfer function in terms of induced current per external field strength unit. Then
the current induced by the applicable external HIRF environment can be calculated by
multiplying the transfer function by the external HIRF field strength. The calculated
HIRF currents for all transmitting antenna positions for each aircraft wire bundle to be
assessed should be overlaid to produce worst-case induced current for each wire
bundle. These worst-case induced currents can be compared with the current used
during the integrated system test in Step 5.

Step 10d — Low-level swept-field test. Low-level swept-field testing is typically used
from 100 MHz to 18 GHz. The test procedures for the low-level swept-field test are
similar to those used for the low-level swept-current test; however, in the low-level
swept-field test, the internal RF fields in the vicinity of the equipment are measured
instead of the wire bundle currents. Various techniques can be used to ensure the
maximum internal field in the vicinity of the equipment is measured. Depending on the
size of the aircraft and the size of the aircraft cabin, flight deck, and equipment bays,
multipoint measurement or mode stirring can be used to maximise the internal field
in the vicinity of the equipment. See the User’s Guide (SAE ARP 5583A / EUROCAE ED-
107A) for detailed low-level swept-field test procedures.

k. Step 11 — Generic transfer functions and attenuation — Level A display systems only

1.

Level A displays involve functions for which system information is displayed directly to
the pilot. For Level A display systems, the aircraft attenuation data may be determined
using generic attenuation and transfer function data. This approach should not be used
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Figure 3: Routes to HIRF compliance — Level B and Level C systems
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STEPS TO DEMONSTRATE ‘LEVEL B’ AND ‘LEVEL C’ SYSTEM HIRF COMPLIANCE

Figure 3 illustrates a process that the applicant can use to demonstrate whether their Level B and
Level C systems comply with CS 23.1308(b), 25.1317(b), 27.1317(b), and 29.1317(b), and with
CS 23.1308(c), 25.1317(c), 27.1317(c), and 29.1317(c) respectively.

a.

Step 1 — HIRF safety assessment. The applicant should determine the system certification
level for the systems to be certified on their aircraft, using a system safety assessment as
discussed in Section 6(b)(2). For systems classified with hazardous or major failure conditions
(Level B and Level C systems), the applicant should follow compliance Steps 2 through 8 listed
below, as appropriate. These compliance steps are also depicted in Figure 3 of this AMC and
are not necessarily accomplished sequentially. For systems classified with catastrophic failure
conditions (Level A systems), the applicant should follow the compliance steps outlined in
Section 7.

Step 2 — Define the aircraft and system HIRF protection. The applicant should define the
HIRF protection features incorporated into the aircraft and system designs, based on the HIRF
test levels applicable to their aircraft and its Level B and Level C systems. Equipment, system,
and aircraft HIRF protection design may occur before aircraft-level tests are performed, and
before the actual internal HIRF environment is determined. Therefore, the equipment,
system and aircraft HIRF protection design should be based on an estimate of the expected
internal HIRF environment.

Step 3 — Select the compliance method. The applicant should determine whether to
perform equipment HIRF tests on the Level B and Level C systems, or to base the compliance
on previous equipment tests performed for a similar system.

Step 4 — Equipment test

1. Level B and Level C systems do not require the same degree of HIRF compliance testing
as Level A systems and, therefore, do not require aircraft-level testing. RTCA / DO-160G
/ EUROCAE ED-14G, or latest version, Section 20 laboratory test procedures should be
used, using equipment test levels defined in the applicable specifications. The test
levels used depend on whether the system is categorised as Level B or Level C.
Equipment HIRF test Level 1 or 2, as applicable, should be used for Level B systems.
RTCA / DO-160 / EUROCAE ED-14 Section 20 Category RR (using the alternative
modulation for radiated susceptibility) satisfies the requirements of equipment HIRF
test Level 1. For equipment HIRF test Level 2, the applicant may use the approach in
Section 9(k) to help determine the acceptable aircraft transfer function and
attenuation curves for their Level B system. Equipment HIRF test Level 3 should only
be used for Level C systems. RTCA / DO-160 / EUROCAE ED-14 Section 20 Category TT
satisfies the requirements of equipment HIRF test Level 3. When applying modulated
signals, the test levels are given in terms of the peak of the test signal as measured by
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Appendix 1 to AMC 20-158A — Definitions and acronyms
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Appendix 2 to AMC 20-158A — Generic transfer functions and
attenuation
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Figure A1-2: Generic transfer function — Aeroplanes
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Note: Generic transfer function normalised to 1 V/m for an aircraft with a fuselage length of > 25 m and < 50 m.
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Figure A1-3: Generic transfer function — Aeroplanes

10 T I 11117 T T T 11T
0.5,2.5 —f 5,2.5
B
1 N
E —— —
~ ~
> ~
'ZE" SR 400, 0.15
50, 0.3 o
0.1
—
0.01
0.01 0.1 1 10 100 1000

Frequency - MHz

Note: Generic transfer function normalised to 1 V/m for an aircraft with a fuselage length of > 50 m.
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Figure A1-4: Generic transfer function — Rotorcraft

10
5,15 7 30, 1.5

1 _ 1 B
g - — H
; — 400, 0.5
3

0.1 af
=
0.01
0.01 0.1 1 10 100 1000

Frequency - MHz

Note: Generic transfer function normalised to 1 V/m for a rotorcraft.
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Figure A1-5: Generic transfer function — All aircraft
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Note: Generic transfer function normalised to 1 VV/m for all aircraft.
2. Generic attenuation
a. Figure A1-6 shows the generic attenuation for frequencies from 100 MHz to 18 GHz that can

be used for determining the internal HIRF environment where the equipment and associated
wiring for Level A display systems (see Section 9(k)) are installed. This internal HIRF
environment provides the test level for the integrated system radiated susceptibility
laboratory test. The external HIRF environment should be divided by the appropriate
attenuation, in linear units, to determine the internal HIRF environment. For example, 12 dB
or a 4:1 attenuation means that the test level is the applicable external HIRF environment
electric field strength reduced by a factor of 4.

b. Guidance on the use of the generic attenuation is given below:

1. No attenuation. No attenuation credit can be used when the Level A display equipment
and the associated wiring are located in aircraft areas with no HIRF shielding, such as
areas with unprotected, non-conductive composite structures, areas where there is no
guarantee of structural bonding, or other open areas where no shielding is provided.
The applicant may choose to use no attenuation for equipment that may be installed
in a broad range of aircraft areas.

2. 6 dB attenuation. This attenuation is appropriate when the Level A display equipment
and the associated wiring are located in aircraft areas with minimal HIRF shielding,
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environment for aircraft models. However, if an applicant intends to produce their own generic
transfer functions and attenuation, then this approach should also be addressed in the HIRF
compliance plan (see Section 6(a)) that is submitted to the Agency for acceptance.

Figure A1-6: Generic attenuation values — All aircraft
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Appendix 3 to AMC 20-158A — Examples of HIRF safety assessment
considerations — Level A systems on large aeroplanes
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AMC 20-193 Use of multi-core processors

Page 95 of 108


http://easa.europa.eu/

. E n S u AMC-20 Amendment 23 — Change information

Page 96 of 108


http://easa.europa.eu/

E g S ﬂ AMC-20 Amendment 23 — Change information

or hypervisors). This may result in new or different data or control coupling paths, and functional
interference between the software applications or tasks.

Interference between the software applications or tasks executing on an MCP could cause safety-
critical software applications to behave in a non-deterministic or unsafe manner, or could prevent
them from having sufficient time to complete the execution of their safety-critical functionality.

4. Definitions

Applicable airborne electronic hardware (AEH) guidance: AMC 20-152( ) and any project-specific
guidance.

Applicable software guidance: AMC 20-115( ) and any project-specific guidance.

Asymmetric multi-processing (AMP): an MCP software architecture in which each individual functional

task is permanently allocated to a specific core and each core has its own operating system (however,
the operating systems may be multiple copies of the same operating system or be different from core
to core).

Bound multi-processing (BMP): an MCP software architecture that restricts symmetric multi-

processing (SMP) (see definition below) architecture by constraining tasks to be bound to specific
cores while using a common operating system across all cores.

Determinism/deterministic: the ability to produce a predictable outcome generally based on the

preceding operations and data. The outcome occurs in a specific period of time with repeatability
(definition taken from ED-124/D0-297).

Integrated modular avionics (IMA) platform: in this AMC, this term refers to an integrated modular

avionics MCP platform that provides both robust resource partitioning and robust time partitioning
(as defined in this AMC).

Intended final configuration: the configuration of the software and hardware in which the set of the

MCP resources has been defined by implementing the configuration settings and all software
components have been installed on the target MCP.

Interference channel: a platform property that may cause interference between software applications
or tasks.

Item: a hardware or software element that has bounded and well-defined interfaces (definition taken
from ED-79A / ARP 4754A).

Iltem development assurance level (IDAL): the level of rigour of development assurance tasks

performed on item(s), e.g. IDAL is the appropriate software level in ED-12C / DO-178C and design
assurance level in ED-80 / DO-254 objectives that need to be satisfied for an item (definition taken
from ED-79A / ARP 4754A).

MCP platform: it consists of the MCP itself and, in many cases, the platform software, such as an
operating system and/or software hypervisor, which provides the interface between the software
applications and the MCP.

MCP platform with robust partitioning: an MCP platform that complies with the objectives of this AMC
and provides robust resource partitioning and robust time partitioning as defined in this AMC, not

only between software applications hosted on the same core, but also between software applications
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MCP_Accomplishment_Summary_1:

In addition to providing the information requested by the applicable software and AEH guidance, the
applicant has provided documentation that summarises how they have met each of the objectives of

this AMC.

5.7. Applicability of the MCP objectives according to their IDALs

The column ‘IDAL A or B’ shows the objectives applicable when the highest IDAL of any of the software
applications hosted by the MCP or of the MCP hardware device is A or B.

The column ‘IDAL C’ shows the objectives applicable when the highest IDAL of any of the software
applications hosted by the MCP or of the MCP Hardware device is C.

Objective COTS-8

MCP OBJECTIVES IDALA or B IDAL C
MCP_Planning_1 Yes Yes
MCP_Planning_2 Yes Yes
MCP_Resource_Usage_1 Yes Yes
MCP_Resource_Usage_2 Covered by n/a
AMC 20-152A

MCP_Resource_Usage_3 Yes Refer to Note d
MCP_Resource_Usage_4 Yes No
MCP_Software_1 Yes Yes
MCP_Software_2 Yes Yes
MCP_Error_Handling_1 Yes No
MCP_Accomplishment_Summary_1 Yes Yes
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