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Introduction to Cyber Security

Cyberspace  

A global domain within the information 

environment consisting of the interdependent 

network of information systems infrastructures 

including the Internet, telecommunications 

networks, computer systems, and embedded 

processors and controllers.

Cyber security

attacks

Cyber security

The ability to protect or 

defend the use of 

cyberspace from cyber 

attacks
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Introduction to cyber security

Integrity

Provide accuracy and 
reliability of the 

information. 
Unauthorized 

modification is 
prevented.

Availability

Ensure timely reliable
access to data and 

information services 
for authorized users

Confidentiality

Information is NOT 
disclosed to 

unauthorized

- Persons

- Processes

- Devices
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The good old days
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Today

courtesy Airbus
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(bad) Example

8

•It can take 5 min for a hacker to 

steal operator password (X-script 

on portal)

•Social engineering also possible

•With it he get access to the whole 

airline fleet anywhere in the 

world, on the ground or airborne.

•He can send data directly to the 

plane (AOC)
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Initial Airworthiness
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Large 
A/C

Today, Special condition
Requires the manufacturer to define and assess the 
cyber risk on the A/C design, when needed, to mitigate 
and to maintain the risk to an acceptable level during 
operation.  

Tomorrow in CS-25
Rulemaking task 0648 started. ToR published 
(17/05/2016)

Standards and AMCs
Objective is to recognize and reference the industry 
standards (EUROCAE). 

Issue to be solve by the industry on difference between 
RTCA and EUROCAE

General 
Aviation

Low end: nothing asked. 
Industry voluntary basis

GAMA GA initiative to address cyber security in GA is 
well perceived by EASA.

Candidate for an ASTM standard in F44?

PAX > 19
Today case by case basis.Asking usually via a CAI 
(Certiciation Action Item) to review the design with the 
cyber security scope. Sometime followed by a SC.
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For Internal Use Only – Do not Distribute

Cyber Security Risk Assessment

Purpose is to evaluate 

the security risk of an 

aircraft or system 

subject to 

unauthorized 

interference with its 

systems

Risk is defined by

1. Severity of the effect of the Threat Condition

2. Difficulty to attack

Risk = Severity /Difficulty

Src ED 202A
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Case study: Air Mgt. Syst. (src ED 203)

For Internal Use Only – Do not Distribute

Functions

Provide Cabin Pressurization

Provide Aircraft Structural 

Integrity

Provide Aircraft status

Troubleshooting Support

Failures Attribute Flight Phase
Hazzard 

Classification

F1 Loss of Pressurization Availability Airborne Catastrophic

F2 Loss of Structural Integrity Availability Airborne Catastrophic

F3 Loss of Aircraft status Availability Airborne Major

F4
Loss of Troubleshooting 

Support
Availability On Ground No safety effect

Assets

Press. Contr. 

Field Loadable S/W

Press. Contr. Configuration 

files

Interfaces

Physical I/F to Maintenance 

GSE

Logical I/F to

Bleed System

Threat Condition Attribute
Flight 

Phase
Failure

Hazzard 

Classification

TC1
Communication interrupted 

due to malware infection
Availability Airborne F1 Catastrophic

TC2
Communication interrupted 

due to malware infection
Availability

On 

Ground
F1 No safety effect

TC3 Counterfeit LRU installation Integrity Airborne F1 Catastrophic

TC4
Misleading commands to 

bleed due to S/W corruption 
Integrity Airborne F1 Catastrophic

Failure conditions

Threat conditions

Security scope
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General process (ED 202)

A
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it
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re

Not Acceptable

Planning

(Certification 

plan)

Certification 

Summary

Integral processes

Development processes
Security 

development

- Architecture

- Measures

- Guidances

Security Assurance

- development

- effectiveness

Security Risk

assessment

Functions

definition

architecture

Safety

DAL

Process assurance

Conf. mgnt.

Cert. Liaison

V&V

… (see ARP 4754)

allocation

Functions

allocation

integration

System 

integration

OK

concept
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Risk Acceptability Matrix

safety

security

on safety

Needs to modify the architecture 

to reduce the safety impact

So better think security from start!

Make the scenario more difficult to succeed: add

protection (eg signing sw load), or operational

constraints (eg. access to the aircraft vs remote

loading)
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•

•

•SAFETY •SECURITY

•VS

•The notion of 

INTENT



Presentation Overview

There is a life after TC

Aircraft is modified The threats landscape evolves

How aircrafts are protected

Security assesment Assumptions

Introduction to cyber security

The good old time Connected aircraft  

22-23.11.2016 Product Certification and Design Organisation Approval Workshop



Aircraft modification

Issue:

How can we maintain the security

effectiveness when modification are 

made on existing architecture?

22-23.11.2016 Product Certification and Design Organisation Approval Workshop



Case study

update process of the Air Management System (AMS)
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What does the rule say?

21.A.113 Application for a supplemental type-certificate

(a) An application for a supplemental type-certificate shall be made in a form and manner

established by the Agency.

(b) An application for a supplemental type-certificate shall include the descriptions and

identification, and changes to the operational suitability data required by point 21.A.93. In

addition, such an application shall include a justification that the information on which those

identifications are based is adequate either from the applicant's own resources, or through an

arrangement with the type-certificate holder.
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How?

• security boundaries are available
� Should allow modification without jeoparding existing A/C security

efficiency

• STC applicant get from OEM the necessary

security information to perform the change, 

including operational security handbook and ICA
� Implies some binding constraints between OEM and STC applicant
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Potential Issues

• DOA experienced CVEs and experts

• Capacity to tackle risk evolution

•Control of the supply chain
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Risk evolution
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DW marketplace

Product Certification and Design Organisation Approval Workshop



0-day timeline

Vulnerability

introduced

Exploit 

released

(DW, Hacking 

team, 

zerodium…)

Vulnerability

identified by a 

CERT : CVE 

communication

to ventor

Vulnerability

made public

(Metasploit)

Vendor Patch 

available

Patch 

deployement

complete

0-day attack

Follow-on attack

90 to 

120 days

Questions: 

- who, in the aviation world is looking at vulnerabilities, CVEs, patches?

- Which vendors in the aviation world is developing security patch?

- What do you think of the timeline, in particular the follow-on attack window?
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0-day timeline and the occurrence 
reporting

Event

Months later

solution

risk

Impact 
on 

safety

forensic
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Questions?


