EASA workshop on NPA 2019-07 ‘Management
of Information Security Risks’

BIEASA

European Union Aviation Safety Agency

Eurocontrol’s Headquarters (EUROPA meeting room)
Rue de la Fusée 96, 1130 Brussels, BELGIUM

Agenda

02.07.2019

TIME TITLE, SPEAKER
08:30 H-09:30 H CHECK-IN

09:30 H-09:45H

Welcome and introduction of the event
Jesper Rasmussen, EASA Flight Standards Director

09:45H-10:15H

Background information on this rulemaking task (reasons, objectives, coordination with
stakeholders, adoption calendar)
Juan Anton, EASA Cybersecurity in Aviation Section Manager

10:15H-10:45H

THE PROPOSED RULES:
e  Objective and scope. Organisations affected. Organisations exempted.
e  Structure of the proposed rules.
o Definition of the competent authority: coordination between safety and security
aspects.
Juan Anton, EASA Cybersecurity in Aviation Section Manager

10:45H-11:15H

COFFEE BREAK

11:15H-12:45H

THE PROPOSED RULES:
e  Consistency with other regulatory frameworks (NIS Directive, Reg. 2015/1998):
Specific provisions for operators of essential services.
o  Performance and risk-based approach
e Integration with other management systems
e  Entry into Force and transitional measures
o IMPACT ASSESSMENT
Juan Anton, EASA Cybersecurity in Aviation Section Manager

12:45H-13:45H

LUNCH BREAK

13:45H-14:30H

PANEL

Representatives from Eurocontrol, Industry and Authorities will give their view on the content
of the NPA, what they see as good points and what aspects they see in need of improvement.
CHAIRED BY: Jesper Rasmussen, EASA Flight Standards Director

14:30 H-15:00 H

On-going work on Acceptable Means of Compliance, Guidance Material and Industry
Standards.
Jean-Paul Moreaux, EASA Cybersecurity in Aviation Principal Coordinator

15:00 H-16:15H

COMMENTS, DISCUSSION, QUESTIONS & ANSWERS

16:15H-16:30H

CONCLUSIONS AND CLOSING OF THE EVENT
Jesper Rasmussen, EASA Flight Standards Director
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